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Optometry Wales Guidance Document for the NHS Wales Quality For Optometry Template submission (V2 December 2024). 
With thanks to colleagues at FODO and AOP for working with Optometry Wales to create the guidance and for Quality in Optometry (England) for providing content and templates. 
The NHS Wales Quality For Optometry Template Submission document is an excel document, which has a number of tabs at the bottom. Please ensure that you complete ALL tabs, before completing the declaration. 
Example policy templates have been provided. Contractors may opt to review, amend with their practice details (highlighted in red text within the templates) and adopt these templates if they choose. Whilst you will not need to provide evidence of compliance when completing the NHS Wales Quality For Optometry Template submission (unless indicated), please be aware that you will need to provide this upon request by the NHS. 
To access some of the links to documents, you will need to register to access the members-only section of the Optometry Wales website here 
For any queries around this document, please contact administrator@optometrywales.com
	Template Section: PRACTICE DETAILS
	

	Template Question
	Optometry Wales Guidance

	Practice Details
	Submission of the Quality For Optometry template to the Local Health Board is mandatory for every individual practice providing WGOS. For mobile-only practices, a submission is required for each Health Board where you provide WGOS. Practices submitting multiple submissions may find that some of the information submitted is the same for each individual submission.



	Template Section: SAFE 
	

	Template Question
	Optometry Wales Guidance

	Infection, Prevention & Control
	

	The premises, equipment and arrangements for infection control and decontamination meet the minimum national standards. 
	Infection control information from Public Health Wales can be found here Guidance - Public Health Wales and here Infection Prevention & Control - Public Health Wales
The College of Optometrists have advice on Infection Control: http://guidance.college-optometrists.org/guidance-contents/safety-and-quality-domain/infection-control/

To achieve compliance
A key to infection control is effective hand washing and drying procedures. Where frequent hand washing is impractical or undesirable, for example in a domiciliary setting, alcohol-based disinfectant hand gel is an acceptable alternative. Alcohol gel may not be required if there are adequate handwashing facilities, including antibacterial liquid soap, available. 
A running hot water supply for hand washing, liquid antibacterial soap and hand drying facilities, should be easily accessible to staff and patients in the practice. When new premises are under consideration NHS Wales are likely to insist that all consulting rooms contain wash basins and when re-fitting existing consulting rooms, those without wash basins should have them installed where it is reasonable to do so. 
Liquid soap available, paper towels in a wall-mounted dispenser available, alcohol gel or alternative anti-bacterial hand rub available, staff aware of good handwashing practice and advice on good handwashing practice is displayed near washbasins, suitable procedures in place for decontamination of hard surfaces, suitable procedures for decontamination of reusable equipment, appropriate storage, use and arrangements for disposal of disposable and single use items.  No reuse of minims.
A sample Infection Control Policy is available here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/1.-Infection-Control-Policy_HCAI-Reduction-Plan-.docx




The Code of Practice for the Prevention and Control of HealthCare Associated Infections is found here  https://www.gov.wales/sites/default/files/publications/2019-06/code-of-practice-for-the-prevention-and-control-of-healthcare-associated-infections.pdf 

A Public Health Wales poster around hand washing can be found here publichealthwales.nhs.wales/services-and-teams/healthy-working-wales/workplace-guidance/healthy-work-environments/infection-prevention-and-control/guidance-and-resources/handwashing-poster/
HSE advice is found here: http://www.hse.gov.uk/legionnaires/

	Health and Safety including Fire Prevention
	

	The practice meets the statutory requirements of the Health & Safety at Work Act and complies with the current Approved Code of Practice in Management of Health and Safety at Work Regulations.
	Statutory requirements exist, making risk assessments in health and safety and COSHH, mandatory on all businesses. Practices should undertake risk assessments and manage perceived risks from this process. If you employ 5 or more people, then your risk assessment must be recorded in writing.
A risk management policy promotes clinical leadership and assures the quality of safety of clinical services for patients/service users. Any such policy should include all processes involved in identifying, assessing and judging risks, assigning ownership, taking actions to reduce risk occurring in the future, and monitoring and reviewing processes, with a named lead.
To achieve compliance
Undertake a risk assessment for your practice. For guidance on risk assessment see:
http://www.hse.gov.uk/pubns/indg163.pdf
For more information on statutory obligations on businesses go to the HSE website, where there are also links to interactive risk assessment tools:
http://www.hse.gov.uk/risk/index.htm

Contractors should have a policy on Health and Safety.
A sample is available here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/2.-Health-and-Safety-Policy-.docx


 

(Reporting Injuries Diseases and Dangerous Occurrences Act 1995):
Under the Reporting Injuries Diseases and Dangerous Occurrences Act 1995, employers, the self-employed and those in control of premises must record and report specified workplace incidents. It is good practice to maintain an accident book for this purpose.
To achieve compliance
Guidance on RIDDOR is available on the HSE website:
http://www.hse.gov.uk/riddor/

(First Aid Regulations 1981)
The Health and Safety (First Aid) Regulations 1981 require you to provide adequate and appropriate equipment, facilities and personnel to enable first aid to be given to your employees if they are injured or become ill at work.
	(Social Security (Claims and Payments) Regulations 1979) (required if 10 or more employees, best practice for smaller organisations)

	The Health and Safety (First Aid) Regulations 1981 require you to provide adequate and appropriate equipment, facilities and personnel to enable first aid to be given to your employees if they are injured or become ill at work.

	What is adequate and appropriate will depend on the circumstances in your workplace and you should assess what your first aid needs are.

	To achieve compliance

	The minimum first-aid provision on any work site is a clearly signposted (including as part of inductions) a suitably stocked first-aid box and an appointed person to take charge of first-aid arrangements.

	HSE guidance suggests that for an enterprise like an office or shop (or by analogy an optical practice) with low hazard levels and fewer than 25 employees only an appointed person rather than a trained first aider is required.

	A guidance leaflet on health and safety at work is available from the HSE website:

	http://www.hse.gov.uk/pubns/indg214.pdf


	Additional guidance is available in the first aid section of the HSE website:

	http://www.hse.gov.uk/firstaid/

	

	(Electricity at Work Regulations 1989)

	The law requires employers to assess risks and take appropriate action. This includes portable and fixed electrical appliances.

	To achieve compliance

	HSE's advice is that for most office electrical equipment, visual checks for obvious signs of damage and perhaps simple tests by a competent member of staff are sufficient:

	Maintaining portable electrical equipment in low-risk environments (INDG236(rev2)) and 
Maintaining electrical equipment safety - Electrical safety

	Portable appliance testing (PAT) is one means of demonstrating compliance:

	http://www.hse.gov.uk/pubns/indg236.pdf

	Fixed electrical installations (lighting, air conditioning, electric ovens etc) should be tested often enough that there is little chance of deterioration leading to danger. Any part of an installation that has become obviously defective between tests should be de-energised until the fault can be fixed. You should have your electrical installation inspected and tested by a person who has the competence to do so. i.e. an electrician. http://www.hse.gov.uk/electricity/faq.htm#a8

	

	(Electricity at Work regulations 1989)

	The law requires employers to assess risks and take appropriate action. This includes portable and fixed electrical appliances.

	To achieve compliance

	HSE's advice is that for most office electrical equipment, visual checks for obvious signs of damage and perhaps simple tests by a competent member of staff are quite sufficient:

	Maintaining portable electrical equipment in low-risk environments (INDG236(rev2)) and 
Maintaining electrical equipment safety - Electrical safety

	Portable appliance testing (PAT) is one means of demonstrating compliance:

	http://www.hse.gov.uk/pubns/indg236.pdf

	Fixed electrical installations (lighting, air conditioning, electric ovens etc) should be tested often enough that there is little chance of deterioration leading to danger. Any part of an installation that has become obviously defective between tests should be de-energised until the fault can be fixed. You should have your electrical installation inspected and tested by a person who has the competence to do so. i.e. an electrician. http://www.hse.gov.uk/electricity/faq.htm#a8





	Does the Practice have a lone working policy that staff are aware of and is in use?
	To achieve compliance
If you have staff who work alone, or who are ever alone in the practice or are isolated in a part of the practice, you should have procedures in place for their safety and security including a written lone working policy of which all staff are aware.
You may wish to install an alarm in any vulnerable places and keep records of any incidents (a bit like an accident book) to identify any areas of risk for lone working.
For more information on lone working and the safety of employees who work alone visit the Health and Safety Executive website: 
Lone working - HSE
Lone worker guidance aimed primarily at domiciliary providers is available here: DOMICILIARY EYE CARE - fodo.com
ABDO, AOP and FODO (previously the Optical Confederation) have joint Domiciliary Lone Working guidance here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/3.-TEMPLATE-Lone-Worker-Policy.docx




 


	Does the Practice have a Chaperone policy that staff are aware of and is in use?
	Practices have safeguarding duties towards staff as well as patients, including against false allegation which is why it is important to have a clear written chaperone policy known to all staff. NHS Wales may have sent optical practices details of chaperone policies for dealing with vulnerable patients, including children. Alternatively, you may prefer to adopt one of the policies developed for optometry by the profession.
A sample is available here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/4-TEMPLATE-Chaperone-Policy.docx



To achieve compliance
Contractors should ensure that their written chaperone policy is available to all staff in the practice.
The ABDO, AOP and FODO (previously Optical Confederation) model policy for the profession can be downloaded here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/4-TEMPLATE-Chaperone-Policy.docx





	For this site does the practice have policies/procedures in place in respect of fire safety management? Including records of risk assessments, fire alarm drills, staff training, emergency lighting, firefighting equipment, action plans, fire safety maintenance records etc? And is it up to date?  (Records are required by enforcing authorities when carrying out a fire safety audit)
	To achieve compliance
Advice regarding what you need to do to meet your legal duties is found here Fire Safety guidance for businesses and workplaces | GOV.WALES
The guidance includes a Fire Risk Assessment Checklist for completion.

	Has a Fire Risk Assessment been completed for these premises?
	To achieve compliance
Advice regarding what you need to do to meet your legal duties is found here Fire Safety guidance for businesses and workplaces | GOV.WALES
The guidance includes a Fire Risk Assessment Checklist for completion.

	If 'Yes' what date was the assessment completed?
	

	If 'Yes' please provide a copy of the assessment along with the QfO return
	

	If 'Yes' please provide a copy of the evacuation plans/procedures/staff training
	

	If 'Yes' please provide Details of fire alarm & detection system – including testing records/maintenance records.
	It is worth having the Fire Brigade or other competent fire safety authority complete a fire safety visit if you have not had one for some time.  Fire alarms (and sprinkler systems where these are in place), and that fire extinguishers are charged and ready to use, should be checked regularly by a fire safety professional.


	If 'Yes' please provide Details of emergency lighting – including testing records/maintenance.
	

	Information Governance
	

	Have you completed the IG Toolkit? If yes, please provide a copy, if no, please answer the following questions:
	IG Toolkit = Information Governance Toolkit. Some Health Boards had previously issued IG Toolkits for completion by practices which can be found here https://www.optometrywales.org.uk/wp-content/uploads/2024/11/latest-FINAL-all-Wales-template-submission.xlsx

If you have previously completed this IG Toolkit, then please confirm this and attach (or embed) the document when you return this document to the Health Board. If you have not previously completed the IG Toolkit, then please complete the questions as requested. 


	The practice has a system to allow patients access to their records on request in accordance with current legislation, including the Freedom of Information Act.
	(General Data Protection Regulations, Art 13 Freedom of Information Act 2000)
The Data Protection Act 2018 and Freedom of Information Act 2000 state that practices should have a data handling policy that is available to patients.
To achieve compliance
Suggested short form of wording for a notice on handling patient data:
“Information - we lawfully hold personal information about you as part of the provision of health care and customer service.   We are registered as a data controller with the Information Commissioner's Office (ICO) and process and store this information securely in a mixture of paper and/or computer records in accordance with data security legislation. Everyone in the practice is aware of the confidential nature of these records and will only use or release this information in accordance with the law. You will need to provide us with your consent if you wish us to pass your information to another optometrist. If you are an NHS patient, the NHS may ask to see the portion of your record that relates to NHS services provided and we are required by legislation to share any hospital referral information securely with your NHS GP. Such information will only be shared in strictest confidence. You are entitled to a copy of your records, although there may be an administrative charge. If you wish to see your records, please ask [NAME OF PERSON] and we will respond as quickly as possible and in any case are required to do so within 30 days. If you require independent advice, contact the Information Commissioner's Office (ICO)”

Suggested longer form of wording for a notice of policy on handling patient data:
“Information - we lawfully hold personal information about you as part of the provision of health care and customer service.   We are registered as a data controller with the Information Commissioner's Office (ICO) and process and store this information securely in a mixture of paper and/or computer records in accordance with data security legislation. Everyone in the practice is aware of the confidential nature of these records and will only use or release this information in accordance with the law. You will need to provide us with your consent if you wish us to pass your information to another optometrist. If you are an NHS patient, the NHS may ask to see the portion of your record that relates to NHS services provided and we are required by legislation to share any hospital referral information securely with your NHS GP. Such information will only be shared in strictest confidence. You are entitled to a copy of your records, although there may be an administrative charge. If you wish to see your records, please ask [NAME OF PERSON] and we will respond as quickly as possible and in any case are required to do so within 30 days. If you require independent advice, contact the Information Commissioner's Office (ICO)We hold various pieces of information about you including your name and address, and clinical details such as the state of health of your eyes, your spectacle and/or contact lens prescription, and copies of any letters we have written about you or received from other professionals, such as your doctor. You are entitled to a copy of this information although there may be an administrative charge for providing it. If you wish to see your records, please ask [NAME OF PERSON] and we will respond as quickly as possible and in any case are required to do so within 30 days. If you require independent advice, contact the Information Commissioner's Office (ICO).  All practices should be registered with the ICO. 
Optical Confederation guidance https://www.fodo.com/downloads/managed/Guidance/data%20protection%20and%20FOIA/1_data-protection-and-gdpr-updated-guidance-july-2018.docx?
We adhere to the guidelines of the College of Optometrists and the Data Protection Act and will not pass any of your personal information to a third party without your consent unless there is a clear public interest duty to do so. You will need to provide us with your consent if you wish us to pass your information to another optometrist
If you are an NHS patient, we are obliged to provide the portion of your record that relates to NHS services to authorised persons within the NHS (who are in turn subject to a duty of confidentiality) if they request this. This is usually to confirm that we have provided the NHS services that we have been paid for, and to improve quality of care. It is also possible that the NHS may contact you to ask if you have received services (such as a sight test or spectacles) as part of this monitoring
Within the practice we may wish to use the information to analyse trends, or to audit our performance.  This is also a legitimate use of the data as it enables us to monitor and improve the quality of care that we offer. Wherever possible (i.e. if we do not need to know who an individual patient is) we only analyse trends from anonymised information
If you have any queries about this please contact us and we will be happy to help”


	The Contractor has an up-to-date Freedom of Information Act statement and this is available to patients? (100) (Freedom of Information Act 2000)
	(Freedom of Information Act 2000)
All practices should have a publication scheme, which sets out what information will be made available to the public and this must be registered with the Information Commissioner.
A sample is available here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/5.-TEMPLATE-Freedom-of-Information.docx




To achieve compliance
The scheme should be available to any member of the public who wishes to see it. If the practice has a website, then it is good practice to make the policy available online.
The publication scheme must include details of all services provided that are funded by the NHS, i.e. WGOS Sight Tests and enhanced services.
More information can be obtained from the Information Commissioners office:
http://www.ico.org.uk/

	There is a designated individual responsible for confidentiality and compliance with GDPR.
	Please record the details of the person responsible and have these available to staff and patients in the practice and ideally on your website.

	Are there mechanisms in place to ensure that both electronic and hard copy data is available when patients leave the practice, either due to a move to a new practice or other circumstances.
	(General Data Protection Regulations, Art 13 Freedom of Information Act 2000)
The Data Protection Act 2018 and Freedom of Information Act 2000 state that practices should have a data handling policy that is available to patients.
To achieve compliance
Suggested short form of wording for a notice on handling patient data:
“Information - we keep records of our information about you as a mixture of paper and/or computer records. Everyone in the practice is aware of the confidential nature of these records and will only use or release this information in accordance with the law. You will need to provide us with your consent if you wish us to pass your information to another optometrist. If you are an NHS patient, the NHS may ask to see the portion of your record that relates to NHS services provided. Such information will only be given to the NHS in strictest confidence. You are entitled to a copy of your records, although there may be an administrative charge. If you wish to see your records, please ask [NAME OF PERSON] and we will respond as quickly as possible and in any case are required to do so within 30 days. If you require independent advice, contact the Information Commissioners Office at http://www.ico.org.uk/”

Suggested longer form of wording for a notice of policy on handling patient data:
“We hold various pieces of information about you including your name and address, and clinical details such as the state of health of your eyes, your spectacle and/or contact lens prescription, and copies of any letters we have written about you or received from other professionals, such as your doctor. You are entitled to a copy of this information although there may be an administrative charge for providing it. If you wish to see your records, please ask [NAME OF PERSON] and we will respond as quickly as possible and in any case are required to do so within 30 days. If you require independent advice, contact the Information Commissioners Office at http://www.ico.org.uk/ We adhere to the guidelines of the College of Optometrists and the Data Protection Act and will not pass any of your personal information to a third party without your consent unless there is a clear public interest duty to do so. You will need to provide us with your consent if you wish us to pass your information to another optometrist
If you are an NHS patient, we are obliged to provide the portion of your record that relates to NHS services to authorised persons within the NHS (who are in turn subject to a duty of confidentiality) if they request this. This is usually to confirm that we have provided the NHS services that we have been paid for, and to improve quality of care. It is also possible that the NHS may contact you to ask if you have received services (such as a sight test or spectacles) as part of this monitoring
Within the practice we may use the information to analyse trends, or to audit our performance. This enables us to monitor and improve the quality of care that we offer you. Wherever possible (i.e. if we do not need to know who an individual patient is) we will only analyse trends from anonymised information
If you have any queries about this please contact us and we will be happy to help”

A link to the Template Data Security and Protection Policy can be found here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/6.-TEMPLATE-Data-Security-and-Protection-Policy.docx





	The practice has a written procedure for the electronic transmission of patient data which is in line with national policy.
	(General Data Protection Regulations, Art 13 Freedom of Information Act 2000)
The Data Protection Act 2018 and Freedom of Information Act 2000 state that practices should have a data handling policy that is available to patients.

To achieve compliance
Suggested short form of wording for a notice on handling patient data:
“Information - we keep records of our information about you as a mixture of paper and/or computer records. Everyone in the practice is aware of the confidential nature of these records and will only use or release this information in accordance with the law. You will need to provide us with your consent if you wish us to pass your information to another optometrist. If you are an NHS patient, the NHS may ask to see the portion of your record that relates to NHS services provided. Such information will only be given to the NHS in strictest confidence. You are entitled to a copy of your records, although there may be an administrative charge. If you wish to see your records, please ask [NAME OF PERSON] and we will respond as quickly as possible and in any case are required to do so within 30 days. If you require independent advice, contact the Information Commissioners Office a http://www.ico.org.uk/”

Suggested longer form of wording for a notice of policy on handling patient data:
“We hold various pieces of information about you including your name and address, and clinical details such as the state of health of your eyes, your spectacle and/or contact lens prescription, and copies of any letters we have written about you or received from other professionals, such as your doctor. You are entitled to a copy of this information although there may be an administrative charge for providing it. If you wish to see your records, please ask [NAME OF PERSON] and we will respond as quickly as possible and in any case are required to do so within 30 days. If you require independent advice, contact the Information Commissioners Office at http://www.ico.org.uk/ We adhere to the guidelines of the College of Optometrists and the Data Protection Act and will not pass any of your personal information to a third party without your consent unless there is a clear public interest duty to do so. You will need to provide us with your consent if you wish us to pass your information to another optometrist
If you are an NHS patient, we are obliged to provide the portion of your record that relates to NHS services to authorised persons within the NHS (who are in turn subject to a duty of confidentiality) if they request this. This is usually to confirm that we have provided the NHS services that we have been paid for, and to improve quality of care. It is also possible that the NHS may contact you to ask if you have received services (such as a sight test or spectacles) as part of this monitoring
Within the practice we may use the information to analyse trends, or to audit our performance. This enables us to monitor and improve the quality of care that we offer you. Wherever possible (i.e. if we do not need to know who an individual patient is) we will only analyse trends from anonymised information
If you have any queries about this please contact us and we will be happy to help”

To achieve compliance
Practices should have a policy on how to handle data. This should be available for inspection.
(GDPR/Data Protection Act 2018)
Data Security and Protection Policy (sample here): https://www.optometrywales.org.uk/wp-content/uploads/2024/12/6.-TEMPLATE-Data-Security-and-Protection-Policy.docx



 

	The practice has in place systems of clinical governance which enable quality assurance of its services and promote quality improvement and enhanced patient safety.  Underpinning structures within the practice will assure embedding of clinical governance, reported through a nominated clinical governance lead.
	Clinical governance is an umbrella term for activities that help to maintain and improve standards of patient care, ensuring increased quality and consistency of services to patients.   Information can be found around the different elements of clinical governance https://www.college-optometrists.org/clinical-guidance/supplementary-guidance/clinical-governance-in-optometric-practice
To achieve compliance:
Completion of the NHS Wales Quality for Optometry Requirements is contractual. There are several mandatory elements: 
Contractors should check and confirm that:                                                                                                                     
1. All practice managers and employees involved in the provision of NHS WGOS will have completed the Optometry Improving Quality Together Foundations e-learning package as part of their mandatory WGOS training. This includes all new starters.
2. Complete the Quality improvement and governance self – assessment toolkit. 
3. The relevant staff members (as stipulated by NHS Wales) have completed the Service Insight/s that have been released.  

Contractors should confirm that they have a nominated clinical governance lead (which may be the Contractor) who ensures embedding of clinical governance. 

Keeping full, accurate and contemporaneous records is not only a requirement of WGOS and GOC standards but forms an essential part of good patient care and your legal defence.

The WGOS Clinical Manuals are found here WGOS Manuals - NHS Wales

To achieve compliance
NHS Wales will wish to satisfy itself that the Practice is keeping full, accurate and contemporaneous records. One way to provide evidence that this is being done is to show that the contractor is regularly auditing their performers' clinical records.
A sample proforma and guidance for auditing the list of items can be found here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/7.-GOS-Record-Audit-Guidance.pdf



The proforma is also available as a spreadsheet which you may find is an easier way of completing such audits:
For Excel 2007: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/8.-Record-Audit-for-2007.xlsx





For Excel 97-2003: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/9.-Record-Audit-for-97-2003.xls







(some browsers download this as a zip file. In this case simply change the file extension from .zip to .xlsx when you save the file)
This section requires evidence that an item is being recorded but is not about the clinical process itself. Similarly to Post Payment Verification, the question is whether something is recorded regarding a procedure, not how well and how thoroughly that procedure was carried out in the consulting room. Many contractors are not optometrists and so cannot be asked to make clinical judgements on the performance of their performers.
This is a basic list of items that can appear on records and is not intended to be an exhaustive list of items. Practitioners are reminded good records, rather than basic ones, are often vital to defence in cases of complaint.
The College of Optometrists provide advice on record keeping:
Patient records - College of Optometrists

http://guidance.college-optometrists.org/guidance-contents/knowledge-skills-and-performance-domain/the-routine-eye-examination/

Optometry Today has information on record keeping:
Staying out of trouble:
https://www.aop.org.uk/ot/professional-support/clinical-and-regulatory/2015/11/10/staying-out-of-trouble

The AOP sight test guide lists the procedures involved in a standard sight test:
https://www.aop.org.uk/advice-and-support/regulation/england/sight-test-guide-in-england

DOCET can be contacted for information on record keeping:
https://docet.info/

Ensure you meet your statutory obligations. Further information can be obtained from the AOP website:
https://www.aop.org.uk/advice-and-support/business/business-regulations

https://www.aop.org.uk/advice-and-support/legal/patient-confidentiality

or direct from the Information Commissioners office: http://www.ico.org.uk/

WGOS3 Audits:
Optometry Wales has developed WGOS3 practice record audit templates as below:

For Excel 2007:

    8b-WGOS-Record-Audit-for-2007.xlsx

For Excel 97-2003:


9b.-WGOS3-Record-Audit-for-2003.xlsx



	Registered with Information Commissioner for Data protection (patient data held on computer or another electronic device)? (100) (Data Protection Act 2018 )
	To achieve compliance 
http://www.ico.org.uk/
You should be registered as a data controller with the Information Commissioners Office (ICO) and have your registration certificate or a printout from the Information Commissioner's website available for inspection.

	Employment Checks and Indemnity
	

	The practice ensures that all healthcare professionals providing primary eye care services on behalf of the practice are currently registered with the relevant professional body on the appropriate part(s) of its Register(s) and that any practitioner is a member of a recognised medical defence organisation and registered on the appropriate health boards ophthalmic or supplementary list.
	To achieve compliance
Practices should check registration details of all professional staff, including locums, at the start of their engagement and at regular intervals (e.g. annually) by checking registration details in April on the GOC website or on the GMC website for OMPs.
Keep a printout of the webpage as evidence.
Check details on the GOC website:
http://www.optical.org/en/utilities/online-registers.cfm
Check details of OMPs on the GMC website:
http://www.gmc-uk.org/register/search/index.asp

To achieve compliance
Contractors can check the NHS Wales Performers' website to ensure Performers are on the list:
Ophthalmic and Supplementary Ophthalmic List Search - NHS Wales Shared Services Partnership
Contractors may wish to perform this check at the same time as checking registration. Contractors should be aware that NHS Wales might require a retest or reclaim monies paid for WGOS performed by an unlisted or unregistered practitioner.
It is advisable to print the confirmation of listing from the website and file it.

	All professionals working in the practice are covered by appropriate indemnity insurance.
	If the performer is not covered by the contractor's professional malpractice insurance, you should ask to see evidence of their own professional malpractice (indemnity) insurance and check this annually for employees or on engagement for locums.
It is a legal requirement for performers to be covered by malpractice insurance and they are required to show evidence of this when renewing their registration with the GOC in March each year.
Locums who specified a company insurance for GOC registration purposes may not be covered for work outside that company.

	The practice complies with current legislation on employment rights and discrimination.
	Information can be found here:
	Employment Act 2002

	Workplace rights and responsibilities | GOV.WALES

	Employment law advice for optometrists




	All staff have written terms and conditions of employment conforming to or exceeding the statutory minimum.
	Guidance can be obtained from your professional membership bodies e.g. FODO, AOP.


	All staff have employment checks and references?
	It is good practice to have a written procedure/system and use a proforma for obtaining or verifying a reference for any employee or locum.
This question requires a yes or no answer. If you are a small practice and/or rarely have changes of professional staff (or otherwise feel that this question doesn't apply to you) then ask yourself what you would do if the situation did arise at some point in the future; as a contractor you would then be under an obligation to check.
On the basis of that determination answer either Yes or No.
To achieve compliance
Use a proforma to verify references for any employees or locums.
A sample proforma is available here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/10.-Clinical-Reference-Proforma.doc




An additional resource, not necessary for compliance, but with a wealth of information for employers, can be found here:
Employing people - GOV.UK

	Current Employers liability cover? (Employers Liability [Compulsory Insurance] Act 1969) (100)
	(Employers Liability (Compulsory Insurance) Act 1969)
By law employers, including optical practices, must have Employers Liability Insurance to insure themselves against liability for injury or disease sustained by employees in the course of employment.
There is also a statutory requirement to display a valid certificate where it can be seen by employees.
To achieve compliance
You must hold insurance provided by an authorised insurance company and be insured for a minimum of £5 million per annum [in one occurrence or in aggregate]  
You are also required to display a copy of the certificate of insurance where your employees can easily read it. You may display the certificate electronically if you wish but you must ensure your employees know how and where to find it and have reasonable access to it.
Contractors should have their insurance certificate available for inspection by NHS Wales

	Current Public Liability cover? (90)
	Public liability insurance covers claims made by members of the public in respect of injury or loss sustained (other than through professional negligence) because of visits to the premises.
It would also cover claims arising from someone who was injured in the vicinity of your premises, for example, a roof tile falling on a passer-by.
To achieve compliance
Practices should ensure they have adequate insurance cover. Although not a statutory requirement (as with Employers Liability Insurance) it is important for a practice to have public liability insurance.
Unlike Employers Liability Insurance there is no specific requirement to display a certificate, but contractors may need to have it available for inspection by NHS Wales.

	Statutory and Mandatory Training Compliance
	

	Are all staff up to date with their statutory and mandatory training?
	To achieve compliance:                                                                                                                                                                                    All practice staff members (including new starters) prior to providing/supporting WGOS must have completed the HEIW Optometry Improving Quality Together Foundations e-learning package as part of their mandatory WGOS training. https://www.nhs.wales/sa/eye-care-wales/eye-care-docs/eng-wgos-newsletter/wgos-newsletter-4-pdf/ 



	How is this documented?
	Practice staff members can download and print off confirmation of e-learning completion through the HEIW website. Contractors can either store these certificates or can record the date of completion from the documents.

	Compliance and National Safety Alerts
	

	Do you have a process in place to ensure that all national safety alerts are actioned appropriately?
	NHS Wales Shared Services Partnership (NWSSP) maintain a Safety Alert Broadcast System (SABS). NHS Wales Shared Services Partnership should ensure that optical practices are included in the appropriate circulation of relevant patient safety notices, alerts and related communications and that they are aware of how to acknowledge them. Practices should ensure that practice NHS email addresses are accessed regularly as this will be the means of communication from NWSSP to practices from 1st January 2025. 
To achieve compliance
Contractors should ensure that any appropriate action has been taken in response to the SAB.
To complete the information loop correctly it is helpful if each recipient sends an acknowledgement that the alert has been received and any appropriate action has been taken; it is also helpful if this could be done by a named individual within the practice.
Contractors should ensure that staff opening mail, report these alerts to the contractor straight away. It would be helpful to have a documented process that involves the filing of MHRA and other safety alerts and details of action taken.
Further information available from the MHRA Website:
http://www.mhra.gov.uk/Publications/Safetywarnings/MedicalDeviceAlerts/index.htm


	Safeguarding
	

	Does the practice have a policy for consent to the treatment of children that conforms to the current Children’s Act or equivalent legislation?
	Example Safeguarding Policy: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/11.-Example-LOCSU-Safeguarding-Policy-2023.docx




Further information can be found here:

	Capacity to consent – children and young people - College of Optometrists
Children and young people with the capacity to consent - College of Optometrists

	Children and young people who lack the capacity to consent - College of Optometrists

	Disclosing information about children or young people without their consent - College of Optometrists

	Children and young people - College of Optometrists

	Disclosing information about children - College of Optometrists
For information on Gillick competency and data access in children see the College Guideline (C55-C60) http://guidance.college-optometrists.org/guidance-contents/communication-partnership-and-teamwork-domain/consent/children-and-young-people-with-the-capacity-to-consent/
and more generally on consent (C20-C60):
http://guidance.college-optometrists.org/guidance-contents/communication-partnership-and-teamwork-domain/consent/


	





	Individual healthcare professionals should be able to demonstrate that they comply with the national safeguarding guidance, and should provide at least one critical event analysis regarding concerns about vulnerable person's welfare if appropriate.
	Further information can be found here Safeguarding guidance | GOV.WALES 

Example Safeguarding Policy can be found here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/11.-Example-LOCSU-Safeguarding-Policy-2023.docx If using the Example Safeguarding Policy, Contractors should update the document in line with their local safeguarding agency contacts. If you are unsure of your local safeguarding agency contacts, you should contact your local health board for further information. 





	Have all staff providing clinical services to patients  received an Enhanced Disclosure and Barring Service (DBS) check?
	Disclosure and Barring Service (DBS) checks (enhanced level disclosure) are required by NHS Wales for 
(1) Optometrists when applying to join the Ophthalmic and 
(2) Dispensing Opticians when applying to provide WGOS2 and/or WGOS3.

DBS checks for non-clinical staff is considered good practice but is not a mandatory requirement.
There is no requirement under NHS Wales for non-clinical staff to have a DBS check and this is not currently funded by NHS Wales (unlike for clinical staff).



	Have all non-clinical staff received a Standard Disclosure and Barring Service (DBS) check?
	Disclosure and Barring Service (DBS) checks (enhanced level disclosure) are required by NHS Wales for 
(1) Optometrists when applying to join the Ophthalmic List and 
(2) Dispensing Opticians when applying to provide WGOS2 and/or WGOS3. 

Standard DBS checks would normally depend on provider's HR policy and role e.g. staff with significant financial responsibilities to check for convictions of fraud or embezzlement.  
DBS checks for non-clinical staff is considered good practice but is not a mandatory requirement.
There is no requirement under NHS Wales for non-clinical staff to have a DBS check and this is not currently funded by NHS Wales (unlike for clinical staff). Contractors should consider all staff deemed as appropriate (e.g. will be in patient facing roles that could see them in a room alone with the patient) to have a Standard DBS check completed. 


	Have all practice staff received an appropriate level* of Safeguarding Children and adults training? (*appropriate level)
	Guidance from the Optical Confederation can be found here: oc-safeguarding-guidance-august-2019-update.docx
	
ABDO, AOP and FODO (previously the Optical Confederation) guidance states:                                                                                                                                                                         Safeguarding Training for Optometrists and Opticians   
All optometrists, contact lens and dispensing opticians should complete safeguarding training 
to Level 2 of the Intercollegiate Safeguarding Guidance for Adults (2018) and children 
(2019). They should then receive refresher training equivalent to a minimum of 3-4 hours at 
least every three years.   
Practices should incorporate these requirements into CPD planning and annual appraisal 
systems.   
Safeguarding Training for Other Practice Staff   
All non-registered practice staff should complete safeguarding training to Level 1 of the 
Intercollegiate Safeguarding Guidance for Adults (2018) and children (2019).   
This can be achieved by all non-registered staff studying the ABDO, AOP and FODO (previously the Optical Confederation) guidance, discussing anything 
they do not understand or any concerns they have with their manager, senior professional or 
designated staff member (see page 2, section 2) and signing to acknowledge they have read 
and understood the contents and know what steps to take should a situation arise with 
regard to safeguarding or Prevent.  A template form for this is at Annex 6 oc-safeguarding-guidance-august-2019-update.docx
Practices should file and retain staff forms for reference purposes.  Refresher training should be undertaken 
every three years.   
Studying this guidance and discussing any points that are unclear with a manager is 
sufficient to meet level 1 requirements of the Intercollegiate Guidance for Adults (2018) and 
children (2019).   

Optometrists can access free online safeguarding training from the College of Optometrists Safeguarding training - College of Optometrists
Dispensing Opticians can access free online safeguarding training from ABDO (for ABDO members) or from HEIW.

	 






	Template Section: TIMELY
	

	Template Question
	Optometry Wales Guidance

	Access to Services
	For fixed premises also providing mobile WGOS, you may wish to duplicate the section for Core Hours and indicate your fixed premises WGOS Core Hours and your mobile services WGOS Core Hours. For mobile-only Practices, a submission is required for each Health Board where you provide WGOS. Practices submitting multiple submissions may find that some of the information provided is the same for each individual submission.
Opening Hours – these are the hours that you have notified to the local health board that your practice is open to the public (WGOS services may not be available throughout 100% of this time)

Core Hours – these are the hours that you have provided to the local health board to state when you routinely provide WGOS 1 and 2 services. Do not use this spreadsheet to notify changes to the LHB.




	Template Section: EFFECTIVE
	

	Template Question
	Optometry Wales Guidance

	Quality Improvement Skills Training - Foundations in Improvement
	

	Have all practice managers and employees involved in the provision of NHS GOS Wales completed the Improving Quality Together bronze level (IQT bronze) e-learning package? This must include anyone who works at least one day in the practice.
	To achieve compliance:                                                                                    
All practice staff members (including new starters) prior to providing/supporting WGOS must have completed the HEIW Optometry Improving Quality Together Foundations e-learning package as part of their mandatory WGOS training. More details can be found in the NWSSP newsletter https://www.nhs.wales/sa/eye-care-wales/eye-care-docs/eng-wgos-newsletter/wgos-newsletter-4-pdf/     Practice staff members can download/print off confirmation of e-learning completion through the HEIW website.                                                                    

	Has anyone in the practice completed a Silver/ improvement in practice QI project? If yes, please state the date of the project completion, the title of the project and the names of the staff members involved in it.
	This is not mandatory, but this positive offer is available to Practices https://heiw.nhs.wales/support/quality-improvement-skills-training-qist/ 
Further information can be obtained from HEIW on heiw.optometry@wales.nhs.uk


	Would your practice like to do a funded Silver/ improvement in practice QI project?
	This is not mandatory, but this positive offer is available to Practices https://heiw.nhs.wales/support/quality-improvement-skills-training-qist/ 
Further information can be obtained from HEIW on heiw.optometry@wales.nhs.uk


	Record Keeping
	

	What types of records are held in the Practice e.g. paper/electronic/both?
	Please indicate what type of patient records are held in the Practice

	Please confirm the name of the practice management system that is in use.
	Practice management systems = electronic record systems

	If a mix of paper and electronic records, please confirm what is kept electronically.
	For example, a Practice may use an electronic practice management system as a diary management system but use paper patient clinical records.

	How are the paper/electronic records stored within the practice?
	Patient record cards should be always stored safely and inaccessible to anyone other than practice staff.
Example Data Security and Protection Policy can be found here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/6.-TEMPLATE-Data-Security-and-Protection-Policy.docx



To achieve compliance
Records should not be shown, copied or given to other parties, unless this is clearly in the patient's interest, or they give explicit consent. However, the patient may request copies of their record cards. Practices may make a small administration charge to cover the cost of copying only.
Patient record cards and filing cabinets in public areas of the practice should be capable of being secured or should not be left unmonitored during opening hours. The alternative is to store records in a non-public area of the practice. Out of hours they should be kept in a locked environment, e.g locked practice premises.
Records that are stored electronically should be regularly backed up and it is sensible to keep a backup offsite. Online backup is increasingly popular, but you should ensure that the service you use encrypts the data securely (e.g. 128 bit SSL or better) before transmitting it from your PC.
The College has guidance on confidentiality http://guidance.college-optometrists.org/guidance-contents/communication-partnership-and-teamwork-domain/confidentiality/


	Are patient records securely stored. If electronic, are backups made regularly and kept separately and securely? (52)
	Patient record cards should be stored safely and inaccessible to anyone other than practice staff at all times.
Example Data Security and Protection Policy can be found here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/6.-TEMPLATE-Data-Security-and-Protection-Policy.docx



To achieve compliance
Records should not be shown, copied or given to other parties, unless this is clearly in the patient's interest, or they give explicit consent. However, the patient may request copies of their record cards. Practices may make a small administration charge to cover the cost of copying only.
Patient record cards and filing cabinets in public areas of the practice should be capable of being secured or should not be left unmonitored during opening hours. The alternative is to store records in a non-public area of the practice. Out of hours they should be kept in a locked environment, e.g locked practice premises.
Records that are stored electronically should be regularly backed up and it is sensible to keep a backup offsite. Online backup is increasingly popular, but you should ensure that the service you use encrypts the data securely (e.g. 128 bit SSL or better) before transmitting it from your PC.
The College has guidance on confidentiality http://guidance.college-optometrists.org/guidance-contents/communication-partnership-and-teamwork-domain/confidentiality/


	What processes does the practice have in place to provide an assurance that they are compliant with WGOS Regulations on the retention of records?
	GOS regulations require that records are retained for 7 years, however the professional bodies recommend a longer period.
Example Data Policy can be found here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/12.-Information-Governance-Data-Management-Policy-May-2018.docx



To achieve compliance
Advice on the length of time to retain records can be found at:
http://guidance.college-optometrists.org/guidance-contents/knowledge-skills-and-performance-domain/patient-records/  (A32)
 and https://www.aop.org.uk/advice-and-support/legal/common-legal-questions

Contractor is aware of professional recommendations to keep records for longer (i.e. adults and deceased patients for 10 years; children to 25th birthday)

	How does the practice securely dispose of confidential information?
	To achieve compliance
Advice on the length of time to retain records can be found at:
http://guidance.college-optometrists.org/guidance-contents/knowledge-skills-and-performance-domain/patient-records/ (A32) and https://www.aop.org.uk/advice-and-support/legal/common-legal-questions
When disposing of paper records they should be destroyed, e.g. by shredding. Practitioners are reminded that simply deleting files on a hard drive may not actually remove them. Redundant hard drives that may contain patient data should be securely erased or physically destroyed.


	Clinical Audit
	

	Please give the title of the last clinical audit undertaken along with the date of completion?
	Clinical governance is an umbrella term for activities that help to maintain and improve standards of patient care, ensuring increased quality and consistency of services to patients.   Information can be found around the different elements of clinical governance https://www.college-optometrists.org/clinical-guidance/supplementary-guidance/clinical-governance-in-optometric-practice
To achieve compliance:
Completion of the NHS Wales Quality for Optometry Requirements is contractual. There are several mandatory elements: 
Contractors should check and confirm that:                                                                                                                     
1. All practice managers and employees involved in the provision of NHS WGOS will have completed the Optometry Improving Quality Together Foundations e-learning package as part of their mandatory WGOS training. This includes all new starters.
2. Complete the Quality improvement and governance self – assessment toolkit. 
3. The relevant staff members (as stipulated by NHS Wales) have completed the Service Insight/s that have been released.  

Contractors should confirm that they have a nominated clinical governance lead (which may be the Contractor) who ensures embedding of clinical governance. 

Keeping full, accurate and contemporaneous records is not only a requirement of WGOS and GOC standards but forms an essential part of good patient care and your legal defence.

The WGOS Clinical Manuals are found here WGOS Manuals - NHS Wales

To achieve compliance
NHS Wales will wish to satisfy itself that the Practice is keeping full, accurate and contemporaneous records. One way to provide evidence that this is being done is to show that the contractor is regularly auditing their performers' clinical records.
A sample proforma and guidance for auditing the list of items can be found here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/7.-GOS-Record-Audit-Guidance.pdf



The proforma is also available as a spreadsheet which you may find is an easier way of completing such audits:
For Excel 2007: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/8.-Record-Audit-for-2007.xlsx





For Excel 97-2003: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/9.-Record-Audit-for-97-2003.xls





(some browsers download this as a zip file. In this case simply change the file extension from .zip to .xlsx when you save the file)
This section requires evidence that an item is being recorded but is not about the clinical process itself. Similarly to Post Payment Verification, the question is whether something is recorded regarding a procedure, not how well and how thoroughly that procedure was carried out in the consulting room. Many contractors are not optometrists and so cannot be asked to make clinical judgements on the performance of their performers.
This is a basic list of items that can appear on records and is not intended to be an exhaustive list of items. Practitioners are reminded good records, rather than basic ones, are often vital to defence in cases of complaint.
The College of Optometrists provide advice on record keeping:

Patient records - College of Optometrists

http://guidance.college-optometrists.org/guidance-contents/knowledge-skills-and-performance-domain/the-routine-eye-examination/

Optometry Today has information on record keeping:
Staying out of trouble:
https://www.aop.org.uk/ot/professional-support/clinical-and-regulatory/2015/11/10/staying-out-of-trouble

The AOP sight test guide lists the procedures involved in a standard sight test:
https://www.aop.org.uk/advice-and-support/regulation/england/sight-test-guide-in-england

DOCET can be contacted for information on record keeping:
https://docet.info/

Ensure you meet your statutory obligations. Further information can be obtained from the AOP website:
https://www.aop.org.uk/advice-and-support/business/business-regulations

https://www.aop.org.uk/advice-and-support/legal/patient-confidentiality

or direct from the Information Commissioners office: http://www.ico.org.uk/




	Template Section: EFFICIENT
	

	Template Question
	Optometry Wales Guidance

	Referral & Notifications
	

	Please describe the process that you have in place for inter practice referrals for all WGOS pathways?
	When referring a patient through the appropriate care pathway an optometrist must adhere to the GOC rules relating to injury or disease of the eye. It is the duty of all optometrists to ensure that they understand and comply with the GOC rules.
To achieve compliance
Contractors should ensure that their performers and support staff are aware of the process for inter practice referrals (referrals from one practice to another) for all WGOS pathways which includes emergency routes for referral and local referral protocols in their health board areas. Contractors should describe how all staff (including locums) are made aware of how to make inter-practice referrals and state what are the processes for WGOS3, WGOS4 and WGOS5 inter-practice referrals when required. Whilst it may be that practices usually make intra-practice referrals (referrals within the same practice) to in-house WGOS3,4 and 5 services, practices should still state what is their contingency processes if staff members are absent and an inter practice referral is required. The national protocols for inter practice referrals for all WGOS pathways can be found in the WGOS clinical manuals here https://www.nhs.wales/sa/eye-care-wales/wgos/eye-health-professional/wgos-manuals/
Practices should contact their local health board if they require further clarification around local referral guidelines.
Unless there are locally agreed health board variations, for urgent inter-practice referrals, a phone call would be made to the receiving practice in order to confirm they can accept the referral. A referral would then be sent electronically using secure NHS email (as all practices have now been offered a practice NHS email address)
Ensure that all practitioners working in the practice understand the regulatory requirements and their obligations in relation to the referral of patients. This could be evidenced by the contractor producing information on local referral protocols received from NHS Wales. Optometry Wales also host local referral protocols for all Health Boards on the members-only section of their website. Register here to access https://www.optometrywales.org.uk/new-members-register/

The College of Optometrists guidelines on emergency patient care should be used to inform the decision making process:
http://guidance.college-optometrists.org/guidance-contents/knowledge-skills-and-performance-domain/examining-patients-who-present-as-an-emergency/ 
The College also has guidance on the urgency of referrals:
Annex 4 Urgency of referrals table - College of Optometrists
The urgency of a referral must be indicated when the referral is made to a triage or referral centre.
There is specific guidance on dealing with flashes and floaters: http://guidance.college-optometrists.org/guidance-contents/knowledge-skills-and-performance-domain/examining-patients-who-present-with-flashes-and-floaters/
 and on measuring intra-ocular pressure in relation to NICE guidance on glaucoma: http://www.college-optometrists.org/en/utilities/document-summary.cfm/docid/B7251E0C-2436-455A-B15F1E43B6594206
There should be information at every practice to ensure that locums and other staff are aware of local contact details and procedures for referral of patients with ocular conditions requiring emergency care. This should be in a fixed and accessible location.


	If under WGOS4 you refer to other Optometric practices, please describe the process that you use?
	When referring a patient through the appropriate care pathway an optometrist must adhere to the GOC rules relating to injury or disease of the eye. It is the duty of all optometrists to ensure that they understand and comply with the GOC rules.
To achieve compliance
Contractors should ensure that their performers and support staff are aware of the local WGOS4 referral protocols in their health board areas. Where WGOS4 pathways are not yet live in the health board, Contractors may wish to state how they would relay the practice process to their performers and support staff once in receipt of the local WGOS4 pathway referral information from the local health board. Contractors should describe how all staff (including locums) are made aware of how to make WGOS4 inter-practice referrals and state what are the processes WGOS4 inter-practice referrals when required. Whilst it may be that practices usually make intra-practice referrals to in-house WGOS4 services, Practices should still state what is their contingency processes if staff members are absent and an inter practice referral is required. The national protocols for inter practice referrals for all WGOS pathways can be found in the WGOS clinical manuals here https://www.nhs.wales/sa/eye-care-wales/wgos/eye-health-professional/wgos-manuals/
Practices should contact their local health board if they require further clarification around local referral guidelines.
Unless there are locally agreed health board variations, for urgent inter-practice referrals, a phone call would be made to the receiving practice in order to confirm they can accept the referral. A referral would then be sent electronically using secure NHS email (as all practices have now been offered a practice NHS email address)


Ensure that all optometrists working in the practice understand the regulatory requirements and their obligations in relation to the referral of WGOS4 patients. This could be evidenced by the contractor producing information on local referral protocols received from NHS Wales. Optometry Wales also host local referral protocols for all Health Boards on the members-only section of their website. Register here to access https://www.optometrywales.org.uk/new-members-register/
The College of Optometrists guidelines on emergency patient care should be used to inform the decision making process:
http://guidance.college-optometrists.org/guidance-contents/knowledge-skills-and-performance-domain/examining-patients-who-present-as-an-emergency/

The College also has guidance on the urgency of referrals:
Annex 4 Urgency of referrals table - College of Optometrists The urgency of a referral must be indicated when the referral is made to a triage or referral centre.
There is specific guidance on dealing with flashes and floaters: http://guidance.college-optometrists.org/guidance-contents/knowledge-skills-and-performance-domain/examining-patients-who-present-with-flashes-and-floaters/
and on measuring intra-ocular pressure in relation to NICE guidance on glaucoma: http://www.college-optometrists.org/en/utilities/document-summary.cfm/docid/B7251E0C-2436-455A-B15F1E43B6594206
There should be information at every practice to ensure that locums and other staff are aware of local contact details and procedures for referral of patients with ocular conditions requiring emergency care. This should be in a fixed and accessible location.


	Post Payment Verification
	

	Please confirm the date of your last PPV visit?
	If you are unsure of the last date, you can email the NHS Wales Shared Services Partnership team to request this information at nwssp-primarycareservices@wales.nhs.uk



	Template Section: EQUITABLE
	

	Template Question
	Optometry Wales Guidance

	Welsh Language Duties

	You will see that Optometry Wales have inserted breaks between the following questions for clarity. You will see a statement in red text which sets out the mandatory requirement followed by the question. There are notes beside each question to provide guidance. The link to the Welsh language in primary care standards and duties is here: Welsh language in primary care | GOV.WALES
Since 30th May 2019, 6 Welsh language duties have been placed on independent primary care contractors.
For any services provided under the contract providers must:
· notify the local health board if they provide services through the medium of Welsh
· provide Welsh language versions of all documents or forms provided to it by the local health board 
· ensure that any new sign or notice provided is bilingual. Contractors can use local health boards translation services for this purpose.
· encourage staff to wear a badge or lanyard to show that they are able to speak or learning Welsh, if they provide services in Welsh
· establish and record the language preference of a patient 
· encourage and assist staff to utilise information and/or attend training courses or events provided by the local health board

	
	

	If you provide services, or part of a service, through the medium of Welsh, you must notify the Health Board that you do so. You only need to answer this question if you provide services/part of a service through the medium of Welsh.
	

	If you provide services, or part of a service, through the medium of Welsh, have you notified the Health Board that you do so?
	Contractors may wish to answer N/A if the Practice does not provide services, or part of a service, through the medium of Welsh.

	
	

	You must make available to patients and members of the public a Welsh language version of any document or form provided by the Health Board.
	

	Do you make available to patients and members of the public a Welsh language version of any document or form provided by the Health Board?
	Contractors can use local health board translation services for this purpose.

	
	

	Where you display a new sign or notice, including temporary signs or notices, in connection with services or any part of a service provided under the contract, you must ensure that any new sign or notice provided is bilingual (you may use the translation service offered by the Health Board for this purpose).
	

	Do you display bilingual versions of new signs or notices?
	Contractors can use local health board translation services for this purpose.

	
	

	Where you provide services, or any part of a service, under the contract through the medium of Welsh, you must encourage your staff to wear a badge to convey that they are able to speak Welsh.
	

	Do you encourage your staff to wear a badge (or lanyard) to show that they are able to speak, or are learning, Welsh?
	Contractors may wish to answer N/A if the Practice does not provide services, or part of a service, through the medium of Welsh.

	
	

	You must encourage and assist your staff to utilise information and/or attend training courses or events provided by the Health Board, so that they can develop: (a) an awareness of the Welsh language (including awareness of its history and its role in Welsh culture); and (b) an understanding of how the Welsh language can be used when delivering services, or any part of a service, under the contract.
	Contractors can contact their local health board translation services for further information.

	
	

	When delivering services, or any part of a service, under the contract, you must encourage those delivering primary ophthalmic services to establish and record the Welsh or English language preference expressed by or on behalf of a patient .
	

	Do you establish and record the language preference of a patient?
	Since 30th May 2019, six Welsh language duties have been placed on independent primary care contractors.
For any services provided under the contract, providers must:
· notify the local health board if they provide services through the medium of Welsh
· provide Welsh language versions of all documents or forms provided to it by the local health board 
· ensure that any new sign or notice provided is bilingual. Contractors can use local health boards translation services for this purpose.
· encourage staff to wear a badge or lanyard to show that they are able to speak or learning Welsh, if they provide services in Welsh
· establish and record the language preference of a patient 
· encourage and assist staff to utilise information and/or attend training courses or events provided by the local health board
To achieve compliance
Practices must establish and record the language preference of a patient. 



	Template Section: PERSON CENTRED 
	

	Template Question
	Optometry Wales Guidance

	Practice Posters and Leaflets
	

	Does the practice prominently display a notice and leaflets which is available to all patients.
	A notice showing eligibility for WGOS sight tests and vouchers should be displayed. An example is available here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/13.-Eye-care-services.docx




Useful resources for signposting patients are available here Other Useful Learning Resources - NHS Wales
Patient information leaflets can be ordered from sources including the College of Optometrists Patient leaflets and resources - College of Optometrists and the Royal College of Ophthalmologists Patient Information Booklets | The Royal College of Ophthalmologists
To achieve compliance
Ensure that relevant information is displayed/provided as required. 

	Do you supply your practice leaflet in other formats for use by patients with Sensory Loss?
	In the UK there is a legal requirement for NHS and social care organisations to ensure that information is accessible, and communications needs are met for patients with Sensory Loss. 
https://www.aop.org.uk/ot/home/advice-and-support/regulation/england/accessible-information-standard


	If yes, is this on request or do you keep a supply in the Practice for immediate distribution?
	

	Complaints & Incidents
	

	The practice has an agreed procedure in line with “Putting Things Right" ‘guidance for handling patients’ complaints which complies with the NHS complaints procedure and is advertised to the patients. https://nwssp.nhs.wales/a-wp/pcir/
	The practice must have a formal written NHS-compliant complaints procedure. This is a requirement of NHS Wales. Complaints in this context are those related to the WGOS sight test and the issuing of prescriptions and vouchers, not those related to private services or spectacle dispensing.
It is a contractual requirement for contractors to report the number of complaints received, normally on an annual basis. Regional Optical Committees may reach an agreement with local health baords that they write annually to contractors to request the information.
To achieve compliance
Practices should have a formal procedure/policy for dealing with complaints. The WGOS contract requires that this policy be in writing, that a complaints manager should be appointed and named (even if you are an independent practitioner working alone) and that the number of complaints received should be reported to NHS Wales. Details of the procedure must be made available to patients including the name of the complaints manager. 
The optical representative bodies have issued joint advice detailing the requirements of NHS complaints handling which includes model documentation for adaptation and use in the practice which has been adapted for Wales and can be found here: https://www.optometrywales.org.uk/wp-content/uploads/2024/12/14.-Template-Complaints-Policy.docx




The NHS complaints regulations are : National Health Service (Concerns, Complaints and Redress Arrangements) (Wales) Regulations 2011 The National Health Service (Concerns, Complaints and Redress Arrangements) (Wales) Regulations 2011 and the NHS Duty of Candour regulations The NHS Duty of Candour | GOV.WALES
https://www.qualityinoptometry.co.uk/policy/?policy=73


	Are you compliant with the Duty of Candour Act 2022?
	In accordance with The Health and Social Care (Quality and Engagement) [Wales] Act 2020, providers of WGOS have a Duty of Candour to follow a process when a service user suffers or may suffer an adverse outcome which has or could result in unexpected or unintended harm that is moderate and above and the provision of healthcare was or may have been a factor. Contractors are required to notify the Health Board when the Duty of Candour has been triggered for an incident involving an NHS patient.                                                                                                                  To achieve compliance:        
Contractors can log incidents on the Datix portal https://nwssp.nhs.wales/a-wp/pcir/
This allows a report to be generated by NWSSP for the Contractor to meet the Service Agreement.  Otherwise, a Contractor must provide a separate annual candour report to the Health Board with whom they have a Service Agreement with.                                                                                                                    
More information can be found on the Optometry Wales website https://www.optometrywales.org.uk/?s=duty+of+candour&id=331
 and within the WGOS1&2 clinical manual: https://www.nhs.wales/sa/eye-care-wales/eye-care-docs/wgos-manuals-changes-summary/wgos-1-2-clinical-manual/

	How many times has Duty of Candour been triggered in the previous 12 months?
	To achieve compliance                                                                                        
Contractors should state how many Duty of Candour incidents have been reported to the Health Board. This may be zero if no Duty of Candour incidents have occurred. 
In accordance with The Health and Social Care (Quality and Engagement) [Wales] Act 2020, providers of WGOS have a Duty of Candour to follow a process when a service user suffers or may suffer an adverse outcome which has or could result in unexpected or unintended harm that is moderate and above and the provision of healthcare was or may have been a factor. Contractors are required to notify the Health Board when the Duty of Candour has been triggered for an incident involving                                                                                      To achieve compliance:              
Contractors can log incidents on the Datix portal https://nwssp.nhs.wales/a-wp/pcir/
This allows a report to be generated by NWSSP for the Contractor to meet the Service Agreement.  Otherwise, a Contractor must provide a separate annual candour report to the Health Board with whom they have a Service Agreement with. 
More information can be found on the Optometry Wales website
 https://www.optometrywales.org.uk/?s=duty+of+candour&id=331
 and within the WGOS1&2 clinical manual: https://www.nhs.wales/sa/eye-care-wales/eye-care-docs/wgos-manuals-changes-summary/wgos-1-2-clinical-manual/
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9b. WGOS3 Record Audit for 2003.xlsx
WGOS3 audit

		Initials of practitioner audited :       Date of audit:               Auditor: 

		Record ID

		Audit Item List: Expected to be completed on record

				Audit entry, Use 1 for present, 0 for absent, N for not applicable

		Patient is identifiable

		Ethnicity

		Ocular history

		Registration status

		General Health

		Accessing the Service - How did they get there?

		Accessing the Service - Who referred them?

		Accessing the Service - How long did they wait?

		Social Situation - Living arrangements

		Social Situation - Occupation

		Reported difficulties

		Support and services received to date

		Risk identified

		Help most needed with

		Current visual status

		Best Binocular Vision/VA Distance

		Best Binocular Vision/VA Near

		Current LVAs

		Contrast Sensitivity

		Other relevant investigations

		LVAs tried today

		LVAs advised and ordered

		Advice/Information

		Spectacles/tints

		Report/Referral to other agencies

		Next appointment details

		Record is legible

		Total score: 		0		0		0		0		0		0		0		0		0		0





Introduction

		Auditing Performer Records

		There is a contractual requirement for the maintenance of full, accurate and contemporaneous records and it is the responsibility of the contractor to ensure that this happens.  This means that the contractor must take steps to ensure that his or her performers are maintaining appropriate records.  A simple and effective way of achieving this is by auditing samples of records for each performer.  This requires a check that performers are entering data relating to particular items or procedures, but it should be noted that this is not a check on the quality of the clinical performance of those procedures.



		For further instructions and guidance you should refer to the accompanying Word document.
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10. Clinical Reference Proforma.doc
PRIVATE AND CONFIDENTIAL


PRACTICE NAME

Clinical Reference Request for an OMP or Optometrist


		Name:      



		

		Reg.No 





		To work as:  




		Ophthalmic Medical Pract. (

		Optometrist                       (  



		

		

		

		

		



		How long have you known the applicant?




		



		In what capacity?




		



		Please supply the dates you worked with applicant




		



		Do you have any concerns about any of the following:



		If any answers are yes, please provide details under comments



		

		Professional abilities?

		Yes / No



		

		Record Keeping?

		Yes / No



		Interpersonal skills in dealing with:



		Staff?

		Yes / No



		

		Colleagues?

		Yes / No



		

		Patients generally?

		Yes / No



		

		Children or vulnerable adults?

		Yes / No



		COMMENTS (Please continue overleaf if required)



		Signed: …………………………………………………………
Date: ……………….......

Print name: ……………………………………………………………………………………….

Profession:  …………………………………   
Reg No: (if applicable) …………………

Contact Details: …………………………………………………………………………………...


…………………………………………………………………………………………………………
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11. Example LOCSU Safeguarding Policy 2023.docx
		Safeguarding:	
Richard Knight:
Approved by LOCSU:
11 May 2020:	

	







LOCSU: 

Safeguarding, Mental Capacity Act and Deprivation of Liberties Policy


Policy overview
Safeguarding children and vulnerable adults is an overriding professional duty for all health and social care practitioners and providers. The Company is committed to safeguarding children and vulnerable adults. This policy demonstrates the measures that we take to ensure that our patients are safeguarded during their time with us. The Company also supports the safeguarding agenda in the context of tackling health inequalities. 



The Company will comply with local safeguarding, mental capacity and deprivation of liberty policies including any updates required in line with multi-agency policies and the Commissioner’s requirements.  


All local safeguarding concerns must be reported to the relevant local safeguarding children and adult board and to the company safeguarding lead.



Local contact details can be found on the link below or by downloading the app

http://www.myguideapps.com/nhs_safeguarding/default/

https://play.google.com/store/apps/details?id=com.antbits.nhsSafeguardingGuide&hl=en_GB 

https://itunes.apple.com/gb/app/nhs-safeguarding-guide/id1112091419?mt=8


Legislation
The Company is aware of the safeguarding provisions contained within the Care Act 2014 and Children and Social Work Act 2017. We support the intention to:

· Improve decision making and support for looked after and previously looked after children.

· Improve joint work at the local level to safeguard children and enable better learning at the local and national levels to improve practice in child protection.

· Promote the safeguarding of children by providing for relationships and sex education in schools.

· Enable the establishment of a new regulatory regime specifically for the social work profession in England.



The Company supports Regulation 13: Safeguarding service users from abuse and improper treatment as one of the fundamental standards of the Health and Social Care Act 2008 (Regulated Activities) Regulations 2014, as amended by the Health and Social Care Act 2008 (Regulated Activities) (Amendment) Regulations 2015. The Company is also aware of the local authority’s duty to investigate child welfare safeguarding set out in Section 11 Children Act 2004. We comply with the Mental Capacity Act 2005. We comply with the Modern Slavery Act 2015 and associated guidance Modern Slavery: statutory guidance for England and Wales (under s49 of the Modern Slavery Act 2015) and non-statutory guidance for Scotland and Northern Ireland (accessible) - GOV.UK (www.gov.uk). The Company complies with the Domestic Abuse Act 2021 and associated guidance: Domestic Abuse: statutory guidance (accessible version) - GOV.UK (www.gov.uk).


Safeguarding governance
The Company’s safeguarding lead is [insert name]. The Commissioner will be kept informed at all times of the identity of the safeguarding lead. 



The Company will participate in the development of any local multi-agency safeguarding quality indicators and/or plan if requested by the coordinating commissioner. At the reasonable written request of the commissioner the Company will provide evidence to the commissioner no later than ten days from request confirming that it is addressing any concerns raised by relevant multi-agency reporting systems. 

Practitioners will have DBS checks carried out prior to service delivery according to the commissioner’s requirements. If a practitioner has a conviction highlighted by the DBS check the Company requires them to evidence that they have shared this with the GOC and NHS England. 


Mental capacity and deprivation of liberty
The safeguarding lead will also act as the mental capacity and deprivation of liberty lead. 

The Company recognises the principles of the Mental Capacity Act 2005 to be:

· Presumed capacity unless proven otherwise.

· Empowering decision making to the maximum extent utilising all practical steps before an individual is treated as lacking capacity.

· Recognising that unwise decisions do not in themselves indicate lack of capacity.

· Acting in the best interests of an individual lacking capacity.

· The objective of less restrictive options relating to acts or decisions when a person lacks capacity.



The Company supports the Deprivation of Liberty Safeguards. We will ensure individual patients’ freedom are not inappropriately restricted while protecting their rights and allowing them to make decisions where possible, putting the patient first when decisions are taken for them.



The Company will comply with local multi-agency policies relating to mental capacity and deprivation of liberty. We will meet training programme requirements and annual audit requirements as appropriate.


The Company will provide assurances to the commissioner raised through the relevant multi-agency reporting systems if requested as well as taking part in development of any local multi-agency safeguarding quality indicators and/or plan if requested. 



Prevent

The safeguarding lead will act as the Prevent lead. The Company will meet Prevent requirements as appropriate for the contract and service type. To the extent applicable, and as agreed by the commissioner in consultation with the regional Prevent coordinator, the Company will: 

· Include in its policies and procedures, and comply with, the principles contained in the Government Prevent Strategy and the Prevent Guidance and Toolkit. 

· Include in relevant policies and procedures a programme to raise awareness of the Government Prevent Strategy among Staff and volunteers in line with the NHS England Prevent Training and Competencies Framework. 

· Include in relevant policies and procedures a WRAP delivery plan that is sufficient resourced with WRAP facilitators. 



Child sexual abuse and exploitation 

The Company’s safeguarding lead will act as the child sexual abuse and exploitation lead. The Company will monitor signs of child sexual exploitation including looked after children and will act within local plans in the event of identifying children at risk.

The Company recognises that while any child can be a victim of sexual exploitation those at risk are likely to exhibit behavioural signs such as sexualised behaviour, self-harm, change in eating habits, mental health problems and disruptive behaviour.  


Domestic abuse – adults and children 

The Company is aware that domestic abuse can occur in a variety of environments and will ensure that our practitioners monitor for signs of this. We recognise that domestic abuse is any type of controlling, bullying, threatening or violent behaviour between people in a relationship. Examples of domestic abuse are:

· sexual abuse and rape (including within a relationship)

· punching, kicking, cutting, hitting with an object

· withholding money or preventing someone from earning money

· taking control over aspects of someone's everyday life, which can include where they go and what they wear

· not letting someone leave the house

· reading emails, text messages or letters

· threatening to kill or harm them, a partner, another family member or pet.



Coercive behaviour

The Company recognises coercive behaviour to be an act or a pattern of acts of assault, threats, humiliation and intimidation or other abuse that is used to harm, punish, or frighten their victim. This includes:

· Forced Marriage - A forced marriage is where one or both people do not (or in cases of people with learning disabilities, cannot) consent to the marriage and pressure or abuse is used.

· Female Genital Mutilation - FGM is considered as child abuse and is illegal under UK law. It is now a legal duty for healthcare professionals to report any cases they may suspect or be made aware of.  



Other safeguarding concerns

· ‘Honour’ based Violence is a form of domestic abuse which is perpetrated in the name of so called 'honour'. The honour code which it refers to is set at the discretion of male relatives and women who do not abide by the 'rules' are then punished for bringing shame on the family. The pressure put on people to marry against their will can be physical (including threats, actual physical violence and sexual violence) or emotional and psychological (for example, when someone is made to feel like they’re bringing shame on their family). Financial abuse (taking your wages or not giving you any money) can also be a factor.

· Human/child trafficking - human trafficking involves recruitment, harbouring or transporting people into a situation of exploitation through the use of violence, deception or coercion and forced to work against their will. We recognise trafficking to be a process of enslaving people, coercing them into a situation with no way out, and exploiting them. People can be trafficked for many different forms of exploitation such as forced prostitution, forced labour, forced begging, forced criminality, domestic servitude, forced marriage, and forced organ removal.


We will monitor signs of these and work with local safeguarding agencies as necessary.



Fabricated or induced illness

The Company recognises fabricated or induced illness to be a condition whereby a child has suffered, or is likely to suffer, significant harm through the deliberate action of their parent and which is attributed by the parent to another cause. There are three main ways of the parent fabricating or inducing illness in a child:

· Fabrication of signs and symptoms, including fabrication of past medical history.

· Fabrication of signs and symptoms and falsification of hospital charts, records, letters and documents and specimens of bodily fluid.

· Induction of illness by a variety of means.

· The above three methods are not mutually exclusive. Existing diagnosed illness in a child does not exclude the possibility of induced illnesses. The very presence of an illness can act as a stimulus to the abnormal behaviour and also provide the parent with opportunities for inducing symptoms.



Working with sexually active young people under 18

Most young people under the age of 18 will have a healthy interest in sex and sexual relationships. The primary concern of anyone working with sexually active young people under the age of 18 years must be to safeguard and promote the welfare of the child. Where staff working with young people identify those relationships may be abusive, the young people may need the provision of protection and additional services.



VIP, celebrity, media and other visitor policy

All visits by media, VIPs or celebrities are to be handled and managed by the management team of the practice because of the high profile they can attract. Any requests for visits must be referred to and approved by the management team. The policy requires that one-off or very short-term approved official visitors are always accompanied throughout their visit as there is a possibility of contact with vulnerable patients/visitors. Consent for the visit, especially if media are involved, must be received in writing from any patients who may be involved in the visit. VIPs, celebrities or media are not to be granted access to patient records; staff must comply with all policies throughout the visit. Any areas that may be visited must be cleared of any paperwork and an IG review carried out around the area to be visited to ensure there is no patient or staff data visible.


Practice requirements

We will:

· Maintain their own Safeguarding Policies in accordance with the Optical Confederation’s Guidance on Safeguarding and the Prevent Strategy: Protecting Children and Vulnerable Adults and local policies and guidance: https://www.aop.org.uk/-/media/files/policy/safeguarding/ocsafeguardingguidanceaugust-2019-update.pdf?la=en 

· Ensure that all practice staff are familiar with the guidance above and know what to do if they suspect and observe signs or symptoms of suspected abuse or neglect, so that they are compliant with Intercollegiate Guidance for Safeguarding Children.

· Ensure each accredited practitioner has completed the DOCET Level 2 accredited ‘Safeguarding Children and Safeguarding Vulnerable Adults’ training modules (funded by the Department of Health via the College of Optometrist) and submit evidence to the Company. The DOCET Level 2 accredited safeguarding modules also cover the Mental Capacity Act 

· Appoint a safeguarding, mental capacity and deprivation of liberty and prevent lead. 

· Comply with local safeguarding, mental capacity and deprivation of liberty policies including any updates required in line with multi-agency policies and the commissioner’s safeguarding requirements.  

· Ensure all optometrists are aware of and adhere to the relevant College of Optometrist guidelines.

· Ensure that all staff are aware of the local safeguarding contacts and the need to inform the company.

· Be familiar with the NHS Safeguarding app: http://www.myguideapps.com/nhs_safeguarding/default/ 
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LOCSU: 

Safeguarding, Mental Capacity Act and Deprivation of Liberties Policy


Policy overview
Safeguarding children and vulnerable adults is an overriding professional duty for all health and social care practitioners and providers. The Company is committed to safeguarding children and vulnerable adults. This policy demonstrates the measures that we take to ensure that our patients are safeguarded during their time with us. The Company also supports the safeguarding agenda in the context of tackling health inequalities. 



The Company will comply with local safeguarding, mental capacity and deprivation of liberty policies including any updates required in line with multi-agency policies and the Commissioner’s requirements.  


All local safeguarding concerns must be reported to the relevant local safeguarding children and adult board and to the company safeguarding lead.



Local contact details can be found on the link below or by downloading the app

http://www.myguideapps.com/nhs_safeguarding/default/

https://play.google.com/store/apps/details?id=com.antbits.nhsSafeguardingGuide&hl=en_GB 

https://itunes.apple.com/gb/app/nhs-safeguarding-guide/id1112091419?mt=8


Legislation
The Company is aware of the safeguarding provisions contained within the Care Act 2014 and Children and Social Work Act 2017. We support the intention to:

· Improve decision making and support for looked after and previously looked after children.

· Improve joint work at the local level to safeguard children and enable better learning at the local and national levels to improve practice in child protection.

· Promote the safeguarding of children by providing for relationships and sex education in schools.

· Enable the establishment of a new regulatory regime specifically for the social work profession in England.



The Company supports Regulation 13: Safeguarding service users from abuse and improper treatment as one of the fundamental standards of the Health and Social Care Act 2008 (Regulated Activities) Regulations 2014, as amended by the Health and Social Care Act 2008 (Regulated Activities) (Amendment) Regulations 2015. The Company is also aware of the local authority’s duty to investigate child welfare safeguarding set out in Section 11 Children Act 2004. We comply with the Mental Capacity Act 2005. We comply with the Modern Slavery Act 2015 and associated guidance Modern Slavery: statutory guidance for England and Wales (under s49 of the Modern Slavery Act 2015) and non-statutory guidance for Scotland and Northern Ireland (accessible) - GOV.UK (www.gov.uk). The Company complies with the Domestic Abuse Act 2021 and associated guidance: Domestic Abuse: statutory guidance (accessible version) - GOV.UK (www.gov.uk).


Safeguarding governance
The Company’s safeguarding lead is [insert name]. The Commissioner will be kept informed at all times of the identity of the safeguarding lead. 



The Company will participate in the development of any local multi-agency safeguarding quality indicators and/or plan if requested by the coordinating commissioner. At the reasonable written request of the commissioner the Company will provide evidence to the commissioner no later than ten days from request confirming that it is addressing any concerns raised by relevant multi-agency reporting systems. 

Practitioners will have DBS checks carried out prior to service delivery according to the commissioner’s requirements. If a practitioner has a conviction highlighted by the DBS check the Company requires them to evidence that they have shared this with the GOC and NHS England. 


Mental capacity and deprivation of liberty
The safeguarding lead will also act as the mental capacity and deprivation of liberty lead. 

The Company recognises the principles of the Mental Capacity Act 2005 to be:

· Presumed capacity unless proven otherwise.

· Empowering decision making to the maximum extent utilising all practical steps before an individual is treated as lacking capacity.

· Recognising that unwise decisions do not in themselves indicate lack of capacity.

· Acting in the best interests of an individual lacking capacity.

· The objective of less restrictive options relating to acts or decisions when a person lacks capacity.



The Company supports the Deprivation of Liberty Safeguards. We will ensure individual patients’ freedom are not inappropriately restricted while protecting their rights and allowing them to make decisions where possible, putting the patient first when decisions are taken for them.



The Company will comply with local multi-agency policies relating to mental capacity and deprivation of liberty. We will meet training programme requirements and annual audit requirements as appropriate.


The Company will provide assurances to the commissioner raised through the relevant multi-agency reporting systems if requested as well as taking part in development of any local multi-agency safeguarding quality indicators and/or plan if requested. 



Prevent

The safeguarding lead will act as the Prevent lead. The Company will meet Prevent requirements as appropriate for the contract and service type. To the extent applicable, and as agreed by the commissioner in consultation with the regional Prevent coordinator, the Company will: 

· Include in its policies and procedures, and comply with, the principles contained in the Government Prevent Strategy and the Prevent Guidance and Toolkit. 

· Include in relevant policies and procedures a programme to raise awareness of the Government Prevent Strategy among Staff and volunteers in line with the NHS England Prevent Training and Competencies Framework. 

· Include in relevant policies and procedures a WRAP delivery plan that is sufficient resourced with WRAP facilitators. 



Child sexual abuse and exploitation 

The Company’s safeguarding lead will act as the child sexual abuse and exploitation lead. The Company will monitor signs of child sexual exploitation including looked after children and will act within local plans in the event of identifying children at risk.

The Company recognises that while any child can be a victim of sexual exploitation those at risk are likely to exhibit behavioural signs such as sexualised behaviour, self-harm, change in eating habits, mental health problems and disruptive behaviour.  


Domestic abuse – adults and children 

The Company is aware that domestic abuse can occur in a variety of environments and will ensure that our practitioners monitor for signs of this. We recognise that domestic abuse is any type of controlling, bullying, threatening or violent behaviour between people in a relationship. Examples of domestic abuse are:

· sexual abuse and rape (including within a relationship)

· punching, kicking, cutting, hitting with an object

· withholding money or preventing someone from earning money

· taking control over aspects of someone's everyday life, which can include where they go and what they wear

· not letting someone leave the house

· reading emails, text messages or letters

· threatening to kill or harm them, a partner, another family member or pet.



Coercive behaviour

The Company recognises coercive behaviour to be an act or a pattern of acts of assault, threats, humiliation and intimidation or other abuse that is used to harm, punish, or frighten their victim. This includes:

· Forced Marriage - A forced marriage is where one or both people do not (or in cases of people with learning disabilities, cannot) consent to the marriage and pressure or abuse is used.

· Female Genital Mutilation - FGM is considered as child abuse and is illegal under UK law. It is now a legal duty for healthcare professionals to report any cases they may suspect or be made aware of.  



Other safeguarding concerns

· ‘Honour’ based Violence is a form of domestic abuse which is perpetrated in the name of so called 'honour'. The honour code which it refers to is set at the discretion of male relatives and women who do not abide by the 'rules' are then punished for bringing shame on the family. The pressure put on people to marry against their will can be physical (including threats, actual physical violence and sexual violence) or emotional and psychological (for example, when someone is made to feel like they’re bringing shame on their family). Financial abuse (taking your wages or not giving you any money) can also be a factor.

· Human/child trafficking - human trafficking involves recruitment, harbouring or transporting people into a situation of exploitation through the use of violence, deception or coercion and forced to work against their will. We recognise trafficking to be a process of enslaving people, coercing them into a situation with no way out, and exploiting them. People can be trafficked for many different forms of exploitation such as forced prostitution, forced labour, forced begging, forced criminality, domestic servitude, forced marriage, and forced organ removal.


We will monitor signs of these and work with local safeguarding agencies as necessary.



Fabricated or induced illness

The Company recognises fabricated or induced illness to be a condition whereby a child has suffered, or is likely to suffer, significant harm through the deliberate action of their parent and which is attributed by the parent to another cause. There are three main ways of the parent fabricating or inducing illness in a child:

· Fabrication of signs and symptoms, including fabrication of past medical history.

· Fabrication of signs and symptoms and falsification of hospital charts, records, letters and documents and specimens of bodily fluid.

· Induction of illness by a variety of means.

· The above three methods are not mutually exclusive. Existing diagnosed illness in a child does not exclude the possibility of induced illnesses. The very presence of an illness can act as a stimulus to the abnormal behaviour and also provide the parent with opportunities for inducing symptoms.



Working with sexually active young people under 18

Most young people under the age of 18 will have a healthy interest in sex and sexual relationships. The primary concern of anyone working with sexually active young people under the age of 18 years must be to safeguard and promote the welfare of the child. Where staff working with young people identify those relationships may be abusive, the young people may need the provision of protection and additional services.



VIP, celebrity, media and other visitor policy

All visits by media, VIPs or celebrities are to be handled and managed by the management team of the practice because of the high profile they can attract. Any requests for visits must be referred to and approved by the management team. The policy requires that one-off or very short-term approved official visitors are always accompanied throughout their visit as there is a possibility of contact with vulnerable patients/visitors. Consent for the visit, especially if media are involved, must be received in writing from any patients who may be involved in the visit. VIPs, celebrities or media are not to be granted access to patient records; staff must comply with all policies throughout the visit. Any areas that may be visited must be cleared of any paperwork and an IG review carried out around the area to be visited to ensure there is no patient or staff data visible.


Practice requirements

We will:

· Maintain their own Safeguarding Policies in accordance with the Optical Confederation’s Guidance on Safeguarding and the Prevent Strategy: Protecting Children and Vulnerable Adults and local policies and guidance: https://www.aop.org.uk/-/media/files/policy/safeguarding/ocsafeguardingguidanceaugust-2019-update.pdf?la=en 

· Ensure that all practice staff are familiar with the guidance above and know what to do if they suspect and observe signs or symptoms of suspected abuse or neglect, so that they are compliant with Intercollegiate Guidance for Safeguarding Children.

· Ensure each accredited practitioner has completed the DOCET Level 2 accredited ‘Safeguarding Children and Safeguarding Vulnerable Adults’ training modules (funded by the Department of Health via the College of Optometrist) and submit evidence to the Company. The DOCET Level 2 accredited safeguarding modules also cover the Mental Capacity Act 

· Appoint a safeguarding, mental capacity and deprivation of liberty and prevent lead. 

· Comply with local safeguarding, mental capacity and deprivation of liberty policies including any updates required in line with multi-agency policies and the commissioner’s safeguarding requirements.  

· Ensure all optometrists are aware of and adhere to the relevant College of Optometrist guidelines.

· Ensure that all staff are aware of the local safeguarding contacts and the need to inform the company.

· Be familiar with the NHS Safeguarding app: http://www.myguideapps.com/nhs_safeguarding/default/ 
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Document name: Data Security and Protection Policy

Date created: PRACTICE NAME

Author: PRACTICE NAME



Introduction

We recognise that Data Security and Protection is essential for modern optical practices delivering private and NHS services. We take the security and protection of our patients’ data extremely seriously. All data will be processed in full accordance with the Data Protection Act 2018 incorporating GDPR. This Policy includes the requirements of the national Data Security Standards applicable to an optical practice.


The Practice’s Senior Information Risk Officer (SIRO) is responsible for implementing this policy in conjunction with Practice management. The SIRO will also work alongside the Practice’s Data Protection Officer (DPO) and the Practice’s Caldicott Guardian.

The Practice’s SIRO is  INSERT DETAILS (Data Security Standard 1.1.1). 

The Practice’s DPO is [INSERT DETAILS Data Protection Officer (DPO)] (Data Security Standard 1.1.6). 

The Practice’s Caldicott Guardian is INSERT DETAILS (Data Security Standard 1.1.3).

The Practice is registered with the Information Commissioner. Our registration number is [INSERT reg number].

The Practice has an up to date Freedom of Information Act statement which is available to patients. The Practice has a separate Privacy Policy which explains individuals’ rights under GDPR (see Appendix 1) (Data Security Standard 1.3.3).

This Data Security and Protection policy, including the list of all systems/information holding personal information, is reviewed annually or more frequently as required (Data Security Standard 2.1.1.).



Purpose

The purpose of this policy is to demonstrate the measures we take to ensure data security and protection. It describes the data that we hold about patients, how we hold it, how we protect it, how we use and process it (including what patients need to be provided with) and how we transfer it (Data Security Standard 1.2).



Audience

The audience of this policy is:



Our staff

NHS Wales and other commissioners

Patients

Other stakeholders.



  Distribution plan

The policy is provided to all staff. It is used to demonstrate contract compliance to NHS Wales. It is available to view on request to any other interested party.



  Training plan and support

The Practice’s SIRO will conduct a data security and protection Learning Needs Analysis (LNA) (Data Security Standard 3.1.1) for current and new staff. This will identify overall data security and protection skills and knowledge gaps for both the whole team and specific individuals to help the practice meet its future needs and developments. LNAs will use a combination of questionnaires, staff discussion groups, job analysis and evaluation and desktop reviews. 



Findings from the LNA will be used by the SIRO to develop group and individual training programmes suitable to role, with learning priorities (Data Security Standard 3.1.3 and 3.1.4). A data protection and security induction is in place for new members of staff (Data Security Standard 2.3.1). 



All staff will complete the appropriate data security training.

Training will be held at regular intervals to ensure all staff are familiar with this policy’s contents and practical applications. Staff with specialist roles will receive suitable training to those roles (Data Security Standard 3.4). The SIRO will also be responsible for ensuring management is suitably trained (Data Security Standard 3.5). 



Training outcomes will ensure that users know what constitutes a breach incident, how to spot these and where to report them to (Data Security Standard 6.2).



Roles and responsibilities

The Practice maintains a current record of staff and their roles (Data Security Standard 4.1.1). We understand which members of staff have access to particular systems (Data Security Standard 4.1.2). We also audit account users regularly. (Data Security Standard 4.2.1). In the event of a mismatch between user role and system access granted we will make a list of incidents and rectify each situation (Data Security Standard 4.2.2).



All staff understand their responsibilities to handle information responsibility and their personal accountability for deliberate or avoidable data breaches. Staff are aware that IT systems are logged and their duty to use IT responsibly. Staff recognise that if they have acted inappropriately they may have action taken against them. We will display an acceptable usage banner on our systems including a personal accountability reminder for staff (Data Security Standard 4.3.5), liaising with our service providers as necessary.



All systems administrators have signed an agreement which holds them accountable to the highest standards of use (Data Security Standard 4.3.1). Systems administrator activities are logged, and these logs are only accessible to appropriate personnel (Data Security Standard 4.3.2). 



Where our systems do not support individual login making it difficult to carry out user audits we hold a list of these systems (Data Security Standard 1.4.5).



We practice role-based access to ensure that information is used only by those with a need to use it (Data Security Standard 1.6.3). We will implement physical controls to areas of our systems where full access is not appropriate (Data Security Standard 1.6.4).



Process/ Procedure

The Practice has a number of processes in place to ensure patient data security and protection.




The Practice holds a patient records in a variety of formats:

Paper records for sight test and contact lens clinical records.

Paper records for spectacle prescription and dispensing information.

Clinical records are held electronically on computer with up to date virus protection. We will record incidents picked up by virus protection (Data Security Standard 6.3.2), number of spam emails blocked per month (Data Security Standard 6.3.3) and number of emails being filtered per month (Data Security Standard 6.3.6).

Spectacle prescription and dispensing information in the practice management software.

Recall dates held in the practice management software.

Photographic information (retinal and anterior segment) held in the imaging software.

Visual Field records held either as paper, as data in the VF software or as images within the imaging software.

Appendices to this policy sets out minimum retention periods for types of records and the action to be taken when records are securely destroyed or archived (Data Security Standard 1.8.1). We hold a separate records retention schedule (Data Security Standard 1.8.2).


This information is protected in the following ways:

All practice staff have a confidentiality clause within their contracts.

There is a clear understanding of what personal confidential/sensitive personal data is held (Data Security Standard 2.1). 

All personal information contained on practice records, whether paper or electronic, is considered confidential.

We will not discuss personal information with anyone other than the patient or, if under 16 and not Gillick competent, patients’ parent or guardian without their permission.

Care is taken that records are not seen by other people in the practice.

All staff are aware of the importance of ensuring and maintaining the confidentiality of patients’ personal data and that such data must be processed and stored in a secure manner. There is approved staff guidance on confidentiality and data protection issues (Data Security Standard 1.5.1).

All electronic data is protected by suitable back-up procedures and any on-line backup uses a service, which encrypts the data securely before transmitting it from the practice PC. (See also our separate “guide to preparing a backup policy” below.)

When computers are replaced, old hard drives are securely erased or physically destroyed.

Records are retained for periods as agreed by the optical bodies.

Confidential paper information requiring destruction is shredded.

Records due for destruction are shredded.

If the need arises to transfer information we have procedures that include consent and secure transfer. (See section on how we transfer personal data below).

Any suspected breaches of security or loss of information are reported immediately and are dealt with appropriately by the SIRO.

Paper records are kept secure and away from access by the public.

Patient identifiable information must not be removed from the optical practice. 

To discharge our legal and contractual duties:

When patients have a sight test they will be given a copy of their spectacle prescription as soon as their sight test is completed.

We will give patients a written statement that they are being referred, with the reason for the referral (e.g. “cataract”) written on the GOS2 or similar private form. 

If patients are fitted with contact lenses they will be given a copy of their contact lens specification when the fitting process has been completed.

We make sure that staff who help in the provision of GOS are appropriately trained and supervised for the tasks that they undertake.

We may also use the information we hold about patients to remind them when they are due for check-ups and we may send them eye care and eyewear information. Patients can opt out from this.

In addition to the Data Protection Act 2018/GDPR we will comply with the Accessible Information Standard (AIS). 

Patient data (information flows) is always securely transferred:

We will normally ask patients’ permission if we want to transfer personal information about them to someone else.  

We may not ask permission if we transfer the information to another healthcare professional who is responsible for patients care and who needs that information to help to care for patients.  

We may also not ask patients permission if we are ordered by law to transfer the information.  This may be if a court asks us for the information.

We hold a record that details each use of sharing of personal information including the legal basis for the processing (Data Security Standard 1.4.1). These information flows have been approved by the SIRO (Data Security Standard 1.4.2) and the Practice’s management (Data Security Standard 1.4.3). We also hold a list of all systems/information assets holding or sharing personal information (Data Security Standard 1.4.4). 



Breach reporting
In the event of a data breach occurring an internal data security and protection breach reporting system is in place (Data Security Standard 6.1). Staff will report data breaches to the SIRO who will in turn report it to management. Breaches will be logged, and root cause analysis undertaken to investigate the incident. Training will be conducted as necessary to mitigate against future occurrences. 



Data Protection by Design

Data protection by design procedures ensure that only the minimum necessary personal data is processed, pseudonymisation is used where possible, and that processing is transparent where feasible allowing individuals to monitor what is being done with their data. These procedures should enable the organisation to improve data protection and security.



We design our data management so that we abide by the principles of DPA/GDPR and the Data Security and Protection Toolkit which incorporates the national data guardian recommendations. We consider all data we collect and why we are doing so. If there is no good reason for collecting data, then we will not do so. We record the classes of data collected, why it is collected and that no unnecessary data is held.






Incident reporting

We hold a Business Continuity Plan which includes provision for data security incidents and staff understand how to implement this (Data Security Standard 7.1). This has been approved by the SRIO (Data Security Standard 7.1.2). We test and review this plan annually (Data Security Standard 7.2) and record attendees’ signatures and roles (Data Security Standard 7.2.1). We have planned for all risks potentially impacting on the Practice’s business continuity (Data Security Standard 7.2.2). We will document issues and record which staff members are responsible for which actions (Data Security Standard 7.2.3).



All emergency contacts are kept securely, in hardcopy and are up to date. Staff are aware of where to locate these. The contact lists are updated as required (Data Security Standards 7.2.4 to 7.2.7). In the event of cyber-attack, we will document lessons learned and integrate these into our Business Continuity Plan (Data Security Standard 7.2.10).



Software

All our software used is surveyed to ensure it is supported and up to date, working with our software providers as necessary (Data Security Standard 8.1). Connected systems are kept up-to-date with the latest security patches (Data Security Standard 8.3). While we do not use unsupported software, in the unexpected event that we do in the future, we will categorise and document this to identify and manage security risks (Data Security Standard 8.2). If patches are not applied for a greater period than two months the SIRO will be notified with explanation why (Data Security Standard 8.3.4). 



IT Networking  

All networked systems have had their default passwords changed (Data Security Standard 9.1). We risk assess our networking protocols to ensure that penetration tests are not required given the size of our organisation (Data Security Standard 9.3).  Feedback from this is presented to the SIRO to devise a data improvement plan (Data Security 9.4). Our management evidences discussion of the top three data security and protection risks that arise from network testing (Data Security Standard 9.4.3). 



Reviews

As part of our review of our Data Security and Protection policy annually we will review all processes above (Data Security Standard 5.1). As an optical practice we will include clinicians (optometrists and dispensing opticians) in this comprehensive review (Data Security Standard 5.2). We will take action to address problem processes (Data Security Standard 5.3). 



Monitoring of compliance and effectiveness of implementationThe SIRO has operational responsibility for monitoring compliance and effectiveness of implementation. However, ultimate responsibility sits with the Practice’s management. Staff have provided explicit understanding that their activity of systems can be monitored (Data Security Standard 4.3.5). 



The SIRO will conduct regular compliance monitoring/staff spot checks to ensure that this policy and associated guidance is being followed (Data Security Standard 1.5.2). Results will be followed upon by the SIRO and management as necessary (Data Security Standard 1.5.3).



Monitoring of access to systems to which users and administrators have access to is carried out by the SIRO and listed (Data Security Standard 4.3.5).







The Practice is aware of its responsibilities under GDPR. 

Individuals’ rights are respected and supported as per GDPR 12-22 (Data Security Standard 1.3). All data will be processed in full accordance with the Data Protection Act 2018 incorporating GDPR. We ensure that personal data is:

Processed lawfully, fairly and in a transparent manner in relation to individuals.

Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes.

Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.

Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay.

Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals.

Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.

All transparency information required by GDPR (Articles 13 and 14) relating to the public being properly informed of the use of their personal information and rights is published by the Practice within its privacy policy and is therefore available to patients and the public (Data Security Standard 1.3.2).

We hold a staff procedure on providing information about processing and individuals’ rights under GDPR (Data Security Standard 1.3.4). This includes information about meeting subject access requests to meet shorter GDPR timescales (Data Security Standard 1.3.5). We hold details of how any information requests have been complied with in the last twelve months (Data Security Standard 1.3.6) in the format below:



		For period dd/mm/yy to dd/mm/yy



		No of SARs

		



		No of SARs late

		



		No of FOI

		



		No of FOI late

		









Practice staff are required to be familiar with guidance on GDPR. 

The Practice can name its suppliers, the products and services they deliver and contract durations (Data Security Standard 10.1). Any contracts we hold with third parties that handle personal information are compliant with GDPR (Data Security Standard 10.1.2). We have secured statements from suppliers confirming their compliance with GDPR (Data Security Standard 10.2.3). We have also conducted basic due diligence against suppliers as per ICO and NHS Digital guidance (Data Security Standard 10.2). 



In the event of any disputes between us and our suppliers we will record these, noting any risks to data security (Data Security Standard 10.3). In the event of instances where we cannot comply with data security standards because of supplier-related issues we will record these and discuss them at management level (Data Security Standard 10.4). Suppliers required to do so have completed the Data Security and Protection Toolkit at a level appropriate for their profile (Data Security Standard 10.5). 



Data Protection Impact Assessments


We conduct Data Protection Impact Assessments (DPIA) that follow relevant ICO guidance. (Data Security Standard 1.6.7). DPIA guidance has been agreed by management in consultation with the DPO (Data Security Standard 1.6.8 and 1.6.9). Our DPIA is published in the interests of transparency (Data Security Standard 1.6.13).



















7.         Appendices



Appendix 1

The Practice holds its own Privacy Policy.


































Appendix 2

Guide to preparing a Backup Policy

You should describe your own practice backup procedures.  These might include some or all of the following:

Mirrored hard drives for business continuity

Regular backups to:

DVD (Low quality dyes used on cheap CD/DVD-R can cause optical disks to degrade and lose data within a couple of years)

USB memory sticks

External hard drives

NAS devices (Network Attached Storage)

Online backup services

Remote company servers

Tape devices.


Points to bear in mind when devising a policy:

It is useful to be able to restore quickly – this may mean an onsite copy of the backup.

Store onsite backups and software discs in a fireproof safe.

It is important for safety to keep a backup off site.

Any data taken offsite should be secure (password protected or not left unattended and/or locked away).

If online backup services are used (and some are very simple and convenient these days), ensure that it encrypts the data securely before transmitting it from the practice PC (most do so).

Full backups take longer than incremental backups.

Restores from full backups are quicker than those from incremental backups

i.e. don’t do too many incremental backups between full backups.

If your backup is not a mirror or snapshot of the hard drive, but a copy of the data, then you will need to restore the operating system and programmes as well as the data.  Ensure that you have copies of the original software discs safely stored.


Backups are only any use if (a) they are carried out regularly and (b) they work.  Don’t leave any longer between backups than you feel you can afford in terms of the time it will take to re-input lost data.  Daily is generally appropriate.  Do ensure that your backup works.  Even if you don’t wish to try an actual restore, do check that the backup is running when you think it is, that it completed rather than stopped with an error message and that the data is present in the backup.

























Appendix 3

RECORD RETENTION

This policy applies to the following:

Spectacle records

Contact lens records

Appointment diaries

Telephone and/or tele-health consultations.

All records are retained for 10 years[footnoteRef:2]* from the date of last seeing the patient. [2:  Although 7 years is the minimum requirement in GOS contacts, 10 years is the minimum recommended by the optical representative bodies. The rights to be forgotten/erasure under GDPR does not extend to health records.] 


Records of children are retained until they are 25 AND it is 10 years since they were last seen.

Records of the deceased are kept for 10 years.

Records are destroyed by shredding. 

	Examples:



		Age at last test

		Time to retain record



		Age 5

		Until age 25



		Age 10

		Until age 25



		Age 17

		Until age 27



		Over 18

		For 10 years























































Appendix 4

Recording of telephone calls and/or consultations

Telephone calls between patients and providers will not be recorded or monitored due to the complexity of obtaining consent for this process and the subsequent storing of patient sensitive data.

If telephone calls are to be monitored and/or recorded a specific policy will be required taking into account:

Regulation of Investigatory Powers Act 2000 (“RIPA”)

The Telecommunications (Lawful Business Practice) (Interception pf Communications) Regulations 2000.

The Data Protection Act 2018

The Employment Practices, Data Protection Code.

Human Rights Act 1998

Code of Practice – FSA Handbook – Code of Business Handbook and Direct Marketing Association’s Code of Practice, PCI DSS.

Telecoms Licence obligations – The Service Provision Licence


Communications strategy and Implementation plan

The provider should have readily available information relating to paragraph 2(3) of Part II of Schedule 1 of the Data protection act.

(2)A data controller is not obliged to supply any information under subsection (1) unless he has received—

(a)a request in writing, and (b)except in prescribed cases, such fee (not exceeding the prescribed maximum) as he may require.

[F2(3)Where a data controller—

(a)reasonably requires further information in order to satisfy himself as to the identity of the person making a request under this section and to locate the information which that person seeks, and 

(b)has informed him of that requirement, the data controller is not obliged to comply with the request unless he is supplied with that further information.]

































Appendix 5

Disclosure of data to commissioners

The practice (provider) agrees to provide anonymised, pseudonymised or aggregated data as may be requested by the co-ordinating commissioner or LOC Company/Primary Eyecare Company

Personal data will not be disclosed without written consent or lawful reason for disclosure.

Exceptions to this are covered by:

Section 251 of the NHS Act 2006 (originally enacted under Section 60 of the Health and Social Care Act 2001), allows the common law duty of confidentiality to be set aside in specific circumstances where anonymised information is not sufficient and where patient consent is not practicable.

Data Protection Principles

Personal data must be:

Processed fairly and lawfully

Processed for specified purposes

Adequate, relevant and not excessive

Accurate and kept up to date

Not kept longer than necessary

Processed in accordance with the rights of data subjects

Protected by appropriate security (practical and organisational)

Not transferred outside the EEA without adequate protection









Appendix 6

NHS Care Record Guarantee

All data processed on behalf of the commissioner with regard to community services must be processed and handled in line with the NHS Care Record Guarantee.

All staff handling data should be aware of the obligations placed upon them by the NHS Care Record Guarantee and the commitments laid out in it.

In summary this covers:

Why people may access patient records:

As the basis for health decisions

Ensure safe effective care

Work effectively with other

Clinical audit

Protect health of the general public

Monitor NHS spending

Manage the health service

To investigate complaints

Teaching and research.


Law relating to records:

Confidentiality under common-law duty of confidentiality

Protection about how information is processed (Data Protection Act 2018)

Privacy (Human Rights Act 1998)


These rights are not absolute, and they need to be balanced against those of others.

Other patient rights regarding records

To ask for a copy of all records held in paper or electronic form (a fee may be payable for complex or repeated requests)

To choose someone to make decisions about the patient’s healthcare if the patient becomes unable to do so (lasting power of attorney).


Duties placed upon the practice (provider)

Maintain accurate records of the care provided

Keep records confidential, secure, and accurate (even after the patient dies)

Provide information in accessible formats (e.g. large print).


The complete NHS Care Record Guarantee will be available for staff members to consult. 

























Appendix 7

Caldicott Principles


Justify the purpose(s) of using confidential information

Only use it when absolutely necessary

Use the minimum that is required

Access should be on a strict need to know basis

Everyone must understand his or her responsibilities 

Understand and comply with the law.


Quality Statements

Patients are treated with dignity, kindness, compassion, courtesy, respect, understanding and honesty.

Patients experience effective interactions with staff who have demonstrated competency in relevant communication skills.

Patients are introduced to all healthcare professionals involved in their care and are made aware of the roles and responsibilities of the members of the healthcare team.

Patients have opportunities to discuss their health beliefs, concerns and preferences to inform their individualised care. 

Patients are supported by healthcare professionals to understand relevant treatment options, including benefits, risks and potential consequences. 

Patients are actively involved in shared decision making and supported by healthcare professionals to make fully informed choices about investigations, treatment and care that reflect what is important to them.

Patients are made aware that they have the right to choose, accept or decline treatment and these decisions are respected and supported.

Patients are made aware that they can ask for a second opinion. (This would not be funded by GOS as there is no mechanism for this).

Patients experience care that is tailored to their needs and personal preferences, taking into account their circumstances, their ability to access services and their coexisting conditions. 

Patients have their physical and psychological needs regularly assessed and addressed, including nutrition, hydration, pain relief, personal hygiene and anxiety. (This statement will to all intents and purposes not apply to optical services).

Patients experience continuity of care delivered, whenever possible, by the same healthcare professional or team throughout a single episode of care.

Patients experience coordinated care with clear and accurate information exchange between relevant health and social care professionals. 

Patients’ preferences for sharing information with their partner, family members and/or carers are established, respected and reviewed throughout their care. 

Patients are made aware of who to contact, how to contact them and when to make contact about their ongoing healthcare needs. 























Appendix 8

Handling requests for prescription and clinical information

Spectacle prescription (Spec Rx) or contact lens specification

Where a patient requests a copy of their own, or their child’s spectacle prescription or contact lens specification this will be provided.  It will be double checked for accuracy and signed by an optometrist.  Such information may be collected or posted or faxed to the patient.  It may also be emailed to their personal email address if they so request.

Contact lens specification

Where a 3rd party supplier requests the verification of a contact lens specification they should provide the following details:

Patient’s full name and address

Full specification including parameters and power of the lenses

An expiry date of the specification

The name or registration number of the person signing the specification.


The answer can only be yes or no; the details are correct or not.  If the details are not correct, further information must not be supplied without the explicit consent of the patient.  In that event the supplier should be told that a copy of the specification, with all the correct details, will be posted to the patient.  The request, and the result, should be noted on the patient’s record.

Requests from another optometrist for spec Rx information

In all cases you should be satisfied that the patient has consented to the transfer of the information.  That may be obvious and implicit “the patient is on holiday elsewhere and has broken their glasses”, but if not, ask to speak to the patient or for a signed consent to be faxed to us.  The request should be noted on the patient’s record.

Requests from another optometrist for clinical information

The optometrist should satisfy themselves that the request is for the clinical and health benefit of the patient and should conduct the phone conversation and provide the information themselves. They should also be satisfied that the patient has consented to the transfer of information.

Requests by us for clinical or spec Rx information.

These requests will be made by the optometrist personally.  A signed consent should be held in case this is requested by the other party.  If the information is not urgent the request may be made in writing.























Appendix 8

Communicating Patient Identifiable Data

Patient data may be communicated in the following ways:

By ordinary 1st or 2nd class post

This will be in a sealed envelope


By fax

This will be to a safe haven fax where possible.  The cover sheet will state:


This fax contains proprietary confidential information some or all of which may be legally privileged and or subject to the provisions of privacy legislation.  It is intended solely for the addressee.  If you are not the intended recipient, you must not read, use, disclose, copy, print or disseminate the information contained within this fax.  Please notify the author immediately by replying to this fax and then destroy the fax. 

By email:

Patient consent is required for sending data that can identify a patient except where both sender and recipient have NHS emails ending in @nhs.net, or the “SECURE” function of NHS mail is used. 

Emails will carry a message stating:

This e-mail contains proprietary confidential information some or all of which may be legally privileged and or subject to the provisions of privacy legislation.  It is intended solely for the addressee.  If you are not the intended recipient, you must not read, use, disclose, copy, print or disseminate the information contained within this e-mail.  Please notify the author immediately by replying to this e-mail and then delete the e-mail. 

Verbally

With care that confidentiality is maintained

The recipient of the information is identified

A note is made on the record.

Information that could result in errors will be communicated in writing where possible
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Document name: Data Security and Protection Policy

Date created: PRACTICE NAME

Author: PRACTICE NAME



Introduction

We recognise that Data Security and Protection is essential for modern optical practices delivering private and NHS services. We take the security and protection of our patients’ data extremely seriously. All data will be processed in full accordance with the Data Protection Act 2018 incorporating GDPR. This Policy includes the requirements of the national Data Security Standards applicable to an optical practice.


The Practice’s Senior Information Risk Officer (SIRO) is responsible for implementing this policy in conjunction with Practice management. The SIRO will also work alongside the Practice’s Data Protection Officer (DPO) and the Practice’s Caldicott Guardian.

The Practice’s SIRO is  INSERT DETAILS (Data Security Standard 1.1.1). 

The Practice’s DPO is [INSERT DETAILS Data Protection Officer (DPO)] (Data Security Standard 1.1.6). 

The Practice’s Caldicott Guardian is INSERT DETAILS (Data Security Standard 1.1.3).

The Practice is registered with the Information Commissioner. Our registration number is [INSERT reg number].

The Practice has an up to date Freedom of Information Act statement which is available to patients. The Practice has a separate Privacy Policy which explains individuals’ rights under GDPR (see Appendix 1) (Data Security Standard 1.3.3).

This Data Security and Protection policy, including the list of all systems/information holding personal information, is reviewed annually or more frequently as required (Data Security Standard 2.1.1.).



Purpose

The purpose of this policy is to demonstrate the measures we take to ensure data security and protection. It describes the data that we hold about patients, how we hold it, how we protect it, how we use and process it (including what patients need to be provided with) and how we transfer it (Data Security Standard 1.2).



Audience

The audience of this policy is:



Our staff

NHS Wales and other commissioners

Patients

Other stakeholders.



  Distribution plan

The policy is provided to all staff. It is used to demonstrate contract compliance to NHS Wales. It is available to view on request to any other interested party.



  Training plan and support

The Practice’s SIRO will conduct a data security and protection Learning Needs Analysis (LNA) (Data Security Standard 3.1.1) for current and new staff. This will identify overall data security and protection skills and knowledge gaps for both the whole team and specific individuals to help the practice meet its future needs and developments. LNAs will use a combination of questionnaires, staff discussion groups, job analysis and evaluation and desktop reviews. 



Findings from the LNA will be used by the SIRO to develop group and individual training programmes suitable to role, with learning priorities (Data Security Standard 3.1.3 and 3.1.4). A data protection and security induction is in place for new members of staff (Data Security Standard 2.3.1). 



All staff will complete the appropriate data security training.

Training will be held at regular intervals to ensure all staff are familiar with this policy’s contents and practical applications. Staff with specialist roles will receive suitable training to those roles (Data Security Standard 3.4). The SIRO will also be responsible for ensuring management is suitably trained (Data Security Standard 3.5). 



Training outcomes will ensure that users know what constitutes a breach incident, how to spot these and where to report them to (Data Security Standard 6.2).



Roles and responsibilities

The Practice maintains a current record of staff and their roles (Data Security Standard 4.1.1). We understand which members of staff have access to particular systems (Data Security Standard 4.1.2). We also audit account users regularly. (Data Security Standard 4.2.1). In the event of a mismatch between user role and system access granted we will make a list of incidents and rectify each situation (Data Security Standard 4.2.2).



All staff understand their responsibilities to handle information responsibility and their personal accountability for deliberate or avoidable data breaches. Staff are aware that IT systems are logged and their duty to use IT responsibly. Staff recognise that if they have acted inappropriately they may have action taken against them. We will display an acceptable usage banner on our systems including a personal accountability reminder for staff (Data Security Standard 4.3.5), liaising with our service providers as necessary.



All systems administrators have signed an agreement which holds them accountable to the highest standards of use (Data Security Standard 4.3.1). Systems administrator activities are logged, and these logs are only accessible to appropriate personnel (Data Security Standard 4.3.2). 



Where our systems do not support individual login making it difficult to carry out user audits we hold a list of these systems (Data Security Standard 1.4.5).



We practice role-based access to ensure that information is used only by those with a need to use it (Data Security Standard 1.6.3). We will implement physical controls to areas of our systems where full access is not appropriate (Data Security Standard 1.6.4).



Process/ Procedure

The Practice has a number of processes in place to ensure patient data security and protection.




The Practice holds a patient records in a variety of formats:

Paper records for sight test and contact lens clinical records.

Paper records for spectacle prescription and dispensing information.

Clinical records are held electronically on computer with up to date virus protection. We will record incidents picked up by virus protection (Data Security Standard 6.3.2), number of spam emails blocked per month (Data Security Standard 6.3.3) and number of emails being filtered per month (Data Security Standard 6.3.6).

Spectacle prescription and dispensing information in the practice management software.

Recall dates held in the practice management software.

Photographic information (retinal and anterior segment) held in the imaging software.

Visual Field records held either as paper, as data in the VF software or as images within the imaging software.

Appendices to this policy sets out minimum retention periods for types of records and the action to be taken when records are securely destroyed or archived (Data Security Standard 1.8.1). We hold a separate records retention schedule (Data Security Standard 1.8.2).


This information is protected in the following ways:

All practice staff have a confidentiality clause within their contracts.

There is a clear understanding of what personal confidential/sensitive personal data is held (Data Security Standard 2.1). 

All personal information contained on practice records, whether paper or electronic, is considered confidential.

We will not discuss personal information with anyone other than the patient or, if under 16 and not Gillick competent, patients’ parent or guardian without their permission.

Care is taken that records are not seen by other people in the practice.

All staff are aware of the importance of ensuring and maintaining the confidentiality of patients’ personal data and that such data must be processed and stored in a secure manner. There is approved staff guidance on confidentiality and data protection issues (Data Security Standard 1.5.1).

All electronic data is protected by suitable back-up procedures and any on-line backup uses a service, which encrypts the data securely before transmitting it from the practice PC. (See also our separate “guide to preparing a backup policy” below.)

When computers are replaced, old hard drives are securely erased or physically destroyed.

Records are retained for periods as agreed by the optical bodies.

Confidential paper information requiring destruction is shredded.

Records due for destruction are shredded.

If the need arises to transfer information we have procedures that include consent and secure transfer. (See section on how we transfer personal data below).

Any suspected breaches of security or loss of information are reported immediately and are dealt with appropriately by the SIRO.

Paper records are kept secure and away from access by the public.

Patient identifiable information must not be removed from the optical practice. 

To discharge our legal and contractual duties:

When patients have a sight test they will be given a copy of their spectacle prescription as soon as their sight test is completed.

We will give patients a written statement that they are being referred, with the reason for the referral (e.g. “cataract”) written on the GOS2 or similar private form. 

If patients are fitted with contact lenses they will be given a copy of their contact lens specification when the fitting process has been completed.

We make sure that staff who help in the provision of GOS are appropriately trained and supervised for the tasks that they undertake.

We may also use the information we hold about patients to remind them when they are due for check-ups and we may send them eye care and eyewear information. Patients can opt out from this.

In addition to the Data Protection Act 2018/GDPR we will comply with the Accessible Information Standard (AIS). 

Patient data (information flows) is always securely transferred:

We will normally ask patients’ permission if we want to transfer personal information about them to someone else.  

We may not ask permission if we transfer the information to another healthcare professional who is responsible for patients care and who needs that information to help to care for patients.  

We may also not ask patients permission if we are ordered by law to transfer the information.  This may be if a court asks us for the information.

We hold a record that details each use of sharing of personal information including the legal basis for the processing (Data Security Standard 1.4.1). These information flows have been approved by the SIRO (Data Security Standard 1.4.2) and the Practice’s management (Data Security Standard 1.4.3). We also hold a list of all systems/information assets holding or sharing personal information (Data Security Standard 1.4.4). 



Breach reporting
In the event of a data breach occurring an internal data security and protection breach reporting system is in place (Data Security Standard 6.1). Staff will report data breaches to the SIRO who will in turn report it to management. Breaches will be logged, and root cause analysis undertaken to investigate the incident. Training will be conducted as necessary to mitigate against future occurrences. 



Data Protection by Design

Data protection by design procedures ensure that only the minimum necessary personal data is processed, pseudonymisation is used where possible, and that processing is transparent where feasible allowing individuals to monitor what is being done with their data. These procedures should enable the organisation to improve data protection and security.



We design our data management so that we abide by the principles of DPA/GDPR and the Data Security and Protection Toolkit which incorporates the national data guardian recommendations. We consider all data we collect and why we are doing so. If there is no good reason for collecting data, then we will not do so. We record the classes of data collected, why it is collected and that no unnecessary data is held.






Incident reporting

We hold a Business Continuity Plan which includes provision for data security incidents and staff understand how to implement this (Data Security Standard 7.1). This has been approved by the SRIO (Data Security Standard 7.1.2). We test and review this plan annually (Data Security Standard 7.2) and record attendees’ signatures and roles (Data Security Standard 7.2.1). We have planned for all risks potentially impacting on the Practice’s business continuity (Data Security Standard 7.2.2). We will document issues and record which staff members are responsible for which actions (Data Security Standard 7.2.3).



All emergency contacts are kept securely, in hardcopy and are up to date. Staff are aware of where to locate these. The contact lists are updated as required (Data Security Standards 7.2.4 to 7.2.7). In the event of cyber-attack, we will document lessons learned and integrate these into our Business Continuity Plan (Data Security Standard 7.2.10).



Software

All our software used is surveyed to ensure it is supported and up to date, working with our software providers as necessary (Data Security Standard 8.1). Connected systems are kept up-to-date with the latest security patches (Data Security Standard 8.3). While we do not use unsupported software, in the unexpected event that we do in the future, we will categorise and document this to identify and manage security risks (Data Security Standard 8.2). If patches are not applied for a greater period than two months the SIRO will be notified with explanation why (Data Security Standard 8.3.4). 



IT Networking  

All networked systems have had their default passwords changed (Data Security Standard 9.1). We risk assess our networking protocols to ensure that penetration tests are not required given the size of our organisation (Data Security Standard 9.3).  Feedback from this is presented to the SIRO to devise a data improvement plan (Data Security 9.4). Our management evidences discussion of the top three data security and protection risks that arise from network testing (Data Security Standard 9.4.3). 



Reviews

As part of our review of our Data Security and Protection policy annually we will review all processes above (Data Security Standard 5.1). As an optical practice we will include clinicians (optometrists and dispensing opticians) in this comprehensive review (Data Security Standard 5.2). We will take action to address problem processes (Data Security Standard 5.3). 



Monitoring of compliance and effectiveness of implementationThe SIRO has operational responsibility for monitoring compliance and effectiveness of implementation. However, ultimate responsibility sits with the Practice’s management. Staff have provided explicit understanding that their activity of systems can be monitored (Data Security Standard 4.3.5). 



The SIRO will conduct regular compliance monitoring/staff spot checks to ensure that this policy and associated guidance is being followed (Data Security Standard 1.5.2). Results will be followed upon by the SIRO and management as necessary (Data Security Standard 1.5.3).



Monitoring of access to systems to which users and administrators have access to is carried out by the SIRO and listed (Data Security Standard 4.3.5).







The Practice is aware of its responsibilities under GDPR. 

Individuals’ rights are respected and supported as per GDPR 12-22 (Data Security Standard 1.3). All data will be processed in full accordance with the Data Protection Act 2018 incorporating GDPR. We ensure that personal data is:

Processed lawfully, fairly and in a transparent manner in relation to individuals.

Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes.

Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.

Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay.

Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals.

Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.

All transparency information required by GDPR (Articles 13 and 14) relating to the public being properly informed of the use of their personal information and rights is published by the Practice within its privacy policy and is therefore available to patients and the public (Data Security Standard 1.3.2).

We hold a staff procedure on providing information about processing and individuals’ rights under GDPR (Data Security Standard 1.3.4). This includes information about meeting subject access requests to meet shorter GDPR timescales (Data Security Standard 1.3.5). We hold details of how any information requests have been complied with in the last twelve months (Data Security Standard 1.3.6) in the format below:



		For period dd/mm/yy to dd/mm/yy



		No of SARs

		



		No of SARs late

		



		No of FOI

		



		No of FOI late

		









Practice staff are required to be familiar with guidance on GDPR. 

The Practice can name its suppliers, the products and services they deliver and contract durations (Data Security Standard 10.1). Any contracts we hold with third parties that handle personal information are compliant with GDPR (Data Security Standard 10.1.2). We have secured statements from suppliers confirming their compliance with GDPR (Data Security Standard 10.2.3). We have also conducted basic due diligence against suppliers as per ICO and NHS Digital guidance (Data Security Standard 10.2). 



In the event of any disputes between us and our suppliers we will record these, noting any risks to data security (Data Security Standard 10.3). In the event of instances where we cannot comply with data security standards because of supplier-related issues we will record these and discuss them at management level (Data Security Standard 10.4). Suppliers required to do so have completed the Data Security and Protection Toolkit at a level appropriate for their profile (Data Security Standard 10.5). 



Data Protection Impact Assessments


We conduct Data Protection Impact Assessments (DPIA) that follow relevant ICO guidance. (Data Security Standard 1.6.7). DPIA guidance has been agreed by management in consultation with the DPO (Data Security Standard 1.6.8 and 1.6.9). Our DPIA is published in the interests of transparency (Data Security Standard 1.6.13).
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Appendix 1

The Practice holds its own Privacy Policy.


































Appendix 2

Guide to preparing a Backup Policy

You should describe your own practice backup procedures.  These might include some or all of the following:

Mirrored hard drives for business continuity

Regular backups to:

DVD (Low quality dyes used on cheap CD/DVD-R can cause optical disks to degrade and lose data within a couple of years)

USB memory sticks

External hard drives

NAS devices (Network Attached Storage)

Online backup services

Remote company servers

Tape devices.


Points to bear in mind when devising a policy:

It is useful to be able to restore quickly – this may mean an onsite copy of the backup.

Store onsite backups and software discs in a fireproof safe.

It is important for safety to keep a backup off site.

Any data taken offsite should be secure (password protected or not left unattended and/or locked away).

If online backup services are used (and some are very simple and convenient these days), ensure that it encrypts the data securely before transmitting it from the practice PC (most do so).

Full backups take longer than incremental backups.

Restores from full backups are quicker than those from incremental backups

i.e. don’t do too many incremental backups between full backups.

If your backup is not a mirror or snapshot of the hard drive, but a copy of the data, then you will need to restore the operating system and programmes as well as the data.  Ensure that you have copies of the original software discs safely stored.


Backups are only any use if (a) they are carried out regularly and (b) they work.  Don’t leave any longer between backups than you feel you can afford in terms of the time it will take to re-input lost data.  Daily is generally appropriate.  Do ensure that your backup works.  Even if you don’t wish to try an actual restore, do check that the backup is running when you think it is, that it completed rather than stopped with an error message and that the data is present in the backup.

























Appendix 3

RECORD RETENTION

This policy applies to the following:

Spectacle records

Contact lens records

Appointment diaries

Telephone and/or tele-health consultations.

All records are retained for 10 years[footnoteRef:2]* from the date of last seeing the patient. [2:  Although 7 years is the minimum requirement in GOS contacts, 10 years is the minimum recommended by the optical representative bodies. The rights to be forgotten/erasure under GDPR does not extend to health records.] 


Records of children are retained until they are 25 AND it is 10 years since they were last seen.

Records of the deceased are kept for 10 years.

Records are destroyed by shredding. 

	Examples:



		Age at last test

		Time to retain record



		Age 5

		Until age 25



		Age 10

		Until age 25



		Age 17

		Until age 27



		Over 18

		For 10 years























































Appendix 4

Recording of telephone calls and/or consultations

Telephone calls between patients and providers will not be recorded or monitored due to the complexity of obtaining consent for this process and the subsequent storing of patient sensitive data.

If telephone calls are to be monitored and/or recorded a specific policy will be required taking into account:

Regulation of Investigatory Powers Act 2000 (“RIPA”)

The Telecommunications (Lawful Business Practice) (Interception pf Communications) Regulations 2000.

The Data Protection Act 2018

The Employment Practices, Data Protection Code.

Human Rights Act 1998

Code of Practice – FSA Handbook – Code of Business Handbook and Direct Marketing Association’s Code of Practice, PCI DSS.

Telecoms Licence obligations – The Service Provision Licence


Communications strategy and Implementation plan

The provider should have readily available information relating to paragraph 2(3) of Part II of Schedule 1 of the Data protection act.

(2)A data controller is not obliged to supply any information under subsection (1) unless he has received—

(a)a request in writing, and (b)except in prescribed cases, such fee (not exceeding the prescribed maximum) as he may require.

[F2(3)Where a data controller—

(a)reasonably requires further information in order to satisfy himself as to the identity of the person making a request under this section and to locate the information which that person seeks, and 

(b)has informed him of that requirement, the data controller is not obliged to comply with the request unless he is supplied with that further information.]

































Appendix 5

Disclosure of data to commissioners

The practice (provider) agrees to provide anonymised, pseudonymised or aggregated data as may be requested by the co-ordinating commissioner or LOC Company/Primary Eyecare Company

Personal data will not be disclosed without written consent or lawful reason for disclosure.

Exceptions to this are covered by:

Section 251 of the NHS Act 2006 (originally enacted under Section 60 of the Health and Social Care Act 2001), allows the common law duty of confidentiality to be set aside in specific circumstances where anonymised information is not sufficient and where patient consent is not practicable.

Data Protection Principles

Personal data must be:

Processed fairly and lawfully

Processed for specified purposes

Adequate, relevant and not excessive

Accurate and kept up to date

Not kept longer than necessary

Processed in accordance with the rights of data subjects

Protected by appropriate security (practical and organisational)

Not transferred outside the EEA without adequate protection









Appendix 6

NHS Care Record Guarantee

All data processed on behalf of the commissioner with regard to community services must be processed and handled in line with the NHS Care Record Guarantee.

All staff handling data should be aware of the obligations placed upon them by the NHS Care Record Guarantee and the commitments laid out in it.

In summary this covers:

Why people may access patient records:

As the basis for health decisions

Ensure safe effective care

Work effectively with other

Clinical audit

Protect health of the general public

Monitor NHS spending

Manage the health service

To investigate complaints

Teaching and research.


Law relating to records:

Confidentiality under common-law duty of confidentiality

Protection about how information is processed (Data Protection Act 2018)

Privacy (Human Rights Act 1998)


These rights are not absolute, and they need to be balanced against those of others.

Other patient rights regarding records

To ask for a copy of all records held in paper or electronic form (a fee may be payable for complex or repeated requests)

To choose someone to make decisions about the patient’s healthcare if the patient becomes unable to do so (lasting power of attorney).


Duties placed upon the practice (provider)

Maintain accurate records of the care provided

Keep records confidential, secure, and accurate (even after the patient dies)

Provide information in accessible formats (e.g. large print).


The complete NHS Care Record Guarantee will be available for staff members to consult. 

























Appendix 7

Caldicott Principles


Justify the purpose(s) of using confidential information

Only use it when absolutely necessary

Use the minimum that is required

Access should be on a strict need to know basis

Everyone must understand his or her responsibilities 

Understand and comply with the law.


Quality Statements

Patients are treated with dignity, kindness, compassion, courtesy, respect, understanding and honesty.

Patients experience effective interactions with staff who have demonstrated competency in relevant communication skills.

Patients are introduced to all healthcare professionals involved in their care and are made aware of the roles and responsibilities of the members of the healthcare team.

Patients have opportunities to discuss their health beliefs, concerns and preferences to inform their individualised care. 

Patients are supported by healthcare professionals to understand relevant treatment options, including benefits, risks and potential consequences. 

Patients are actively involved in shared decision making and supported by healthcare professionals to make fully informed choices about investigations, treatment and care that reflect what is important to them.

Patients are made aware that they have the right to choose, accept or decline treatment and these decisions are respected and supported.

Patients are made aware that they can ask for a second opinion. (This would not be funded by GOS as there is no mechanism for this).

Patients experience care that is tailored to their needs and personal preferences, taking into account their circumstances, their ability to access services and their coexisting conditions. 

Patients have their physical and psychological needs regularly assessed and addressed, including nutrition, hydration, pain relief, personal hygiene and anxiety. (This statement will to all intents and purposes not apply to optical services).

Patients experience continuity of care delivered, whenever possible, by the same healthcare professional or team throughout a single episode of care.

Patients experience coordinated care with clear and accurate information exchange between relevant health and social care professionals. 

Patients’ preferences for sharing information with their partner, family members and/or carers are established, respected and reviewed throughout their care. 

Patients are made aware of who to contact, how to contact them and when to make contact about their ongoing healthcare needs. 























Appendix 8

Handling requests for prescription and clinical information

Spectacle prescription (Spec Rx) or contact lens specification

Where a patient requests a copy of their own, or their child’s spectacle prescription or contact lens specification this will be provided.  It will be double checked for accuracy and signed by an optometrist.  Such information may be collected or posted or faxed to the patient.  It may also be emailed to their personal email address if they so request.

Contact lens specification

Where a 3rd party supplier requests the verification of a contact lens specification they should provide the following details:

Patient’s full name and address

Full specification including parameters and power of the lenses

An expiry date of the specification

The name or registration number of the person signing the specification.


The answer can only be yes or no; the details are correct or not.  If the details are not correct, further information must not be supplied without the explicit consent of the patient.  In that event the supplier should be told that a copy of the specification, with all the correct details, will be posted to the patient.  The request, and the result, should be noted on the patient’s record.

Requests from another optometrist for spec Rx information

In all cases you should be satisfied that the patient has consented to the transfer of the information.  That may be obvious and implicit “the patient is on holiday elsewhere and has broken their glasses”, but if not, ask to speak to the patient or for a signed consent to be faxed to us.  The request should be noted on the patient’s record.

Requests from another optometrist for clinical information

The optometrist should satisfy themselves that the request is for the clinical and health benefit of the patient and should conduct the phone conversation and provide the information themselves. They should also be satisfied that the patient has consented to the transfer of information.

Requests by us for clinical or spec Rx information.

These requests will be made by the optometrist personally.  A signed consent should be held in case this is requested by the other party.  If the information is not urgent the request may be made in writing.























Appendix 8

Communicating Patient Identifiable Data

Patient data may be communicated in the following ways:

By ordinary 1st or 2nd class post

This will be in a sealed envelope


By fax

This will be to a safe haven fax where possible.  The cover sheet will state:


This fax contains proprietary confidential information some or all of which may be legally privileged and or subject to the provisions of privacy legislation.  It is intended solely for the addressee.  If you are not the intended recipient, you must not read, use, disclose, copy, print or disseminate the information contained within this fax.  Please notify the author immediately by replying to this fax and then destroy the fax. 

By email:

Patient consent is required for sending data that can identify a patient except where both sender and recipient have NHS emails ending in @nhs.net, or the “SECURE” function of NHS mail is used. 

Emails will carry a message stating:

This e-mail contains proprietary confidential information some or all of which may be legally privileged and or subject to the provisions of privacy legislation.  It is intended solely for the addressee.  If you are not the intended recipient, you must not read, use, disclose, copy, print or disseminate the information contained within this e-mail.  Please notify the author immediately by replying to this e-mail and then delete the e-mail. 

Verbally

With care that confidentiality is maintained

The recipient of the information is identified

A note is made on the record.

Information that could result in errors will be communicated in writing where possible
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PRACTICE NAME
Information Governance and Data Management Policy





Purpose of the Policy

This policy sets out the procedures and management accountability and structures that have been put in place within the Company to safeguard the movement of personal data in the Company. This policy describes the data that we hold about patients, how we hold it, how we protect it, how we use and process it (including what patients need to be provided with) and how we transfer it (if necessary). 



The Company has:

· Named information governance lead

· Information Governance Policy  

· Confidentiality clause within the contracts of all staff

· Staff training on information governance

· Evidence of compliance with DPA where data is processed outside the UK 

· Procedures for seeking consent to use patient information

· Publicly available information leaflet

· Confidentiality Code of Conduct

· Information Asset Register

· Risk assessment (including working towards implementing any high priority security improvements identified)

· Mobile computing guidelines including encryption of mobile devices storing personal data (if applicable)

· Business continuity plan

· Incident management and reporting process

· Access control and password management procedures

· Data handling procedures


Legislative Requirements

There are certain legislative requirements for every organisation to hold information. Information about this is provided below:

· The Company complies with the Data Protection Act 2018 in its processing of personal data in that such data is:

•	processed lawfully, fairly and transparently.

•	collected for specified, explicit and legitimate purposes and not further processed in a manner incompatible with those purposes. 

•	adequate, relevant and limited to what is necessary for the purpose it was collected for 

•	accurate and up to date. 

•	kept in such a way that it permits identification of the data subject for no longer than necessary. 

•	processed so as to ensure appropriate security of personal data.

· The Company’s clinical governance and performance lead is the named information governance lead trained in and responsible for procedures relating to confidentiality and data management.

· The Company is registered with the information commissioner:

· Registration No. [insert details]

· The Company has an up to date Freedom of Information Act Statement and this is available to patients.

· A notice on handling patient data is available to patients on the Company’s website.


What information the Company holds and how it holds it

· The Company holds patients’ clinical records [delete as relevant] as electronic/paper records.



How the Company protects this information

· All staff have a confidentiality clause within their contracts.

· All personal information contained on clinical records is considered confidential.

· We are aware of the importance of ensuring and maintaining the confidentiality of patients’ personal data and that such data must be processed and stored in a secure manner.

· Any suspected breaches of security or loss of information are reported immediately and are dealt with appropriately by the person responsibility for confidentiality and data management.



How the Company uses and processes this information

· The Company may use the information to audit clinical outcomes and our performance. This enables it to monitor and improve the quality of care that it offers. 

· Wherever possible (i.e. if the Company does not need to know who an individual patient is) it will only analyse trends from anonymised information.

· The Company’s clinical governance and performance lead may need to access individual patient information if a complaint or incident requires investigation. 



How the Company transfers information (if necessary)

· The commissioner will have access to anonymised information on quality and outcomes of the service.

· The Company is obliged to provide information to authorised persons within the NHS (who are in turn subject to a duty of confidentiality) if they request this. The Company always transfers data in a secure manner.

Accountability for this policy

The designated information governance lead in the Company is responsible for overseeing day to day information governance issues; developing and maintaining policies, standards, procedures and guidance; coordinating information governance in the Company; raising awareness of information governance and ensuring that there is ongoing compliance with the policy and its supporting standards and guidelines.



Management is responsible for ensuring that sufficient resources are available to support the implementation of information governance procedures in order to ensure compliance with legal, professional and the NHS information governance requirements.



Supporting Policies and Procedures – Directors’ Responsibilities

Management is responsible for ensuring that they remain aware of the requirements incumbent upon them and will be required to adhere to the following:

· Confidentiality Code of Conduct (sets out the standards expected of management and staff in maintaining the confidentiality of patient information)

· Mobile computing guidelines and encryption of mobile devices storing personal data (provides guidance on the use of portable devices)

· Access control and password management procedures (sets out procedures for the management of access to computer-based information systems) 

· Data transfer procedure (sets out procedures around the secure transfer of data, collecting consent and maintaining confidentiality within the Company including the use of safe havens)

· Business continuity procedures (sets out the procedures in the event of system failure)

· Serious Incident Policy (sets out the procedures for responding to a security breach)



Sanctions

Breach of this policy could lead to disciplinary action. Depending on the circumstances this could range from remedial training to dismissal/removal from the Board.  



Policy Review 

This policy will be reviewed annually from [insert date]. 







3


image17.emf
7. GOS Record Audit  Guidance.pdf


7. GOS Record Audit Guidance.pdf


GOS Record Monitoring 


 
 


August 2009  Page 1 


Auditing Performer Records 
 
 
 


Under GOS there is a contractual requirement for the maintenance of full, 
accurate and contemporaneous records and it is the responsibility of the 
contractor to ensure that this happens.  This means that the contractor must 
take steps to ensure that his or her performers are maintaining appropriate 
records.  A simple and effective way of achieving this is by auditing samples of 
records for each performer.  This requires a check that performers are entering 
data relating to particular items or procedures, but it should be noted that this is 
not a check on the quality of the clinical performance of those procedures. 
 
These instructions relate to a Quality in Optometry, Level 1, GOS contract compliance 
audit. This data audit is designed so that it can largely be carried out by a non-
optometric member of staff. Please remember that medical records of any sort should 
remain confidential and the use of Patient Identifiable Detail (PID) should be kept to an 
absolute minimum. 
 
 


Advice to Contractors and Performers 
It is also important that performers and contractors note that the compliance list of 
record items is by no means exhaustive and this audit, and the suggested likelihood of 
items being recorded, is a basic compliance standard not recommended good or best 
practice.  Practitioners will require good quality and well completed records to provide 
continuity of patient care and to defend themselves and their contractor against 
complaints.  If you are interested in developing your record audits further, or if you have 
concerns about specific performance of individuals, then further advice on record 
keeping can be found via the links at the end of this document. 
 
The NHS PCC Contract Compliance Framework lists a number of key items that 
should, or may, appear on a record.  The accompanying table (at the end of this 
document) enables an audit of these items to be carried out on 10 random records for 
each performer.  How often this should be carried out, and whether 10 are sufficient, 
will be a matter for judgment in each particular case. 
 
Regardless of the results of the audit, the PCT’s optometric adviser may ask to see 
some records to check compliance with the contact. 
 
As this is a check as to whether a procedure or item has been recorded or not it is a 
fairly simple “yes/no” exercise, so it should be possible for experienced support staff to 
complete these audits.  We suggest marking each item as present (1), not present (0) 
or as not applicable (N). 
 
The table has been divided into a number of categories: 
 
Key indicators are those clinical items without which it may not be possible to 
demonstrate that a statutory sight test has actually taken place or to show GOS 
eligibility.  Please note that the presence of the key indicators alone does not represent 
a minimum data set for a sight test and a record which contained only the key 
indicators would almost certainly be inadequate. 
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Quality Metric is simply a different way of looking at the data above.  The simple view 
would be how many times out of ten records a particular item was completed.  An 
alternative view would be how many of the 10 records had all 6 of these key indicators 
completed.  It is actually possible to complete each item on most records (and thus 
appear good) whilst actually completing few records fully.  It is a measure or reliability 
or consistency of completion.  Managing to record an item most of the time is one 
thing, but if something is missed off every record, that is a problem in itself.  This may 
indicate that the performer has development needs (e.g. further training required). 
 
Clinical Indicators are further clinical items that will be included in a complete record. 
 
Occasional Procedures will be carried out on some, but not all, patients.  Contractors 
may find it helpful to discuss with their performers, perhaps in an informal ‘peer review’ 
type meeting, which procedures would normally be expected on which patients.  One 
example would be when is IOP measured and when are visual fields tested. 
 
Dispensing Procedures are applicable only in cases of dispense with a GOS voucher. 
 
Admin Procedures are non-clinical procedures. 
 
Records of these audits should be available for inspection.  Where such evidence is 
not available you may expect the PCT advisor to undertake their own check of records. 
 
 


Interpreting the audit 
The audit is intended as a positive tool to monitor record keeping and to address any 
shortcomings that are found.  Clearly it is desirable for all applicable items to be 
completed all of the time.  However, we are human, and recording can be overlooked 
at times as a recent study by Shah et al [1] demonstrated.  However, where nothing is 
recorded it does mean that there is no proof it was carried out, so the assumption will 
generally be that it was not.  It should also be noted that without a record, there is no 
proof that the results of that investigation was normal when the patient consulted the 
optometrist.  The true target to aim for is recording 100% of procedures performed.  If a 
recording is only missed once, and it turns out to involve a complaint and court case, 
then it will be a problem, however good other records may be. 
 
In the collective view of a number of experienced optometric advisors, quite a lot of 
items are not recorded quite a lot of the time!  Whilst this is not desirable, it is accepted 
that we are all human (and busy) and do omit to record findings occasionally.  The aim 
should still be to record all applicable items 100% of the time.  If the record audit shows 
that some items are consistently not recorded this may indicate that the performer has 
some development needs.  It may be that the performer simply needs to be trained in 
how to use certain pieces of equipment, or needs more time to conduct all of the tests 
required during the sight test.  If there are development needs that would be facilitated 
by additional training, the LOC or the PCT’s optometric adviser (if they have one) may 
be able to signpost the contractor or performer as to how this training could be 
arranged.  The table below gives figures against the following headings: 
 
Minimum standard 
Recording levels below this are a cause for concern and need urgent attention. 
In the Excel 2007 spreadsheet these rows are marked with a cross and in the Excel 97-
2003 spreadsheet these rows are marked at the end in red 
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Above average levels 
These are the levels that should be easily achievable by most optometrists or OMPs.  
They are still below the ideal of 100%, so merely achieving these should not lead to 
complacency.  However, it does mean that the recording levels are higher than the 
estimated average. 
In the Excel 2007 spreadsheet these rows are marked with a tick and in the Excel 97-
2003 spreadsheet these rows are marked at the end in green. 
 
Typical levels observed 
These are the typical recording levels as derived from Shah et al [1, 2, 3, 4] and/or as 
seen by a group of experienced advisors. 
In the Excel 2007 spreadsheet levels between minimum and achievable are marked 
with an exclamation mark and in Excel 97-2003 the mark is amber. 
 


Interpreting the audit 


Audit Item Minimum
Above 


average 
Typical 


Symptoms or Reason for visit 60% 80% 70% 


General Health 60% 80% 70% 


Corrected visual acuity (D & N) 80% 90% 90% 


Internal examination of the eye 90% 100%  


Refraction result 90% 100%  


Advice given 40% 70% 60% 


Ocular history 40% 70% 50% 


Medications 40% 70% 60% 


Family Ocular History 40% 70% 50% 


Unaided vision or vision in previous Rx 40% 70% 70% 


Binocular vision assessment, distance 40% 70% 60% 


Binocular vision assessment, near 30% 60% 40% 


External examination 40% 70% 50% 


Visual Fields (where applicable) 40% 70% 50% 


Tonometry (where applicable) 60% 90% 80% 


Referral Letter copies 60% 90% 80% 


Full Dispensing details with GOS 80% 90% 90% 


Details of GOS voucher value 60% 80% 80% 


Accurate details of repair or replacement 70% 90% 80% 


Patient is identifiable 100% 100% ---- 


Record is legible 50% 70% 60% 


Name of usual GP 30% 70% 60% 


Name or initials of optometrist/OMP completing 
(where appropriate) 


20% 50% 30% 
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Standards 


Above average ( in Excel 2007 spreadsheet) – this is above average but, unless it is 
at 100% for most indicators, there is still room for improvement and there are still gaps 
when it comes to defence against complaints. 
 
Between the minimum and above average standards (! in Excel 2007 sheet) - 
attention is required to improve the consistency of recording/performing this part of the 
eye examination.  Monitor the records by regular audit and expect the PCT advisor to 
review the records at the normal compliance check interval (usually three yearly). 
 
Below the minimum standard (X in Excel 2007 sheet) - this is below the peer 
standard and requires urgent action to improve record keeping/performance and repeat 
audit at a suitable interval to confirm improvement.  Monitor the records by regular 
audit.  The PCT advisor may wish to review the records at a shorter than normal 
compliance check interval. 
 
It would be unwise to rely too heavily on the results of one audit of 10 random records.  
If poor record keeping is revealed by repeated audits then some support is indicated for 
that practitioner.  Future audits will demonstrate whether improvement is achieved and 
maintained. 
 
With anything less than the achievable standard, the contractor should consider what 
steps can be taken to improve the level of record keeping.  It would be helpful to 
arrange some peer review of the performers and to discuss with them why the record 
keeping is below standard. The LOC may be able to help and the approach should 
explain the concerns, the reason this is a problem and should develop a plan for 
improvement.  It may be worth assessing the record card layout to ensure that it 
facilitates compliance.  It will certainly be appropriate to continue to monitor by regular 
audit and to look for improvement. 
 
Remember that although the performer carries out the sight test, the contractor is 
responsible for the maintenance of adequate records.  Record keeping is a contractual 
requirement and is vital for good ongoing patient care and for contractor and 
practitioner defence in the event of complaints.  The items listed in the contract 
compliance pro-forma are only a selection (albeit a key selection) of the items that 
could be recorded.  Over time you may wish to broaden audits by including additional 
items or by targeting the record of specific patient groups. 
 


Quality of information contained within the records 
The aim of the audit is to help the contractor gauge whether the records completed by 
their performers meet the minimum standard required, and to help them work with the 
performer in addressing any shortcomings.  The audit will not help the contractor gauge 
whether the information contained in the record is clinically sound nor whether it 
supports the performer’s clinical decision making.  Such judgements will require an 
optometrist to examine the record and is outside the scope of this audit. 
 
The PCT’s optometric adviser may ask to see the clinical record of any GOS patient 
and may question the clinical decision making – for example if a weak prescription has 
been prescribed to the patient for no apparent reason.  Contractors are encouraged to 
discuss this with their performers (as for ‘occasional procedures discussed above’) and 
may find it helpful to agree how the College of Optometrists’ Guidelines are applied 
within the practice.  Remember that, for the example mentioned above, the contractor 
would be held to account for over-prescribing by one of their performers. 
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Clinical Record Data Audit  ‐  help for auditors 
Select 10 GOS records.  These could be consecutive GOS sight tests or at random, or 
if specifically required, from certain GOS eligibility groups such as patients with a close 
relative who has glaucoma.  Try to identify whether information is written against the 
various headings.  Mark 1 for present, 0 for absent and N for not applicable and then 
total the figures in the right hand column at the end of the audit. 
 
Although you can do this using the paper table at the end of this document, it will be 
much easier to use  one of the Excel spreadsheet that is available which will add the 
scores up and calculate percentages, making allowance for “not applicable”.  The 2007 
sheet graphs the percentages as well: 
 


 Excel 2007 spreadsheet:  
http://qio.otterwings.com/documents/Record%20Audit%20for%202007.xls 


 Excel 97-2003 spreadsheet: 
http://qio.otterwings.com/documents/Record%20Audit%20for%2097-2003.xls 


 
Patient Reference or Record ID – (Preferably Serial Number / Code) – This is so the 
record can be identified later if necessary using the minimum of personal information. 
 
Patient age / GOS eligibility – This is simply to help analyse the relevant tests.  Use 
your normal shorthand way of identifying eligibility groups such as:   


<16 (under 16) 
16-19 (student in full-time education)  
>60 (over 60)  
G (diagnosed glaucoma) 
D (diagnosed diabetic) 
FHG (over 40 and with close relative diagnosed glaucoma patient) 
G/risk (advised by ophthalmologist as at risk of glaucoma) 
S/I (severely sight impaired or sight impaired, previously blind/partially sighted) 
Comp (complex lenses) 
Benefit, where none of the above apply (income based benefit) 


 
 


The Records 
The auditor should ensure that they are clear about the shorthand and recording 
methods of the performers that they are auditing.  Clarify items with the optometrist or 
OMP if necessary.  It might be useful for your practice to have a list of abbreviations 
commonly used by the practitioners.  Such a list can be found in Appendix 1 of the 
Guidelines of the College of Optometrists (available to all at www.college-
optometrists.org).  Many pre-printed record cards have items that can be recorded by a 
tick or by circling a choice and this is perfectly acceptable.  The auditor should also be 
clear about the practice policy on items such as tonometry; is it carried out on 
everyone; only on those aged over 40 or somewhere in between?  In that particular 
case ‘N’ should be entered where it is not applicable (e.g. children). 
 
It will also be helpful at first to ask questions if you are unsure of the information you 
are faced with, however this may need to be reflected in the recording of the legibility of 
the record at the end if the problem is reading the writing. 
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Some recording systems will be manual (paper), others will be electronic and many 
may be a mix.  For instance, the name of the GP, a required entry on a GOS1 for 
certain categories of patient, may be recorded on a practice management system 
rather than the paper record.  This is OK, all information recorded in the practice should 
be regarded as forming the complete record. 
 
 


Key Indicators 
Symptoms / Reason for visit – The reason for the sight test should be clear.  Why did 
the patient attend?  The reason may be simply a tick against “routine”.  Any problems 
or concerns should be noted.   
 
General Health – list of medical conditions, or fit and well.  May simply say ‘GH-OK’, or 
‘GHG’ (general health good). 
 
Corrected Visual Acuity – best vision with the new prescription.  This will be recorded 
as either 6/x, where x is a number greater than 3, or as a decimal, such as 0.1, 0.2 etc.  
Near visual acuity will normally be recorded as N5, N4.5 or similar. 
 
Internal examination of the eye i.e. ophthalmoscopy.  There should be an indication 
that this has been carried out.  A tick, or ‘NAD’ is not really an acceptable level of 
recording for the internal examination, although it may indicate it was carried out.  
Minimum additional recording for audit purposes might be the C:D ratio, e.g. C:D 0.5 
(or CDR 0.5), though this alone would be less than good practice. 
 
Refraction result – the final prescription should be present within or as part of the 
record.  It should be clear whether the refraction result is for distance, near, or both.  
For patients over the age of 40 the reading refraction is commonly recorded as a 
reading addition to be added to the distance prescription.  This could be recorded as, 
say, ‘add +2.00’.  The prescription given could be on the practice management IT 
system. 
 
Advice given could include any or all of when to wear any spectacles prescribed, 
recall interval, advice about lighting, treatment advice e.g. lid hygiene, etc.  The 
minimum might be the recommended recall interval. 
 
 


Clinical Indicators 


Ocular history  - Any accidents, attendances at a hospital eye department, lazy eye, 
cataract surgery, laser surgery, iritis etc.  There may be reference here to notes on a 
previous record, which is OK.  It may be as simple as whether they have previous 
spectacles.  May be a tick box for none. 
 
Medications – either a list of medications or a list of conditions being treated or no 
meds. 
 
Family Ocular History – diabetes, glaucoma, AMD, squint, lazy eye, blind, etc.  The 
record may have an item such as “FOH?  Y / N” in which case a circle around, or tick 
against, ‘N’ would be OK.  In the case of ‘Yes’, further information should be recorded. 
 
Unaided vision or vision in previous spectacles – either or both.  Look for unaided 
VA or look for details of last spectacles(Rx) and detail such as VA – Dist(D) or Near(N) 
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Binocular vision assessment for distance and near – Cover test (CT) or other 
test such as Maddox Rod, Mallett,  or other fixation disparity test.  May be simply 
a circle with a cross through it.  Could say ortho (D / N), XOP, exo, SOP, eso.  Ask 
the optometrists how and where it is recorded on their records.  Should be entered on  
the audit forms on 2 separate lines, one  for distance and one for near.  A BV 
assessment for near is less commonly recorded than for distance. 
 
External examination – could be by slit lamp or magnifying loupe or naked eye or with 
an ophthalmoscope.  Simple recording of pupil reactions can be taken as evidence of 
an external examination. 
 
 


Occasional Procedures 
Visual Fields (Threshold or Suprathreshold) – where appropriate.  This is actually 
quite a difficult category to audit as the necessity for a visual field examination will 
require a subjective clinical assessment of the whole record.  The auditor will need to 
ask the advice of the optometrist or OMP as to which records are not applicable in this 
category.  Visual field tests may be carried out on automated machines (Henson, 
Humphrey, Dicon, FDT etc). 
 
Where a print out is present it should be noted on the record by the optometrist or OMP 
that VF were performed.  If no printout, details of the test strategy and threshold should 
be recorded. 
 
Tonometry - where appropriate.  Usually recorded against “IOP”, often with the time.  
Sometimes recorded as a large T with the pressure for each eye written under either 
arm of the T.  Enter ‘N’ against those records where tonometry would not be carried 
out.  Again, it may be necessary to ask the optometrist or OMP which records are not 
applicable.  An alternative approach for discussion with the practitioners and contractor 
would be to regard all patients under the age of 40 as ‘N’ and all those over as relevant 
and so 0 or 1. 
 
Referral Letter copies – This item is only applicable if there has been a referral to the 
GP or a hospital when there should be copies of all referral letters sent. 
 
 


Dispensing Procedures 


Full dispensing details (where a GOS Voucher is used) – If spectacles or contact 
lenses have been supplied with the involvement of a GOS Voucher, then details of the 
dispensing should be recorded. 
 
Details of GOS Voucher Value – In the case above, where spectacle have been 
supplied using a GOS Voucher, then the details of the voucher value should be 
recorded on the record.  Simply recording the voucher code would be adequate, 
although the monetary value might be better. 
 
Accurate details of repair or replacement – If repairs claimed for under GOS are not 
accurately recorded then the NHS can legitimately reclaim the money from you.  It is 
good practice to state the reason for the repair or replacement, but details of the repair 
would be adequate for the purposes of the audit. 
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Administrative Procedures  
Patient is identifiable – It should be clear to whom the record relates and so a 
minimum would be full name and date of birth although generally the record will include 
address, phone number, and possibly email address, name of GP etc. 
 
GOS eligibility clear – It should be possible to tell from the record why the patient is 
eligible for GOS. 
 
Record is legible – Give one mark for easy to read, no marks if totally illegible and half 
a mark if approx 50% is readable. 
 
Name of usual GP – may not be taken routinely but must be recorded in cases of 
referral and if patient suffers from diabetes or glaucoma.  It may be on the practice 
management system rather than on the record, which is OK. 
 
Name or initials of optometrist/OMP – it should be possible to identify the optometrist 
or OMP who performed the sight test.  In large practices it may be appropriate to 
identify the optometrist or OMP on the record.  In smaller practices, with a limited 
number of practitioners, this may be obvious from the handwriting and so this may 
never be recorded but is still OK. 
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Links 
The AOP sight test protocol lists the procedures involved in a standard sight test. 
http://www.aop.org.uk/uploaded_files/pdf/appendix1.pdf 
 
DOCET have a booklet available on record keeping: 
http://www.docet.info/docet/filemanager/root/site_assets/record_keeping_booklet.pdf 
 
The College of Optometrists provide advice on record keeping: 
http://www.college-optometrists.org/objects_store/Record%20Keeping.pdf 
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8.%20Record%20Audit%20for%202007.xlsx
Record Audit

		Performer:				Date:																								Auditor:

		Patient  age or NHS eligibility group:  																								Max possible		Total

		Record ID:  																																Conditional ticks

		Audit Item																																tick till		exclamation till				Entry list 1		Entry list 2

		Symptoms or Reason for visit		Key Performance Indicators																						10		0		0%		0.00%		0.8		0.6				0		0

		General Health																								10		0		0%		0.00%		0.8		0.6				0.5		1

		Corrected visual acuity																								10		0		0%		0.00%		0.9		0.8				1		N

		Internal examination of the eye																								10		0		0%		0.00%		1		0.9

		Refraction result																								10		0		0%		0.00%		1		0.9

		Advice given																								10		0		0%		0.00%		0.7		0.4

		Sub-totals: 				0		0		0		0		0		0		0		0		0		0		10

		Quality Metric				Records with all KPIs completed:																						0		0%		0.00%		0.5		0.3

		Ocular history		Clinical Indicators																						10		0		0%		0.00%		0.7		0.4

		Medications																								10		0		0%		0.00%		0.7		0.4

		Family Ocular History																								10		0		0%		0.00%		0.7		0.4

		Unaided vision or vision in previous Rx																								10		0		0%		0.00%		0.7		0.4

		Binocular vision assessment - Distance																								10		0		0%		0.00%		0.7		0.4

		Binocular vision assessment - Near																								10		0		0%		0.00%		0.6		0.3

		External examination																								10		0		0%		0.00%		0.7		0.4

		Visual Fields 		Occasional Procedures																						10		0		0%		0.00%		0.7		0.4

		Tonometry																								10		0		0%		0.00%		0.9		0.6

		Referral Letter copies																								10		0		0%		0.00%		0.9		0.6

		Full Dispensing details (where a GOS voucher is used)		Dispensing Procedures																						10		0		0%		0.00%		0.9		0.8

		Details of GOS voucher value																								10		0		0%		0.00%		0.8		0.6

		Accurate details of repair or replacement																								10		0		0%		0.00%		0.9		0.7

		Patient is identifiable		Admin Procedures																						10		0		0%		0.00%		1		0.95

		Record is legible																								10		0		0%		0.00%		0.7		0.5

		Name of usual GP																								10		0		0%		0.00%		0.5		0.3

		Name or initials of optometrist/OMP completing 																								10		0		0%		0.00%		0.5		0.3









&"Arial,Bold"&12Contractor Audit of Performer Records	




Introduction

		Auditing Performer Records

		There is a contractual requirement for the maintenance of full, accurate and contemporaneous records and it is the responsibility of the contractor to ensure that this happens.  This means that the contractor must take steps to ensure that his or her performers are maintaining appropriate records.  A simple and effective way of achieving this is by auditing samples of records for each performer.  This requires a check that performers are entering data relating to particular items or procedures, but it should be noted that this is not a check on the quality of the clinical performance of those procedures.

		For further instructions and guidance you should refer to the accompanying Word document.
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Record Audit

		Performer:				Date:																Auditor:

		Patient  age or NHS eligibility group:																								Max possible		Total

		Record ID:																														Conditional ticks

		Audit Item																														tick till		exclamation till				Entry list 1		Entry list 2

		Symptoms or Reason for visit		Key Performance Indicators																						10		0		0%		0.8		0.6				0		0

		General Health																								10		0		0%		0.8		0.6				0.5		1

		Corrected visual acuity																								10		0		0%		0.9		0.8				1		N

		Internal examination of the eye																								10		0		0%		1		0.9

		Refraction result																								10		0		0%		1		0.9

		Advice given																								10		0		0%		0.7		0.4

		Sub-totals:				0		0		0		0		0		0		0		0		0		0		10

		Quality Metric				Records with all KPIs completed:																						0		0%		0.5		0.3

		Ocular history		Clinical Indicators																						10		0		0%		0.7		0.4

		Medications																								10		0		0%		0.7		0.4

		Family Ocular History																								10		0		0%		0.7		0.4

		Unaided vision or vision in previous Rx																								10		0		0%		0.7		0.4

		Binocular vision assessment - Distance																								10		0		0%		0.7		0.4

		Binocular vision assessment - Near																								10		0		0%		0.6		0.3

		External examination																								10		0		0%		0.7		0.4

		Visual Fields		Occasional Procedures																						10		0		0%		0.7		0.4

		Tonometry																								10		0		0%		0.9		0.6

		Referral Letter copies																								10		0		0%		0.9		0.6

		Full Dispensing details (where a GOS voucher is used)		Dispensing Procedures																						10		0		0%		0.9		0.8

		Details of GOS voucher value																								10		0		0%		0.8		0.6

		Accurate details of repair or replacement																								10		0		0%		0.9		0.7

		Patient is identifiable		Admin Procedures																						10		0		0%		1		0.95

		Record is legible																								10		0		0%		0.7		0.5

		Name of usual GP																								10		0		0%		0.5		0.3

		Name or initials of optometrist/OMP completing																								10		0		0%		0.5		0.3
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Introduction

		Auditing Performer Records

		There is a contractual requirement for the maintenance of full, accurate and contemporaneous records and it is the responsibility of the contractor to ensure that this happens.  This means that the contractor must take steps to ensure that his or her performers are maintaining appropriate records.  A simple and effective way of achieving this is by auditing samples of records for each performer.  This requires a check that performers are entering data relating to particular items or procedures, but it should be noted that this is not a check on the quality of the clinical performance of those procedures.

		For further instructions and guidance you should refer to the accompanying Word document.
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		Infection Control Policy and Health Care Associated Infection Reduction Plan:	
PRACTICE NAME:
Approved by PRACTICE NAME:
[insert date]:		







PRACTICE NAME: 

Infection Control Policy and Health Care Associated Infection Reduction Plan


The Company is committed to reducing minimising the possibility of health care associated infection.


The use of appropriate hygiene procedures and precautions to prevent exposure to and reduce the risk of transmission of infectious diseases is essential.  A culture of ‘zero tolerance’ of avoidable infections is required to achieve sustainable reductions in health care associated infections (HCAI).  Strict hygiene must be observed when dealing with patients with particular attention being paid to any equipment with which they come into contact. 



The Company will ensure the following infection control procedures are in place:

· Chin rests and headrests on slit lamps, field screeners, keratometers, tonometers, autorefractors, fundus cameras or any other equipment should be cleaned with a sterile wipe before use by each patient.

· Hand hygiene guidelines should be observed.

· Similarly, the bridge and sides of trial frames and forehead and cheek rests of refractor (phoropter) heads should be cleaned anew for each patient.

· Items coming into contact with a patient’s eye must not be reused.

· Disposable tonometer prisms must be used when performing contact tonometry using either a Perkins or Goldmann tonometer, and any permanent tonometer prisms must be removed from the consulting room.

· Alternatively, in accordance with College of Optometrist’s guidelines, permanent tonometer prisms may be soaked in 2% sodium hypochlorite (Milton) solution for 60 minutes between uses, although this does not guarantee protection against the transmission of vCJD.  Disposable sleeves must be used with Tonopens.

· Liquid antibacterial soap and paper towels must be available at any sink used by staff and patients – fabric towels should not be provided.

· Alcohol hand rub should be available and used between patients.

· Diagnostic solutions such as sterile saline or contact lens soaking solutions must be clearly marked with the date first used.  They must always be stored with caps on and not used beyond the recommended dates.

· Single-dose eye drops such as minims must only be used once and then discarded.



It is the Company’s responsibility to ensure that all staff comply with the above instructions.



This infection control policy will be reviewed annually with commencement date [insert date]. This policy also acts as the Company’s Health Care Associated Infection Reduction Plan.
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Information for patients



		NHS funded sight tests are available in this practice 







		NHS funded sight tests and optical voucher entitlements



		You qualify for a free NHS funded sight test if you are:



		· Aged under 16



		· Aged 16, 17 or 18 and are in full-time education



		· Aged 60 or over



		· Diagnosed with diabetes or glaucoma



		· Considered to be at risk of glaucoma (as advised by an ophthalmologist)



		· Aged 40 or over, and the parent, brother, sister, son or daughter of a person diagnosed with glaucoma



		· Registered as partially sighted (sight impaired) or blind (severely sight impaired)



		· Eligible on NHS Complex lens Voucher (your optician will advise on your entitlement)



		· Claiming Benefit (Income Support, Income Based Jobseekers Allowance, Income related Employment and Support Allowance, Pension Guarantee Credit or receiving  Tax Credit and meeting qualifying conditions)



		· On a low income and named on a valid HC2 (full help) or HC3 (partial help) certificate



		· A prisoner being seen outside prison



		



		* If you reside in Wales, most optometrists can also offer a free eye test if: 



		· You have an eye problem that needs urgent attention



		· You have sight in one eye only



		· You have a hearing impairment and are profoundly deaf

· You suffer from Retinitis Pigmentosa

· You are of Black or Asian ethnicity 



		· You are at risk of eye disease



		· You have been referred by another health professional because they think you may have an eye problem



		



		You qualify for an optical voucher which provides financial help towards the cost of your spectacles or contact lenses if you are:



		· Are under 16



		· Aged 16, 17 or 18 and are in full-time education



		· Eligible on NHS Complex lens Voucher (your optician will advise on your entitlement)



		· Claiming Benefit (Income Support, Income Based Jobseekers Allowance, Income related Employment and Support Allowance, Pension Guarantee Credit or receiving  Tax Credit and meeting qualifying conditions)



		· On a low income and names on a valid HC2 (full help) or HC3 (partial help) certificate



		· A prisoner being seen outside prison







		Your safety



		This practice and all our practitioners and staff are committed to operating and maintaining effective systems for infection control to protect both patients and staff.  We comply with all relevant Health and Safety Executive legislation and Medicines and Healthcare products Regulatory Agency requirements.







		Complaints



		If you would like to make a complaint, please contact the Practice manager, phone number, email address.  Alternatively, you can contact Health Board name, ADDRESS. Tel: 00000 000000. Email: concerns@wales.nhs.uk



		Your complaint will be acknowledged within 2 working days.



		If your complaint relates to your sight test and you are not happy with how your complaint has been handled either by us or by NHS Wales, you will be advised of your right to take your complaint to the Health Service Commissioner (Ombudsman).  

If your complaint relates to your spectacles or contact lenses you can contact: OCCS, 6 Market Square, Bishop’s Stortford, Hertfordshire, CM23 3UZ.  Tel: 0844 800 5071 Email: enquiries@opticalcomplaints.co.uk. Web:www.opticalcomplaints.co.uk 







Links to local data:

		Aneurin Bevan Health Board

		Complaints & Concerns - Aneurin Bevan University Health Board (nhs.wales)



		Betsi Cadwaladr University Health Board

		Make a complaint - Betsi Cadwaladr University Health Board (nhs.wales)



		Cardiff & Vale University Health Board

		Concerns and complaints - Cardiff and Vale University Health Board (nhs.wales)



		Cwm Taf Morgannwg University Health Board

		Concerns and Complaints - Cwm Taf Morgannwg University Health Board (nhs.wales)



		Hywel Dda University Health Board

		Patient support services (complaints & feedback) - Hywel Dda University Health Board (nhs.wales)



		Powys Teaching Health Board

		Feedback and Complaints - Powys Teaching Health Board (nhs.wales)



		Swansea Bay University Health Board

		Complaints - Swansea Bay University Health Board (nhs.wales)
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Approved by :
[insert date]:	

		







[insert practice name]: 

Complaints Policy


The Company will endeavour to deliver a service whereby the likelihood of complaints being made is very low.  However, if complaints do occur, the Company is well placed to address these and implement lessons learned in order to improve the quality of our service provision, in the interests of patients. 



This review/analysis mechanism allows the Company to identify areas for improvement. Central to the Company’s complaints policy is an emphasis on transparency for all parties.  



The Company adheres to the National Health Service (Concerns, Complaints and Redress Arrangements) (Wales) Regulations 2011 The National Health Service (Concerns, Complaints and Redress Arrangements) (Wales) Regulations 2011 and the NHS Duty of Candour regulations The NHS Duty of Candour | GOV.WALES and all local requirements on complaints management.  



For the purpose of this policy, a complaint is not a complaint, if it is made orally and is resolved to the complainant’s satisfaction within 24 hours.  A complaint may not refer to a failure to comply with the Freedom of Information Act. Nor may a complaint relate to a subject which has already been dealt with as a complaint and been resolved.



A complaint may be made orally, in writing or electronically.  If it is made orally, a written record will be made of the complaint if 24 hours have elapsed since the complaint was made and if the complaint has not been resolved.  A copy of the written record will be provided to the complainant.



The Company will make information available to the general public about their arrangements for dealing with complaints about NHS services. 



Our named complaints manager with overall responsibility for complaints management is [insert details].



The complaints manager will ensure:


· Complaints are dealt with efficiently and are properly investigated.

· Complainants are treated courteously, fairly, expeditiously, appropriately and are informed of the outcome of the investigation of their complaint.

· Action is taken in the light of the outcome of the investigation if any is necessary.



Complaints are reported to the commissioner as required by the contract.

A service improvement plan is produced and implemented where appropriate, in accordance with the Company’s Quality and Continuous Improvement Policy.  


The Company’s Procedure for Managing Complaints



1. All complaints will be acknowledged by the complaints manager within 3 working days.



2. When acknowledging receipt of a complaint, the complaints manager will offer to discuss with the complainant how and when he/she intends to investigate and resolve the complaint.  If the complainant refuses this offer, the complaints manager will advise the complainant in writing how long it is likely to take him to respond concerning the substance of the complaint (the ‘response period’).



3. The complaints manager will endeavour to keep the complainant informed of the progress of the investigation.  As soon as possible after completing the investigation, the complaints manager will advise the complainant in writing how he has considered the complaint and what he proposes to do to resolve the complaint and any consequent action.  This will be done within 10 working days where possible. He will also inform the complainant of their right to pursue the complaint with the Local Health Board.



4. The Company will endeavour to resolve the complaint within six months after receiving the complaint or, if it cannot be resolved, the complaints manager will tell the complainant why they have not managed to do so.



5. The Company will make information available to the general public about their arrangements for dealing with complaints about NHS services.



6. The Company will keep a record of each complaint received, the subject matter and outcome of each complaint, each response period where applicable, and, in the cases of a response period being applicable, whether the complainant was informed of the outcome of the investigation.



The Company will report complaints to the Local Health Board as per the terms of the contract for the service.  This information will also be used within annual reports from the board. 



In situations where a complaint develops into a serious incident - particularly when a patient becomes harmed or otherwise deemed at risk - the Company’s serious incident policy will be activated in line with requirements as detailed in the WGOS Clinical Manuals. 
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PRACTICE NAME: 

Health and Safety Policy

Introduction

The health and safety of both our service users and the staff of our subcontractors is fundamental to the Company. The Practice is committed to minimising the risk of workplace injury or illness for our staff and patients. The Practice does this by:

· Recognising the value and importance of our people and ensuring we all play a part in creating a safe and healthy working environment for ourselves, those we work with, and the public

· Establishing an environment and culture that drives the prevention of injury and ill health

· Providing our staff with the right balance of knowledge, understanding and skills to enable all work to be carried out safely

· Providing a clear and effective health and safety management system and delivering against challenging targets

· Continuously improving our health and safety culture and performance.

We recognise that the benefits of good safety management to be:

· Safety for staff, contractors and our patients

· Reduced number of accidents and ill-health

· Protection of our best interests and reputation

· Compliance with legal duties

· Happier, better-motivated staff

· Greater operating efficiency.

The Practice complies with all health and safety legislation and this policy has been created to meet the requirements of the Health and Safety at Work etc Act 1974, section 2(3).  

Our health and safety policy will be reviewed and possibly revised in the light of experience, or because of operational or organisational changes and/or annually.

Purpose

The purpose of this policy is to ensure that the Practice’s staff perform their duties in full accordance with our commitment to health and safety.



Audience

The audience of this policy is the Practice’s staff, local NHS and health agency teams, patients and any other local stakeholder which we may liaise with when performing optical services.



Distribution plan

This policy is held by the Practice’s management and all our staff are required to be familiar with, and utilise, it. New staff are required to understand its contents as a part of their induction.



Training plan and support

The Practice’s management and health and safety lead identity training issues with staff and develop support programmes as required. This can be either individually or with the whole team and takes in induction training and job specific training. We carry out consultations with employees to obtain their feedback and suggestions on health and safety issues. Training records are retained. 



Roles and responsibilities

Our named health and safety lead with overall responsibility for health and safety is [insert name]. The health and safety lead is responsible for ensuring that staff are sufficiently trained and are aware of their responsibilities. The health and safety lead will:



· Undertake consultation with employees on health and safety matters 

· Undertake supervision and training of new members of staff in health and safety matters

· Identify when maintenance is needed, draw up maintenance procedures, reporting problems purchasing of new equipment

· Ensure safe handling and use of substances (if applicable).



All staff are responsible for ensuring they perform their duties safely and with due regard to the health and safety of their patients, their colleagues and themselves. Staff must ensure that they:



· Are responsible for acting in a safe manner whilst at work

· Take reasonable care of our own safety

· Take reasonable care of the safety of others affected by what we do or fail to do

· Not interfere with or misuse, intentionally or recklessly, anything provided in the interests of safety

· Co-operate so that we can fulfil our legal duties e.g. comply with our safety rules

· Set a good personal example in relation to health and safety

· Follow the requirements of our health and safety policy and management system.



Process/ Procedure

We employ the following processes/procedures for elements of health and safety securitisation: 



Accidents: All accidents should be reported by staff to the health and safety lead. Records of accidents will be kept by the health and safety lead and a member of staff will be trained in first aid. The health and safety lead requires, arranges and retains record of health and safety incidents. They explain to staff where first aid equipment is stored and the appointed person/first aider for first aid. 



Access: Staff are required to keep passageways clear of obstacles, particularly cables.



Electrical equipment: Staff must not tamper with electrical equipment or attempt to make repairs. All faults should be reported to the health and safety lead who will report it to a competent person to rectify. Sockets should not be overloaded. Personal equipment should not be used in the office. 



Fire hazards: The Practice conducts fire risk assessments and checks on escape routes, fire extinguishers, alarms and evacuation procedures. Evacuation points are clearly displayed to staff and patients. Staff should be familiar with emergency procedures. 



Hazards: Staff should report potential hazards to the health and safety lead.



Information: The Health and Safety Law Poster will be displayed, or the equivalent leaflets will be issued in the Practice.


Risk assessment: A risk assessment is carried out to identify and list health and safety risks and action needed to remove/control any risks. The staff member responsible is noted as is the timetable for review. We list our health and safety risks internally and ensure that all staff are aware of these. Risks are assessed in accordance with the Practice’s Risk and Issue Management Policy.



Safe handling and use of substances (if applicable): The Practice identifies who is responsible for undertaking control of substances hazardous to health assessments, informing employees and reviewing assessments. Staff members who are not responsible for handling hazardous substances are not permitted to do so unless specifically instructed otherwise. 



Safe plant and equipment: The Practice identifies when maintenance on equipment is needed, holds a list of maintenance procedures, and reporting lines in the event of potentially dangerous equipment.


Waste: Prevention, segregation, handling, transport and disposal of waste will be managed so as to minimise the risks to the health and safety of staff and patients (please see the Practice’s Environmental Management System for more information).

Workstation assessment: The health and safety lead should ensure that staff are comfortable with their workstations. Staff surveys are carried out and the health and safety lead will help resolve any issues flagged.  


Monitoring of compliance and effectiveness of implementation

The health and safety lead monitors workplace conditions and safe working practices. They also monitor staff implementation of health and safety implementation. 

NHS England maintains a Safety Alert Broadcast System (SABS).  The Company will ensure that any appropriate action has been taken in response to a SAB. For effectiveness, we will send an acknowledgement that the alert has been received and any appropriate action has been taken. 


Review
This policy will be reviewed annually from [insert name].
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Lone Working Policy for Optometric Practice









Introduction 

The purpose of a lone working policy is to reduce the risks of lone working as far as is reasonably practicable.



Such a policy provides guidance to staff and ensures there are systems in place to ensure the health, safety and welfare of lone workers. There is no general prohibition in health and safety law of working alone, but employers have a general duty of care under the Health and Safety at Work Act and must comply with the ‘Secretary of State directions’ 2003 & 2004 amended 2006. When determining a safe system of work, it is likely that there will be a need for additional controls to be put in place. These controls will be identified once a risk assessment has been undertaken.





Definition of Lone Workers

The Health and Safety Executive (HSE) defines lone workers as people who work by themselves, without close or direct supervision. Examples include, one person working in isolation from other workers in the same building, workers in remote locations, mobile workers, those on domiciliary visits, working alone with patients or staff working out of hours or returning to a locked and empty building





Sample Policy

On the following pages is a sample policy which you could use as a basis for your own policy. For illustrative purposes it covers many risks and several security options which may not apply to your practice. You will need to remove sections which do not apply but you may also need to add risks specific to your circumstances.





Chaperone Policy

You can find a model policy below.























		Document name:	Lone Worker Policy

Author:		PRACTICE NAME

Approved by:	PRACTICE NAME

Version Date:           [insert date] 

Review Date:           [insert Review Date]

	









Policy for Lone Working



PRACTICE NAME is committed to providing a safe environment for staff and patients. This policy lays out the responsibilities of practice staff with regards to working alone or in an isolated area of the practice. The risk assessment is to be reviewed annually and in addition, reviewed if there is any incident or near miss involving a member of staff working alone. 



Manager’s Responsibilities



· Identify staff who are lone workers 

· Inform staff of their responsibilities under the lone working policy.

· Ensure that all new starters are made aware of protocols in relation to lone working.

· Ensure that a risk assessment has been completed and documented and is regularly reviewed.

· Put procedures, devices and/or safe systems of work into practice which are designed to eliminate or reduce the risks associated with lone working. 

· Define working limits of what can and what cannot be done while working alone. 

· Ensure that staff identified as being at risk are given appropriate information, instruction and training. 

· Record and investigate incidents involving lone workers and make recommendations to prevent recurrence.

· Ensure that a chaperone policy is in place

· For domiciliary visits the practice manager shall also take account of the current advice for domiciliary practice when carrying out the risk assessment.  This is available from the AOP and FODO websites  





Staff Responsibilities

· It is the responsibility of all staff to take reasonable care of themselves by remaining alert and vigilant at all times.

· They should never knowingly put themselves at risk and withdraw immediately (or as soon as possible) from any situation where they feel threatened

· Ensure they read, understand and comply with the lone working policy and other related policies listed below

· Participate in the risk assessment process to reduce the risk associated with lone working

· Make full and proper use of any equipment provided, e.g. panic alarm

· Ensure that all known relevant information about patients is passed on, if there is a known risk, or history of violence or aggression, in line with Caldicott guidance.

· Report any incidents or risks identified from lone working to their manager 





Risk assessments 

The current risk assessment follows and forms part of this policy.



For reviewing the practice lone working risk assessments the following questions will be considered:

· Is it necessary for the individual to work alone?

· Does this workplace present any special risk to the lone worker?

· Is there a safe means of entry and exit to the workplace 

· Will cash or valuables be handled and will there be a risk of violence?

· Is the worker vulnerable to harassment or assault?

· Do lone workers have knowledge of the hazards and risks to which they are possibly being exposed?

· Do lone workers know what to do if something goes wrong?

· Do lone workers know how to contact their manager during their working hours?

· Does someone else know the whereabouts of the lone workers and what they are doing?





For Domiciliary Visits;



· All staff should accept responsibility for keeping personal contact details up to date

· Where a member of staff does not intend to return to base at the end of the day it is their responsibility to inform their colleagues.

· Wherever practicable lone workers should be provided with, or in possession of, a mobile phone.

· They should be expected by the patient i.e. appointments have been made

· They should park in well-lit areas close to the patient’s house facing the direction in which they intend to leave, but not on the patient’s driveway

· Ensure their car is in good condition and has sufficient fuel.

· Make and registration number of car is to be held by their base

· If there is a known problem with animals at a particular address a polite request should be made to ensure they are secured or removed before the visit



Other related policies

Chaperone policy

Health and Safety Policy



		 Name of Staff Member

		Date and signature to confirm read and understand this policy



		

		



		

		



		

		



		

		

















Appendix



PRACTICE NAME Risk Assessment for Lone Working -Practice Environment



		Identified Hazard

		Required Controls

		Are controls in place YES/NO and evidence



		Security of the premises and property therein

		Site lockable and secure and staff member is instructed on procedures for locks and alarms.



The back door is to be kept locked but with the key in place and bolts open during opening hours to ensure fire escape route is clear



Security cameras (if used*)  are switched on

		YES staff training annually



Date of last training [Staff Training Date]



		Safety of member of staff if they became unwell

		Staff member has reasonable health i.e. is not known to suffer from fits or similar conditions



Family or friends are aware of expected return home time after work



Manager’s contact details held by  hairdressers next door in case of emergency

		Yes



		Personal safety of staff member

		Security cameras * in good working order



Emergency contact phone numbers on speed dial on staff mobile and practice phone



Staff trained in event of robbery to cooperate and hand over money and/or goods and take no personal safety risks



Exterior of premises well lit for winter months



Panic button installed in consulting room and in the workshop at the back of the practice*

		Yes

Staff training [Staff Training Date]



Alarm serviced annually



Date of last alarm system service [Alarm Service Date]







*please note this is an example only and for this purpose several alternative security methods are mentioned. It is for each practice to assess risk and install only devices appropriate for their needs.
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CHAPERONE POLICY



PRACTICE NAME are committed to providing a safe, comfortable environment where patients and staff can be confident that best practice is being followed at all times and the safety of everyone is of paramount importance.



This chaperone policy adheres to local and to national guidance and policy as laid out in the Guidance and advice published by the College of Optometrists and the Association of British Dispensing Opticians.



Patients are welcome to bring a chaperone to accompany them into the consulting room.



All our practitioners and staff are aware of, and have received appropriate information in relation to, this policy.



Checklist.



Our practitioners and staff will:



1. Explain procedures to the patient as necessary and respond to their questions.

2. Comply with any request from a patient not to carry out any procedure, although this may require the sight test to be terminated.

3. When examining a child or vulnerable adult, allow any request for a parent or carer to accompany the patient in the consulting room unless it is contrary to the declared wishes of a “Gillick competent” child.

4. Maintain an open-access policy – i.e. a policy which means that colleagues are able to simply knock and enter the consulting room at any time without having to wait to be invited in after knocking;

5. Where it is thought appropriate, keep the consulting room door ajar to enable the parent or carer to hear the consultation if they are not in the consulting room.

6. Explain what they are doing during the examination, the outcome when it is complete and what they propose to do next. Keep discussion relevant and avoid personal comments.

7. Record any other relevant issues or concerns immediately following the consultation.









PRACTICE NAME CHAPERONE POLICY

PATIENT NOTIFICATION





PRACTICE NAME are committed to providing a safe, comfortable environment where patients and staff can be confident that best practice is being followed at all times and the safety of everyone is of paramount importance.



All patients are entitled to have a chaperone present in the consulting room where they feel one is required. This chaperone may be a family member or friend.



Your optometrist or optician may also require a chaperone to be present for certain consultations in accordance with our chaperone policy.



If you would like to see a copy of our Chaperone Policy or have any questions or comments regarding this please contact the manager.
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CHAPERONE POLICY



PRACTICE NAME are committed to providing a safe, comfortable environment where patients and staff can be confident that best practice is being followed at all times and the safety of everyone is of paramount importance.



This chaperone policy adheres to local and to national guidance and policy as laid out in the Guidance and advice published by the College of Optometrists and the Association of British Dispensing Opticians.



Patients are welcome to bring a chaperone to accompany them into the consulting room.



All our practitioners and staff are aware of, and have received appropriate information in relation to, this policy.



Checklist.



Our practitioners and staff will:



1. Explain procedures to the patient as necessary and respond to their questions.

2. Comply with any request from a patient not to carry out any procedure, although this may require the sight test to be terminated.

3. When examining a child or vulnerable adult, allow any request for a parent or carer to accompany the patient in the consulting room unless it is contrary to the declared wishes of a “Gillick competent” child.

4. Maintain an open-access policy – i.e. a policy which means that colleagues are able to simply knock and enter the consulting room at any time without having to wait to be invited in after knocking;

5. Where it is thought appropriate, keep the consulting room door ajar to enable the parent or carer to hear the consultation if they are not in the consulting room.

6. Explain what they are doing during the examination, the outcome when it is complete and what they propose to do next. Keep discussion relevant and avoid personal comments.

7. Record any other relevant issues or concerns immediately following the consultation.









PRACTICE NAME CHAPERONE POLICY

PATIENT NOTIFICATION





PRACTICE NAME are committed to providing a safe, comfortable environment where patients and staff can be confident that best practice is being followed at all times and the safety of everyone is of paramount importance.



All patients are entitled to have a chaperone present in the consulting room where they feel one is required. This chaperone may be a family member or friend.



Your optometrist or optician may also require a chaperone to be present for certain consultations in accordance with our chaperone policy.



If you would like to see a copy of our Chaperone Policy or have any questions or comments regarding this please contact the manager.
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Freedom of Information Act (FOI): Model Publication Scheme



This document complies with the requirements of the Information Commissioner’s Model Publication Scheme for LOCSU in accordance with the Freedom of Information Act 2000 and fulfils the obligations on opticians’ practices under the Act.



Introduction

This is a complete guide to the information routinely made available to the public by PRACTICE NAME.  It is a description of the information about our NHS services that we make publicly available.  It will be reviewed at regular intervals. 



How is the information made available?	

The information within each Class is available in hard copy from:











This guide information

We will publish any changes we make to this guide or relevant information.  We will also publish any proposed changes or additions to publications already available.

	

Cost of Information

For the most part, we will only charge for hard copies, or copies onto media.  Charges are as follows and will be reviewed regularly.

· Accessed from our website – free of charge   (remove if you do not have a website)

· Single hard copies – free of charge

· As the Freedom of Information Act applies to the provision of information, a request for multiple hard copies does not fall within the provisions of the Act and will attract a charge for retrieval, photocopying and postage.  We will inform you of the cost of these charges that will have to be paid in advance.

· E-mail will be free of charge.  





Your Rights to Information

· The Freedom of Information Act 2000 is designed to promote openness and accountability amongst all organisations that receive public money.  



· Like all NHS contractors, since 1 January  2005 there has been a FOI obligation on optical practices to respond to requests about the NHS related information that they hold, and a right of access to that information has been established in law.  



· These rights are subject to exemptions (see below) that have to be taken into consideration before releasing information.



· In addition to accessing the information identified in this guide, you are entitled to request information about our NHS services under the NHS Openness Code 1995.



· Under the Data Protection Act 2018, you are also entitled to access your clinical records or any other personal information held about you and you can contact any practice where your records are held to do this.



Feedback

If you have any comments about the operation of the Publication Scheme, or how we have dealt with your request for information from the scheme, please write to:







Classes of Information

All NHS information at LOCSU is held, retained and destroyed within NHS guidelines.  Our commitment to publish information excludes any information that can be legitimately withheld under the exemptions set out in the NHS Openness Code or Freedom of Information Act 2000, the main reasons being the protection of commercial interests and personal information under the Data Protection Act 2018.  This scheme has been written in accordance with those exemptions.  The information on this Scheme is grouped into the following categories:



1) Who we are and what we do

· Company/Practice background

· List of stores/practices including contact phone numbers

· Details of the opticians and optometrists employed in our practices (stores) can be obtained by contacting that practice directly.

· Alternatively, details of all opticians and optometrists registered in the UK are available from the General Optical Council (if you are putting this onto a web site you can link to registration search) Tel: 0207 580 3898.

· Company Registration number (if applicable)

 



2)	Financial and funding information: what we spend and how we spend it 

For every sight test performed on behalf of the NHS the practice receives a set fee, which is fixed nationally. This practice also carries out the following enhanced services on behalf of the NHS: . The fees paid by the NHS for each service are available from the practice on request. They include a contribution towards optometrists’ and staff salaries, equipment costs and other practice overheads. Information in this class will be published only where it is unlikely adversely to affect the commercial position of the firm or practice



Full details of the company accounts can be found here (link to accounts) Only applicable for companies that publish their accounts



3) 	Our Priorities

To provide our patients with high quality eye care





4) 	Decision Making 

Any decisions made about the provision of NHS-funded services will be reflected in the services we provide and in the contract(s) held with the NHS Wales. 



5)	Our policies and procedures 

  Complaints

  Data protection (If available)

  Health and safety (If available)



 / They are available on request from PRACTICE NAME



Complaints

If you have a complaint about any of our products or services, please do discuss any problems with the manager at the PRACTICE NAME concerned in the first instance. We find that most issues can be put right at this stage.  



If the matter cannot be resolved in this way or you are unsatisfied with the response you receive please contact Customer Services/us on OPTOMETRY WALES.  A full copy of our complaints policy is available on request or on our website  and can be found in INSERT DETAILS





6) 	Lists and Registers

We don’t keep lists and registers. Our patient records are confidential.



7)	The Services We Offer

All PRACTICE NAME practice(s)) provide NHS-funded sight tests for those who are eligible.  Patients may also be entitled to NHS vouchers that can be used against the purchase of spectacles or contact lenses as required. To find out if you are eligible for this assistance please follow this link http://www.nhs.uk/NHSEngland/Healthcosts/Pages/nhs-voucher-values.aspx

The practice also provides the following NHS-funded enhanced services INSERT DETAILS

   

Appointments for sight tests can be booked over the phone,  or by dropping into the practice/one of our practices.  To find the address or phone number of your local practice, please contact INSERT DETAILS Opening times are  but can vary between locations, so please call to confirm.





Regular publications and information for the public

Information about optical and ocular conditions, sight tests, spectacles, and contact lenses, can be found on  www.college-optometrists.org  



Some of this information is also available in patient leaflets.  These are freely available from all our practice(s).  To request a set of leaflets by post, please contact INSERT DETAILS





		











Useful Resources



Websites:

  Information Commissioner

	Information Commissioner's Office (ICO)

  Ministry of Justice

	http://www.justice.gov.uk/whatwedo/freedomofinformation.htm 







Publications:

  NHS Wales

	Freedom of Information - NHS Wales

  Freedom of Information Act 2000

	www.hmso.gov.uk/acts/acts2000/20000036.htm



07 June 2022



Copyright:



Material available through this publication scheme is copyright unless otherwise indicated.  Unless expressly indicated to the contrary, it may be reproduced free of charge in any format or medium, provided it is done so accurately in a manner that will not mislead.  Where items are re-published or copied to others, you must identify the source and acknowledge copyright status.  This permit does not extend to third party material, accessed through the scheme.  



For Guidance notes on FOI publication schemes see Freedom of Information Publication Schemes Number 19 March 2008
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Document name: Data Security and Protection Policy

Date created: PRACTICE NAME

Author: PRACTICE NAME



Introduction

We recognise that Data Security and Protection is essential for modern optical practices delivering private and NHS services. We take the security and protection of our patients’ data extremely seriously. All data will be processed in full accordance with the Data Protection Act 2018 incorporating GDPR. This Policy includes the requirements of the national Data Security Standards applicable to an optical practice.


The Practice’s Senior Information Risk Officer (SIRO) is responsible for implementing this policy in conjunction with Practice management. The SIRO will also work alongside the Practice’s Data Protection Officer (DPO) and the Practice’s Caldicott Guardian.

The Practice’s SIRO is  INSERT DETAILS (Data Security Standard 1.1.1). 

The Practice’s DPO is [INSERT DETAILS Data Protection Officer (DPO)] (Data Security Standard 1.1.6). 

The Practice’s Caldicott Guardian is INSERT DETAILS (Data Security Standard 1.1.3).

The Practice is registered with the Information Commissioner. Our registration number is [INSERT reg number].

The Practice has an up to date Freedom of Information Act statement which is available to patients. The Practice has a separate Privacy Policy which explains individuals’ rights under GDPR (see Appendix 1) (Data Security Standard 1.3.3).

This Data Security and Protection policy, including the list of all systems/information holding personal information, is reviewed annually or more frequently as required (Data Security Standard 2.1.1.).



Purpose

The purpose of this policy is to demonstrate the measures we take to ensure data security and protection. It describes the data that we hold about patients, how we hold it, how we protect it, how we use and process it (including what patients need to be provided with) and how we transfer it (Data Security Standard 1.2).



Audience

The audience of this policy is:



Our staff

NHS Wales and other commissioners

Patients

Other stakeholders.



  Distribution plan

The policy is provided to all staff. It is used to demonstrate contract compliance to NHS Wales. It is available to view on request to any other interested party.



  Training plan and support

The Practice’s SIRO will conduct a data security and protection Learning Needs Analysis (LNA) (Data Security Standard 3.1.1) for current and new staff. This will identify overall data security and protection skills and knowledge gaps for both the whole team and specific individuals to help the practice meet its future needs and developments. LNAs will use a combination of questionnaires, staff discussion groups, job analysis and evaluation and desktop reviews. 



Findings from the LNA will be used by the SIRO to develop group and individual training programmes suitable to role, with learning priorities (Data Security Standard 3.1.3 and 3.1.4). A data protection and security induction is in place for new members of staff (Data Security Standard 2.3.1). 



All staff will complete the appropriate data security training.

Training will be held at regular intervals to ensure all staff are familiar with this policy’s contents and practical applications. Staff with specialist roles will receive suitable training to those roles (Data Security Standard 3.4). The SIRO will also be responsible for ensuring management is suitably trained (Data Security Standard 3.5). 



Training outcomes will ensure that users know what constitutes a breach incident, how to spot these and where to report them to (Data Security Standard 6.2).



Roles and responsibilities

The Practice maintains a current record of staff and their roles (Data Security Standard 4.1.1). We understand which members of staff have access to particular systems (Data Security Standard 4.1.2). We also audit account users regularly. (Data Security Standard 4.2.1). In the event of a mismatch between user role and system access granted we will make a list of incidents and rectify each situation (Data Security Standard 4.2.2).



All staff understand their responsibilities to handle information responsibility and their personal accountability for deliberate or avoidable data breaches. Staff are aware that IT systems are logged and their duty to use IT responsibly. Staff recognise that if they have acted inappropriately they may have action taken against them. We will display an acceptable usage banner on our systems including a personal accountability reminder for staff (Data Security Standard 4.3.5), liaising with our service providers as necessary.



All systems administrators have signed an agreement which holds them accountable to the highest standards of use (Data Security Standard 4.3.1). Systems administrator activities are logged, and these logs are only accessible to appropriate personnel (Data Security Standard 4.3.2). 



Where our systems do not support individual login making it difficult to carry out user audits we hold a list of these systems (Data Security Standard 1.4.5).



We practice role-based access to ensure that information is used only by those with a need to use it (Data Security Standard 1.6.3). We will implement physical controls to areas of our systems where full access is not appropriate (Data Security Standard 1.6.4).



Process/ Procedure

The Practice has a number of processes in place to ensure patient data security and protection.




The Practice holds a patient records in a variety of formats:

Paper records for sight test and contact lens clinical records.

Paper records for spectacle prescription and dispensing information.

Clinical records are held electronically on computer with up to date virus protection. We will record incidents picked up by virus protection (Data Security Standard 6.3.2), number of spam emails blocked per month (Data Security Standard 6.3.3) and number of emails being filtered per month (Data Security Standard 6.3.6).

Spectacle prescription and dispensing information in the practice management software.

Recall dates held in the practice management software.

Photographic information (retinal and anterior segment) held in the imaging software.

Visual Field records held either as paper, as data in the VF software or as images within the imaging software.

Appendices to this policy sets out minimum retention periods for types of records and the action to be taken when records are securely destroyed or archived (Data Security Standard 1.8.1). We hold a separate records retention schedule (Data Security Standard 1.8.2).


This information is protected in the following ways:

All practice staff have a confidentiality clause within their contracts.

There is a clear understanding of what personal confidential/sensitive personal data is held (Data Security Standard 2.1). 

All personal information contained on practice records, whether paper or electronic, is considered confidential.

We will not discuss personal information with anyone other than the patient or, if under 16 and not Gillick competent, patients’ parent or guardian without their permission.

Care is taken that records are not seen by other people in the practice.

All staff are aware of the importance of ensuring and maintaining the confidentiality of patients’ personal data and that such data must be processed and stored in a secure manner. There is approved staff guidance on confidentiality and data protection issues (Data Security Standard 1.5.1).

All electronic data is protected by suitable back-up procedures and any on-line backup uses a service, which encrypts the data securely before transmitting it from the practice PC. (See also our separate “guide to preparing a backup policy” below.)

When computers are replaced, old hard drives are securely erased or physically destroyed.

Records are retained for periods as agreed by the optical bodies.

Confidential paper information requiring destruction is shredded.

Records due for destruction are shredded.

If the need arises to transfer information we have procedures that include consent and secure transfer. (See section on how we transfer personal data below).

Any suspected breaches of security or loss of information are reported immediately and are dealt with appropriately by the SIRO.

Paper records are kept secure and away from access by the public.

Patient identifiable information must not be removed from the optical practice. 

To discharge our legal and contractual duties:

When patients have a sight test they will be given a copy of their spectacle prescription as soon as their sight test is completed.

We will give patients a written statement that they are being referred, with the reason for the referral (e.g. “cataract”) written on the GOS2 or similar private form. 

If patients are fitted with contact lenses they will be given a copy of their contact lens specification when the fitting process has been completed.

We make sure that staff who help in the provision of GOS are appropriately trained and supervised for the tasks that they undertake.

We may also use the information we hold about patients to remind them when they are due for check-ups and we may send them eye care and eyewear information. Patients can opt out from this.

In addition to the Data Protection Act 2018/GDPR we will comply with the Accessible Information Standard (AIS). 

Patient data (information flows) is always securely transferred:

We will normally ask patients’ permission if we want to transfer personal information about them to someone else.  

We may not ask permission if we transfer the information to another healthcare professional who is responsible for patients care and who needs that information to help to care for patients.  

We may also not ask patients permission if we are ordered by law to transfer the information.  This may be if a court asks us for the information.

We hold a record that details each use of sharing of personal information including the legal basis for the processing (Data Security Standard 1.4.1). These information flows have been approved by the SIRO (Data Security Standard 1.4.2) and the Practice’s management (Data Security Standard 1.4.3). We also hold a list of all systems/information assets holding or sharing personal information (Data Security Standard 1.4.4). 



Breach reporting
In the event of a data breach occurring an internal data security and protection breach reporting system is in place (Data Security Standard 6.1). Staff will report data breaches to the SIRO who will in turn report it to management. Breaches will be logged, and root cause analysis undertaken to investigate the incident. Training will be conducted as necessary to mitigate against future occurrences. 



Data Protection by Design

Data protection by design procedures ensure that only the minimum necessary personal data is processed, pseudonymisation is used where possible, and that processing is transparent where feasible allowing individuals to monitor what is being done with their data. These procedures should enable the organisation to improve data protection and security.



We design our data management so that we abide by the principles of DPA/GDPR and the Data Security and Protection Toolkit which incorporates the national data guardian recommendations. We consider all data we collect and why we are doing so. If there is no good reason for collecting data, then we will not do so. We record the classes of data collected, why it is collected and that no unnecessary data is held.






Incident reporting

We hold a Business Continuity Plan which includes provision for data security incidents and staff understand how to implement this (Data Security Standard 7.1). This has been approved by the SRIO (Data Security Standard 7.1.2). We test and review this plan annually (Data Security Standard 7.2) and record attendees’ signatures and roles (Data Security Standard 7.2.1). We have planned for all risks potentially impacting on the Practice’s business continuity (Data Security Standard 7.2.2). We will document issues and record which staff members are responsible for which actions (Data Security Standard 7.2.3).



All emergency contacts are kept securely, in hardcopy and are up to date. Staff are aware of where to locate these. The contact lists are updated as required (Data Security Standards 7.2.4 to 7.2.7). In the event of cyber-attack, we will document lessons learned and integrate these into our Business Continuity Plan (Data Security Standard 7.2.10).



Software

All our software used is surveyed to ensure it is supported and up to date, working with our software providers as necessary (Data Security Standard 8.1). Connected systems are kept up-to-date with the latest security patches (Data Security Standard 8.3). While we do not use unsupported software, in the unexpected event that we do in the future, we will categorise and document this to identify and manage security risks (Data Security Standard 8.2). If patches are not applied for a greater period than two months the SIRO will be notified with explanation why (Data Security Standard 8.3.4). 



IT Networking  

All networked systems have had their default passwords changed (Data Security Standard 9.1). We risk assess our networking protocols to ensure that penetration tests are not required given the size of our organisation (Data Security Standard 9.3).  Feedback from this is presented to the SIRO to devise a data improvement plan (Data Security 9.4). Our management evidences discussion of the top three data security and protection risks that arise from network testing (Data Security Standard 9.4.3). 



Reviews

As part of our review of our Data Security and Protection policy annually we will review all processes above (Data Security Standard 5.1). As an optical practice we will include clinicians (optometrists and dispensing opticians) in this comprehensive review (Data Security Standard 5.2). We will take action to address problem processes (Data Security Standard 5.3). 



Monitoring of compliance and effectiveness of implementationThe SIRO has operational responsibility for monitoring compliance and effectiveness of implementation. However, ultimate responsibility sits with the Practice’s management. Staff have provided explicit understanding that their activity of systems can be monitored (Data Security Standard 4.3.5). 



The SIRO will conduct regular compliance monitoring/staff spot checks to ensure that this policy and associated guidance is being followed (Data Security Standard 1.5.2). Results will be followed upon by the SIRO and management as necessary (Data Security Standard 1.5.3).



Monitoring of access to systems to which users and administrators have access to is carried out by the SIRO and listed (Data Security Standard 4.3.5).







The Practice is aware of its responsibilities under GDPR. 

Individuals’ rights are respected and supported as per GDPR 12-22 (Data Security Standard 1.3). All data will be processed in full accordance with the Data Protection Act 2018 incorporating GDPR. We ensure that personal data is:

Processed lawfully, fairly and in a transparent manner in relation to individuals.

Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes.

Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.

Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay.

Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals.

Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.

All transparency information required by GDPR (Articles 13 and 14) relating to the public being properly informed of the use of their personal information and rights is published by the Practice within its privacy policy and is therefore available to patients and the public (Data Security Standard 1.3.2).

We hold a staff procedure on providing information about processing and individuals’ rights under GDPR (Data Security Standard 1.3.4). This includes information about meeting subject access requests to meet shorter GDPR timescales (Data Security Standard 1.3.5). We hold details of how any information requests have been complied with in the last twelve months (Data Security Standard 1.3.6) in the format below:



		For period dd/mm/yy to dd/mm/yy



		No of SARs

		



		No of SARs late

		



		No of FOI

		



		No of FOI late

		









Practice staff are required to be familiar with guidance on GDPR. 

The Practice can name its suppliers, the products and services they deliver and contract durations (Data Security Standard 10.1). Any contracts we hold with third parties that handle personal information are compliant with GDPR (Data Security Standard 10.1.2). We have secured statements from suppliers confirming their compliance with GDPR (Data Security Standard 10.2.3). We have also conducted basic due diligence against suppliers as per ICO and NHS Digital guidance (Data Security Standard 10.2). 



In the event of any disputes between us and our suppliers we will record these, noting any risks to data security (Data Security Standard 10.3). In the event of instances where we cannot comply with data security standards because of supplier-related issues we will record these and discuss them at management level (Data Security Standard 10.4). Suppliers required to do so have completed the Data Security and Protection Toolkit at a level appropriate for their profile (Data Security Standard 10.5). 



Data Protection Impact Assessments


We conduct Data Protection Impact Assessments (DPIA) that follow relevant ICO guidance. (Data Security Standard 1.6.7). DPIA guidance has been agreed by management in consultation with the DPO (Data Security Standard 1.6.8 and 1.6.9). Our DPIA is published in the interests of transparency (Data Security Standard 1.6.13).



















7.         Appendices



Appendix 1

The Practice holds its own Privacy Policy.


































Appendix 2

Guide to preparing a Backup Policy

You should describe your own practice backup procedures.  These might include some or all of the following:

Mirrored hard drives for business continuity

Regular backups to:

DVD (Low quality dyes used on cheap CD/DVD-R can cause optical disks to degrade and lose data within a couple of years)

USB memory sticks

External hard drives

NAS devices (Network Attached Storage)

Online backup services

Remote company servers

Tape devices.


Points to bear in mind when devising a policy:

It is useful to be able to restore quickly – this may mean an onsite copy of the backup.

Store onsite backups and software discs in a fireproof safe.

It is important for safety to keep a backup off site.

Any data taken offsite should be secure (password protected or not left unattended and/or locked away).

If online backup services are used (and some are very simple and convenient these days), ensure that it encrypts the data securely before transmitting it from the practice PC (most do so).

Full backups take longer than incremental backups.

Restores from full backups are quicker than those from incremental backups

i.e. don’t do too many incremental backups between full backups.

If your backup is not a mirror or snapshot of the hard drive, but a copy of the data, then you will need to restore the operating system and programmes as well as the data.  Ensure that you have copies of the original software discs safely stored.


Backups are only any use if (a) they are carried out regularly and (b) they work.  Don’t leave any longer between backups than you feel you can afford in terms of the time it will take to re-input lost data.  Daily is generally appropriate.  Do ensure that your backup works.  Even if you don’t wish to try an actual restore, do check that the backup is running when you think it is, that it completed rather than stopped with an error message and that the data is present in the backup.

























Appendix 3

RECORD RETENTION

This policy applies to the following:

Spectacle records

Contact lens records

Appointment diaries

Telephone and/or tele-health consultations.

All records are retained for 10 years[footnoteRef:2]* from the date of last seeing the patient. [2:  Although 7 years is the minimum requirement in GOS contacts, 10 years is the minimum recommended by the optical representative bodies. The rights to be forgotten/erasure under GDPR does not extend to health records.] 


Records of children are retained until they are 25 AND it is 10 years since they were last seen.

Records of the deceased are kept for 10 years.

Records are destroyed by shredding. 

	Examples:



		Age at last test

		Time to retain record



		Age 5

		Until age 25



		Age 10

		Until age 25



		Age 17

		Until age 27



		Over 18

		For 10 years























































Appendix 4

Recording of telephone calls and/or consultations

Telephone calls between patients and providers will not be recorded or monitored due to the complexity of obtaining consent for this process and the subsequent storing of patient sensitive data.

If telephone calls are to be monitored and/or recorded a specific policy will be required taking into account:

Regulation of Investigatory Powers Act 2000 (“RIPA”)

The Telecommunications (Lawful Business Practice) (Interception pf Communications) Regulations 2000.

The Data Protection Act 2018

The Employment Practices, Data Protection Code.

Human Rights Act 1998

Code of Practice – FSA Handbook – Code of Business Handbook and Direct Marketing Association’s Code of Practice, PCI DSS.

Telecoms Licence obligations – The Service Provision Licence


Communications strategy and Implementation plan

The provider should have readily available information relating to paragraph 2(3) of Part II of Schedule 1 of the Data protection act.

(2)A data controller is not obliged to supply any information under subsection (1) unless he has received—

(a)a request in writing, and (b)except in prescribed cases, such fee (not exceeding the prescribed maximum) as he may require.

[F2(3)Where a data controller—

(a)reasonably requires further information in order to satisfy himself as to the identity of the person making a request under this section and to locate the information which that person seeks, and 

(b)has informed him of that requirement, the data controller is not obliged to comply with the request unless he is supplied with that further information.]

































Appendix 5

Disclosure of data to commissioners

The practice (provider) agrees to provide anonymised, pseudonymised or aggregated data as may be requested by the co-ordinating commissioner or LOC Company/Primary Eyecare Company

Personal data will not be disclosed without written consent or lawful reason for disclosure.

Exceptions to this are covered by:

Section 251 of the NHS Act 2006 (originally enacted under Section 60 of the Health and Social Care Act 2001), allows the common law duty of confidentiality to be set aside in specific circumstances where anonymised information is not sufficient and where patient consent is not practicable.

Data Protection Principles

Personal data must be:

Processed fairly and lawfully

Processed for specified purposes

Adequate, relevant and not excessive

Accurate and kept up to date

Not kept longer than necessary

Processed in accordance with the rights of data subjects

Protected by appropriate security (practical and organisational)

Not transferred outside the EEA without adequate protection









Appendix 6

NHS Care Record Guarantee

All data processed on behalf of the commissioner with regard to community services must be processed and handled in line with the NHS Care Record Guarantee.

All staff handling data should be aware of the obligations placed upon them by the NHS Care Record Guarantee and the commitments laid out in it.

In summary this covers:

Why people may access patient records:

As the basis for health decisions

Ensure safe effective care

Work effectively with other

Clinical audit

Protect health of the general public

Monitor NHS spending

Manage the health service

To investigate complaints

Teaching and research.


Law relating to records:

Confidentiality under common-law duty of confidentiality

Protection about how information is processed (Data Protection Act 2018)

Privacy (Human Rights Act 1998)


These rights are not absolute, and they need to be balanced against those of others.

Other patient rights regarding records

To ask for a copy of all records held in paper or electronic form (a fee may be payable for complex or repeated requests)

To choose someone to make decisions about the patient’s healthcare if the patient becomes unable to do so (lasting power of attorney).


Duties placed upon the practice (provider)

Maintain accurate records of the care provided

Keep records confidential, secure, and accurate (even after the patient dies)

Provide information in accessible formats (e.g. large print).


The complete NHS Care Record Guarantee will be available for staff members to consult. 

























Appendix 7

Caldicott Principles


Justify the purpose(s) of using confidential information

Only use it when absolutely necessary

Use the minimum that is required

Access should be on a strict need to know basis

Everyone must understand his or her responsibilities 

Understand and comply with the law.


Quality Statements

Patients are treated with dignity, kindness, compassion, courtesy, respect, understanding and honesty.

Patients experience effective interactions with staff who have demonstrated competency in relevant communication skills.

Patients are introduced to all healthcare professionals involved in their care and are made aware of the roles and responsibilities of the members of the healthcare team.

Patients have opportunities to discuss their health beliefs, concerns and preferences to inform their individualised care. 

Patients are supported by healthcare professionals to understand relevant treatment options, including benefits, risks and potential consequences. 

Patients are actively involved in shared decision making and supported by healthcare professionals to make fully informed choices about investigations, treatment and care that reflect what is important to them.

Patients are made aware that they have the right to choose, accept or decline treatment and these decisions are respected and supported.

Patients are made aware that they can ask for a second opinion. (This would not be funded by GOS as there is no mechanism for this).

Patients experience care that is tailored to their needs and personal preferences, taking into account their circumstances, their ability to access services and their coexisting conditions. 

Patients have their physical and psychological needs regularly assessed and addressed, including nutrition, hydration, pain relief, personal hygiene and anxiety. (This statement will to all intents and purposes not apply to optical services).

Patients experience continuity of care delivered, whenever possible, by the same healthcare professional or team throughout a single episode of care.

Patients experience coordinated care with clear and accurate information exchange between relevant health and social care professionals. 

Patients’ preferences for sharing information with their partner, family members and/or carers are established, respected and reviewed throughout their care. 

Patients are made aware of who to contact, how to contact them and when to make contact about their ongoing healthcare needs. 























Appendix 8

Handling requests for prescription and clinical information

Spectacle prescription (Spec Rx) or contact lens specification

Where a patient requests a copy of their own, or their child’s spectacle prescription or contact lens specification this will be provided.  It will be double checked for accuracy and signed by an optometrist.  Such information may be collected or posted or faxed to the patient.  It may also be emailed to their personal email address if they so request.

Contact lens specification

Where a 3rd party supplier requests the verification of a contact lens specification they should provide the following details:

Patient’s full name and address

Full specification including parameters and power of the lenses

An expiry date of the specification

The name or registration number of the person signing the specification.


The answer can only be yes or no; the details are correct or not.  If the details are not correct, further information must not be supplied without the explicit consent of the patient.  In that event the supplier should be told that a copy of the specification, with all the correct details, will be posted to the patient.  The request, and the result, should be noted on the patient’s record.

Requests from another optometrist for spec Rx information

In all cases you should be satisfied that the patient has consented to the transfer of the information.  That may be obvious and implicit “the patient is on holiday elsewhere and has broken their glasses”, but if not, ask to speak to the patient or for a signed consent to be faxed to us.  The request should be noted on the patient’s record.

Requests from another optometrist for clinical information

The optometrist should satisfy themselves that the request is for the clinical and health benefit of the patient and should conduct the phone conversation and provide the information themselves. They should also be satisfied that the patient has consented to the transfer of information.

Requests by us for clinical or spec Rx information.

These requests will be made by the optometrist personally.  A signed consent should be held in case this is requested by the other party.  If the information is not urgent the request may be made in writing.























Appendix 8

Communicating Patient Identifiable Data

Patient data may be communicated in the following ways:

By ordinary 1st or 2nd class post

This will be in a sealed envelope


By fax

This will be to a safe haven fax where possible.  The cover sheet will state:


This fax contains proprietary confidential information some or all of which may be legally privileged and or subject to the provisions of privacy legislation.  It is intended solely for the addressee.  If you are not the intended recipient, you must not read, use, disclose, copy, print or disseminate the information contained within this fax.  Please notify the author immediately by replying to this fax and then destroy the fax. 

By email:

Patient consent is required for sending data that can identify a patient except where both sender and recipient have NHS emails ending in @nhs.net, or the “SECURE” function of NHS mail is used. 

Emails will carry a message stating:

This e-mail contains proprietary confidential information some or all of which may be legally privileged and or subject to the provisions of privacy legislation.  It is intended solely for the addressee.  If you are not the intended recipient, you must not read, use, disclose, copy, print or disseminate the information contained within this e-mail.  Please notify the author immediately by replying to this e-mail and then delete the e-mail. 

Verbally

With care that confidentiality is maintained

The recipient of the information is identified

A note is made on the record.

Information that could result in errors will be communicated in writing where possible
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Introduction

We recognise that Data Security and Protection is essential for modern optical practices delivering private and NHS services. We take the security and protection of our patients’ data extremely seriously. All data will be processed in full accordance with the Data Protection Act 2018 incorporating GDPR. This Policy includes the requirements of the national Data Security Standards applicable to an optical practice.


The Practice’s Senior Information Risk Officer (SIRO) is responsible for implementing this policy in conjunction with Practice management. The SIRO will also work alongside the Practice’s Data Protection Officer (DPO) and the Practice’s Caldicott Guardian.

The Practice’s SIRO is  INSERT DETAILS (Data Security Standard 1.1.1). 

The Practice’s DPO is [INSERT DETAILS Data Protection Officer (DPO)] (Data Security Standard 1.1.6). 

The Practice’s Caldicott Guardian is INSERT DETAILS (Data Security Standard 1.1.3).

The Practice is registered with the Information Commissioner. Our registration number is [INSERT reg number].

The Practice has an up to date Freedom of Information Act statement which is available to patients. The Practice has a separate Privacy Policy which explains individuals’ rights under GDPR (see Appendix 1) (Data Security Standard 1.3.3).

This Data Security and Protection policy, including the list of all systems/information holding personal information, is reviewed annually or more frequently as required (Data Security Standard 2.1.1.).



Purpose

The purpose of this policy is to demonstrate the measures we take to ensure data security and protection. It describes the data that we hold about patients, how we hold it, how we protect it, how we use and process it (including what patients need to be provided with) and how we transfer it (Data Security Standard 1.2).



Audience

The audience of this policy is:



Our staff

NHS Wales and other commissioners

Patients

Other stakeholders.



  Distribution plan

The policy is provided to all staff. It is used to demonstrate contract compliance to NHS Wales. It is available to view on request to any other interested party.



  Training plan and support

The Practice’s SIRO will conduct a data security and protection Learning Needs Analysis (LNA) (Data Security Standard 3.1.1) for current and new staff. This will identify overall data security and protection skills and knowledge gaps for both the whole team and specific individuals to help the practice meet its future needs and developments. LNAs will use a combination of questionnaires, staff discussion groups, job analysis and evaluation and desktop reviews. 



Findings from the LNA will be used by the SIRO to develop group and individual training programmes suitable to role, with learning priorities (Data Security Standard 3.1.3 and 3.1.4). A data protection and security induction is in place for new members of staff (Data Security Standard 2.3.1). 



All staff will complete the appropriate data security training.

Training will be held at regular intervals to ensure all staff are familiar with this policy’s contents and practical applications. Staff with specialist roles will receive suitable training to those roles (Data Security Standard 3.4). The SIRO will also be responsible for ensuring management is suitably trained (Data Security Standard 3.5). 



Training outcomes will ensure that users know what constitutes a breach incident, how to spot these and where to report them to (Data Security Standard 6.2).



Roles and responsibilities

The Practice maintains a current record of staff and their roles (Data Security Standard 4.1.1). We understand which members of staff have access to particular systems (Data Security Standard 4.1.2). We also audit account users regularly. (Data Security Standard 4.2.1). In the event of a mismatch between user role and system access granted we will make a list of incidents and rectify each situation (Data Security Standard 4.2.2).



All staff understand their responsibilities to handle information responsibility and their personal accountability for deliberate or avoidable data breaches. Staff are aware that IT systems are logged and their duty to use IT responsibly. Staff recognise that if they have acted inappropriately they may have action taken against them. We will display an acceptable usage banner on our systems including a personal accountability reminder for staff (Data Security Standard 4.3.5), liaising with our service providers as necessary.



All systems administrators have signed an agreement which holds them accountable to the highest standards of use (Data Security Standard 4.3.1). Systems administrator activities are logged, and these logs are only accessible to appropriate personnel (Data Security Standard 4.3.2). 



Where our systems do not support individual login making it difficult to carry out user audits we hold a list of these systems (Data Security Standard 1.4.5).



We practice role-based access to ensure that information is used only by those with a need to use it (Data Security Standard 1.6.3). We will implement physical controls to areas of our systems where full access is not appropriate (Data Security Standard 1.6.4).



Process/ Procedure

The Practice has a number of processes in place to ensure patient data security and protection.




The Practice holds a patient records in a variety of formats:

Paper records for sight test and contact lens clinical records.

Paper records for spectacle prescription and dispensing information.

Clinical records are held electronically on computer with up to date virus protection. We will record incidents picked up by virus protection (Data Security Standard 6.3.2), number of spam emails blocked per month (Data Security Standard 6.3.3) and number of emails being filtered per month (Data Security Standard 6.3.6).

Spectacle prescription and dispensing information in the practice management software.

Recall dates held in the practice management software.

Photographic information (retinal and anterior segment) held in the imaging software.

Visual Field records held either as paper, as data in the VF software or as images within the imaging software.

Appendices to this policy sets out minimum retention periods for types of records and the action to be taken when records are securely destroyed or archived (Data Security Standard 1.8.1). We hold a separate records retention schedule (Data Security Standard 1.8.2).


This information is protected in the following ways:

All practice staff have a confidentiality clause within their contracts.

There is a clear understanding of what personal confidential/sensitive personal data is held (Data Security Standard 2.1). 

All personal information contained on practice records, whether paper or electronic, is considered confidential.

We will not discuss personal information with anyone other than the patient or, if under 16 and not Gillick competent, patients’ parent or guardian without their permission.

Care is taken that records are not seen by other people in the practice.

All staff are aware of the importance of ensuring and maintaining the confidentiality of patients’ personal data and that such data must be processed and stored in a secure manner. There is approved staff guidance on confidentiality and data protection issues (Data Security Standard 1.5.1).

All electronic data is protected by suitable back-up procedures and any on-line backup uses a service, which encrypts the data securely before transmitting it from the practice PC. (See also our separate “guide to preparing a backup policy” below.)

When computers are replaced, old hard drives are securely erased or physically destroyed.

Records are retained for periods as agreed by the optical bodies.

Confidential paper information requiring destruction is shredded.

Records due for destruction are shredded.

If the need arises to transfer information we have procedures that include consent and secure transfer. (See section on how we transfer personal data below).

Any suspected breaches of security or loss of information are reported immediately and are dealt with appropriately by the SIRO.

Paper records are kept secure and away from access by the public.

Patient identifiable information must not be removed from the optical practice. 

To discharge our legal and contractual duties:

When patients have a sight test they will be given a copy of their spectacle prescription as soon as their sight test is completed.

We will give patients a written statement that they are being referred, with the reason for the referral (e.g. “cataract”) written on the GOS2 or similar private form. 

If patients are fitted with contact lenses they will be given a copy of their contact lens specification when the fitting process has been completed.

We make sure that staff who help in the provision of GOS are appropriately trained and supervised for the tasks that they undertake.

We may also use the information we hold about patients to remind them when they are due for check-ups and we may send them eye care and eyewear information. Patients can opt out from this.

In addition to the Data Protection Act 2018/GDPR we will comply with the Accessible Information Standard (AIS). 

Patient data (information flows) is always securely transferred:

We will normally ask patients’ permission if we want to transfer personal information about them to someone else.  

We may not ask permission if we transfer the information to another healthcare professional who is responsible for patients care and who needs that information to help to care for patients.  

We may also not ask patients permission if we are ordered by law to transfer the information.  This may be if a court asks us for the information.

We hold a record that details each use of sharing of personal information including the legal basis for the processing (Data Security Standard 1.4.1). These information flows have been approved by the SIRO (Data Security Standard 1.4.2) and the Practice’s management (Data Security Standard 1.4.3). We also hold a list of all systems/information assets holding or sharing personal information (Data Security Standard 1.4.4). 



Breach reporting
In the event of a data breach occurring an internal data security and protection breach reporting system is in place (Data Security Standard 6.1). Staff will report data breaches to the SIRO who will in turn report it to management. Breaches will be logged, and root cause analysis undertaken to investigate the incident. Training will be conducted as necessary to mitigate against future occurrences. 



Data Protection by Design

Data protection by design procedures ensure that only the minimum necessary personal data is processed, pseudonymisation is used where possible, and that processing is transparent where feasible allowing individuals to monitor what is being done with their data. These procedures should enable the organisation to improve data protection and security.



We design our data management so that we abide by the principles of DPA/GDPR and the Data Security and Protection Toolkit which incorporates the national data guardian recommendations. We consider all data we collect and why we are doing so. If there is no good reason for collecting data, then we will not do so. We record the classes of data collected, why it is collected and that no unnecessary data is held.






Incident reporting

We hold a Business Continuity Plan which includes provision for data security incidents and staff understand how to implement this (Data Security Standard 7.1). This has been approved by the SRIO (Data Security Standard 7.1.2). We test and review this plan annually (Data Security Standard 7.2) and record attendees’ signatures and roles (Data Security Standard 7.2.1). We have planned for all risks potentially impacting on the Practice’s business continuity (Data Security Standard 7.2.2). We will document issues and record which staff members are responsible for which actions (Data Security Standard 7.2.3).



All emergency contacts are kept securely, in hardcopy and are up to date. Staff are aware of where to locate these. The contact lists are updated as required (Data Security Standards 7.2.4 to 7.2.7). In the event of cyber-attack, we will document lessons learned and integrate these into our Business Continuity Plan (Data Security Standard 7.2.10).



Software

All our software used is surveyed to ensure it is supported and up to date, working with our software providers as necessary (Data Security Standard 8.1). Connected systems are kept up-to-date with the latest security patches (Data Security Standard 8.3). While we do not use unsupported software, in the unexpected event that we do in the future, we will categorise and document this to identify and manage security risks (Data Security Standard 8.2). If patches are not applied for a greater period than two months the SIRO will be notified with explanation why (Data Security Standard 8.3.4). 



IT Networking  

All networked systems have had their default passwords changed (Data Security Standard 9.1). We risk assess our networking protocols to ensure that penetration tests are not required given the size of our organisation (Data Security Standard 9.3).  Feedback from this is presented to the SIRO to devise a data improvement plan (Data Security 9.4). Our management evidences discussion of the top three data security and protection risks that arise from network testing (Data Security Standard 9.4.3). 



Reviews

As part of our review of our Data Security and Protection policy annually we will review all processes above (Data Security Standard 5.1). As an optical practice we will include clinicians (optometrists and dispensing opticians) in this comprehensive review (Data Security Standard 5.2). We will take action to address problem processes (Data Security Standard 5.3). 



Monitoring of compliance and effectiveness of implementationThe SIRO has operational responsibility for monitoring compliance and effectiveness of implementation. However, ultimate responsibility sits with the Practice’s management. Staff have provided explicit understanding that their activity of systems can be monitored (Data Security Standard 4.3.5). 



The SIRO will conduct regular compliance monitoring/staff spot checks to ensure that this policy and associated guidance is being followed (Data Security Standard 1.5.2). Results will be followed upon by the SIRO and management as necessary (Data Security Standard 1.5.3).



Monitoring of access to systems to which users and administrators have access to is carried out by the SIRO and listed (Data Security Standard 4.3.5).







The Practice is aware of its responsibilities under GDPR. 

Individuals’ rights are respected and supported as per GDPR 12-22 (Data Security Standard 1.3). All data will be processed in full accordance with the Data Protection Act 2018 incorporating GDPR. We ensure that personal data is:

Processed lawfully, fairly and in a transparent manner in relation to individuals.

Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes.

Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.

Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay.

Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals.

Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.

All transparency information required by GDPR (Articles 13 and 14) relating to the public being properly informed of the use of their personal information and rights is published by the Practice within its privacy policy and is therefore available to patients and the public (Data Security Standard 1.3.2).

We hold a staff procedure on providing information about processing and individuals’ rights under GDPR (Data Security Standard 1.3.4). This includes information about meeting subject access requests to meet shorter GDPR timescales (Data Security Standard 1.3.5). We hold details of how any information requests have been complied with in the last twelve months (Data Security Standard 1.3.6) in the format below:



		For period dd/mm/yy to dd/mm/yy



		No of SARs

		



		No of SARs late

		



		No of FOI

		



		No of FOI late

		









Practice staff are required to be familiar with guidance on GDPR. 

The Practice can name its suppliers, the products and services they deliver and contract durations (Data Security Standard 10.1). Any contracts we hold with third parties that handle personal information are compliant with GDPR (Data Security Standard 10.1.2). We have secured statements from suppliers confirming their compliance with GDPR (Data Security Standard 10.2.3). We have also conducted basic due diligence against suppliers as per ICO and NHS Digital guidance (Data Security Standard 10.2). 



In the event of any disputes between us and our suppliers we will record these, noting any risks to data security (Data Security Standard 10.3). In the event of instances where we cannot comply with data security standards because of supplier-related issues we will record these and discuss them at management level (Data Security Standard 10.4). Suppliers required to do so have completed the Data Security and Protection Toolkit at a level appropriate for their profile (Data Security Standard 10.5). 



Data Protection Impact Assessments


We conduct Data Protection Impact Assessments (DPIA) that follow relevant ICO guidance. (Data Security Standard 1.6.7). DPIA guidance has been agreed by management in consultation with the DPO (Data Security Standard 1.6.8 and 1.6.9). Our DPIA is published in the interests of transparency (Data Security Standard 1.6.13).



















7.         Appendices



Appendix 1

The Practice holds its own Privacy Policy.


































Appendix 2

Guide to preparing a Backup Policy

You should describe your own practice backup procedures.  These might include some or all of the following:

Mirrored hard drives for business continuity

Regular backups to:

DVD (Low quality dyes used on cheap CD/DVD-R can cause optical disks to degrade and lose data within a couple of years)

USB memory sticks

External hard drives

NAS devices (Network Attached Storage)

Online backup services

Remote company servers

Tape devices.


Points to bear in mind when devising a policy:

It is useful to be able to restore quickly – this may mean an onsite copy of the backup.

Store onsite backups and software discs in a fireproof safe.

It is important for safety to keep a backup off site.

Any data taken offsite should be secure (password protected or not left unattended and/or locked away).

If online backup services are used (and some are very simple and convenient these days), ensure that it encrypts the data securely before transmitting it from the practice PC (most do so).

Full backups take longer than incremental backups.

Restores from full backups are quicker than those from incremental backups

i.e. don’t do too many incremental backups between full backups.

If your backup is not a mirror or snapshot of the hard drive, but a copy of the data, then you will need to restore the operating system and programmes as well as the data.  Ensure that you have copies of the original software discs safely stored.


Backups are only any use if (a) they are carried out regularly and (b) they work.  Don’t leave any longer between backups than you feel you can afford in terms of the time it will take to re-input lost data.  Daily is generally appropriate.  Do ensure that your backup works.  Even if you don’t wish to try an actual restore, do check that the backup is running when you think it is, that it completed rather than stopped with an error message and that the data is present in the backup.

























Appendix 3

RECORD RETENTION

This policy applies to the following:

Spectacle records

Contact lens records

Appointment diaries

Telephone and/or tele-health consultations.

All records are retained for 10 years[footnoteRef:2]* from the date of last seeing the patient. [2:  Although 7 years is the minimum requirement in GOS contacts, 10 years is the minimum recommended by the optical representative bodies. The rights to be forgotten/erasure under GDPR does not extend to health records.] 


Records of children are retained until they are 25 AND it is 10 years since they were last seen.

Records of the deceased are kept for 10 years.

Records are destroyed by shredding. 

	Examples:



		Age at last test

		Time to retain record



		Age 5

		Until age 25



		Age 10

		Until age 25



		Age 17

		Until age 27



		Over 18

		For 10 years























































Appendix 4

Recording of telephone calls and/or consultations

Telephone calls between patients and providers will not be recorded or monitored due to the complexity of obtaining consent for this process and the subsequent storing of patient sensitive data.

If telephone calls are to be monitored and/or recorded a specific policy will be required taking into account:

Regulation of Investigatory Powers Act 2000 (“RIPA”)

The Telecommunications (Lawful Business Practice) (Interception pf Communications) Regulations 2000.

The Data Protection Act 2018

The Employment Practices, Data Protection Code.

Human Rights Act 1998

Code of Practice – FSA Handbook – Code of Business Handbook and Direct Marketing Association’s Code of Practice, PCI DSS.

Telecoms Licence obligations – The Service Provision Licence


Communications strategy and Implementation plan

The provider should have readily available information relating to paragraph 2(3) of Part II of Schedule 1 of the Data protection act.

(2)A data controller is not obliged to supply any information under subsection (1) unless he has received—

(a)a request in writing, and (b)except in prescribed cases, such fee (not exceeding the prescribed maximum) as he may require.

[F2(3)Where a data controller—

(a)reasonably requires further information in order to satisfy himself as to the identity of the person making a request under this section and to locate the information which that person seeks, and 

(b)has informed him of that requirement, the data controller is not obliged to comply with the request unless he is supplied with that further information.]

































Appendix 5

Disclosure of data to commissioners

The practice (provider) agrees to provide anonymised, pseudonymised or aggregated data as may be requested by the co-ordinating commissioner or LOC Company/Primary Eyecare Company

Personal data will not be disclosed without written consent or lawful reason for disclosure.

Exceptions to this are covered by:

Section 251 of the NHS Act 2006 (originally enacted under Section 60 of the Health and Social Care Act 2001), allows the common law duty of confidentiality to be set aside in specific circumstances where anonymised information is not sufficient and where patient consent is not practicable.

Data Protection Principles

Personal data must be:

Processed fairly and lawfully

Processed for specified purposes

Adequate, relevant and not excessive

Accurate and kept up to date

Not kept longer than necessary

Processed in accordance with the rights of data subjects

Protected by appropriate security (practical and organisational)

Not transferred outside the EEA without adequate protection









Appendix 6

NHS Care Record Guarantee

All data processed on behalf of the commissioner with regard to community services must be processed and handled in line with the NHS Care Record Guarantee.

All staff handling data should be aware of the obligations placed upon them by the NHS Care Record Guarantee and the commitments laid out in it.

In summary this covers:

Why people may access patient records:

As the basis for health decisions

Ensure safe effective care

Work effectively with other

Clinical audit

Protect health of the general public

Monitor NHS spending

Manage the health service

To investigate complaints

Teaching and research.


Law relating to records:

Confidentiality under common-law duty of confidentiality

Protection about how information is processed (Data Protection Act 2018)

Privacy (Human Rights Act 1998)


These rights are not absolute, and they need to be balanced against those of others.

Other patient rights regarding records

To ask for a copy of all records held in paper or electronic form (a fee may be payable for complex or repeated requests)

To choose someone to make decisions about the patient’s healthcare if the patient becomes unable to do so (lasting power of attorney).


Duties placed upon the practice (provider)

Maintain accurate records of the care provided

Keep records confidential, secure, and accurate (even after the patient dies)

Provide information in accessible formats (e.g. large print).


The complete NHS Care Record Guarantee will be available for staff members to consult. 

























Appendix 7

Caldicott Principles


Justify the purpose(s) of using confidential information

Only use it when absolutely necessary

Use the minimum that is required

Access should be on a strict need to know basis

Everyone must understand his or her responsibilities 

Understand and comply with the law.


Quality Statements

Patients are treated with dignity, kindness, compassion, courtesy, respect, understanding and honesty.

Patients experience effective interactions with staff who have demonstrated competency in relevant communication skills.

Patients are introduced to all healthcare professionals involved in their care and are made aware of the roles and responsibilities of the members of the healthcare team.

Patients have opportunities to discuss their health beliefs, concerns and preferences to inform their individualised care. 

Patients are supported by healthcare professionals to understand relevant treatment options, including benefits, risks and potential consequences. 

Patients are actively involved in shared decision making and supported by healthcare professionals to make fully informed choices about investigations, treatment and care that reflect what is important to them.

Patients are made aware that they have the right to choose, accept or decline treatment and these decisions are respected and supported.

Patients are made aware that they can ask for a second opinion. (This would not be funded by GOS as there is no mechanism for this).

Patients experience care that is tailored to their needs and personal preferences, taking into account their circumstances, their ability to access services and their coexisting conditions. 

Patients have their physical and psychological needs regularly assessed and addressed, including nutrition, hydration, pain relief, personal hygiene and anxiety. (This statement will to all intents and purposes not apply to optical services).

Patients experience continuity of care delivered, whenever possible, by the same healthcare professional or team throughout a single episode of care.

Patients experience coordinated care with clear and accurate information exchange between relevant health and social care professionals. 

Patients’ preferences for sharing information with their partner, family members and/or carers are established, respected and reviewed throughout their care. 

Patients are made aware of who to contact, how to contact them and when to make contact about their ongoing healthcare needs. 























Appendix 8

Handling requests for prescription and clinical information

Spectacle prescription (Spec Rx) or contact lens specification

Where a patient requests a copy of their own, or their child’s spectacle prescription or contact lens specification this will be provided.  It will be double checked for accuracy and signed by an optometrist.  Such information may be collected or posted or faxed to the patient.  It may also be emailed to their personal email address if they so request.

Contact lens specification

Where a 3rd party supplier requests the verification of a contact lens specification they should provide the following details:

Patient’s full name and address

Full specification including parameters and power of the lenses

An expiry date of the specification

The name or registration number of the person signing the specification.


The answer can only be yes or no; the details are correct or not.  If the details are not correct, further information must not be supplied without the explicit consent of the patient.  In that event the supplier should be told that a copy of the specification, with all the correct details, will be posted to the patient.  The request, and the result, should be noted on the patient’s record.

Requests from another optometrist for spec Rx information

In all cases you should be satisfied that the patient has consented to the transfer of the information.  That may be obvious and implicit “the patient is on holiday elsewhere and has broken their glasses”, but if not, ask to speak to the patient or for a signed consent to be faxed to us.  The request should be noted on the patient’s record.

Requests from another optometrist for clinical information

The optometrist should satisfy themselves that the request is for the clinical and health benefit of the patient and should conduct the phone conversation and provide the information themselves. They should also be satisfied that the patient has consented to the transfer of information.

Requests by us for clinical or spec Rx information.

These requests will be made by the optometrist personally.  A signed consent should be held in case this is requested by the other party.  If the information is not urgent the request may be made in writing.























Appendix 8

Communicating Patient Identifiable Data

Patient data may be communicated in the following ways:

By ordinary 1st or 2nd class post

This will be in a sealed envelope


By fax

This will be to a safe haven fax where possible.  The cover sheet will state:


This fax contains proprietary confidential information some or all of which may be legally privileged and or subject to the provisions of privacy legislation.  It is intended solely for the addressee.  If you are not the intended recipient, you must not read, use, disclose, copy, print or disseminate the information contained within this fax.  Please notify the author immediately by replying to this fax and then destroy the fax. 

By email:

Patient consent is required for sending data that can identify a patient except where both sender and recipient have NHS emails ending in @nhs.net, or the “SECURE” function of NHS mail is used. 

Emails will carry a message stating:

This e-mail contains proprietary confidential information some or all of which may be legally privileged and or subject to the provisions of privacy legislation.  It is intended solely for the addressee.  If you are not the intended recipient, you must not read, use, disclose, copy, print or disseminate the information contained within this e-mail.  Please notify the author immediately by replying to this e-mail and then delete the e-mail. 

Verbally

With care that confidentiality is maintained

The recipient of the information is identified

A note is made on the record.

Information that could result in errors will be communicated in writing where possible
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Auditing Performer Records 
 
 
 


Under GOS there is a contractual requirement for the maintenance of full, 
accurate and contemporaneous records and it is the responsibility of the 
contractor to ensure that this happens.  This means that the contractor must 
take steps to ensure that his or her performers are maintaining appropriate 
records.  A simple and effective way of achieving this is by auditing samples of 
records for each performer.  This requires a check that performers are entering 
data relating to particular items or procedures, but it should be noted that this is 
not a check on the quality of the clinical performance of those procedures. 
 
These instructions relate to a Quality in Optometry, Level 1, GOS contract compliance 
audit. This data audit is designed so that it can largely be carried out by a non-
optometric member of staff. Please remember that medical records of any sort should 
remain confidential and the use of Patient Identifiable Detail (PID) should be kept to an 
absolute minimum. 
 
 


Advice to Contractors and Performers 
It is also important that performers and contractors note that the compliance list of 
record items is by no means exhaustive and this audit, and the suggested likelihood of 
items being recorded, is a basic compliance standard not recommended good or best 
practice.  Practitioners will require good quality and well completed records to provide 
continuity of patient care and to defend themselves and their contractor against 
complaints.  If you are interested in developing your record audits further, or if you have 
concerns about specific performance of individuals, then further advice on record 
keeping can be found via the links at the end of this document. 
 
The NHS PCC Contract Compliance Framework lists a number of key items that 
should, or may, appear on a record.  The accompanying table (at the end of this 
document) enables an audit of these items to be carried out on 10 random records for 
each performer.  How often this should be carried out, and whether 10 are sufficient, 
will be a matter for judgment in each particular case. 
 
Regardless of the results of the audit, the PCT’s optometric adviser may ask to see 
some records to check compliance with the contact. 
 
As this is a check as to whether a procedure or item has been recorded or not it is a 
fairly simple “yes/no” exercise, so it should be possible for experienced support staff to 
complete these audits.  We suggest marking each item as present (1), not present (0) 
or as not applicable (N). 
 
The table has been divided into a number of categories: 
 
Key indicators are those clinical items without which it may not be possible to 
demonstrate that a statutory sight test has actually taken place or to show GOS 
eligibility.  Please note that the presence of the key indicators alone does not represent 
a minimum data set for a sight test and a record which contained only the key 
indicators would almost certainly be inadequate. 
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Quality Metric is simply a different way of looking at the data above.  The simple view 
would be how many times out of ten records a particular item was completed.  An 
alternative view would be how many of the 10 records had all 6 of these key indicators 
completed.  It is actually possible to complete each item on most records (and thus 
appear good) whilst actually completing few records fully.  It is a measure or reliability 
or consistency of completion.  Managing to record an item most of the time is one 
thing, but if something is missed off every record, that is a problem in itself.  This may 
indicate that the performer has development needs (e.g. further training required). 
 
Clinical Indicators are further clinical items that will be included in a complete record. 
 
Occasional Procedures will be carried out on some, but not all, patients.  Contractors 
may find it helpful to discuss with their performers, perhaps in an informal ‘peer review’ 
type meeting, which procedures would normally be expected on which patients.  One 
example would be when is IOP measured and when are visual fields tested. 
 
Dispensing Procedures are applicable only in cases of dispense with a GOS voucher. 
 
Admin Procedures are non-clinical procedures. 
 
Records of these audits should be available for inspection.  Where such evidence is 
not available you may expect the PCT advisor to undertake their own check of records. 
 
 


Interpreting the audit 
The audit is intended as a positive tool to monitor record keeping and to address any 
shortcomings that are found.  Clearly it is desirable for all applicable items to be 
completed all of the time.  However, we are human, and recording can be overlooked 
at times as a recent study by Shah et al [1] demonstrated.  However, where nothing is 
recorded it does mean that there is no proof it was carried out, so the assumption will 
generally be that it was not.  It should also be noted that without a record, there is no 
proof that the results of that investigation was normal when the patient consulted the 
optometrist.  The true target to aim for is recording 100% of procedures performed.  If a 
recording is only missed once, and it turns out to involve a complaint and court case, 
then it will be a problem, however good other records may be. 
 
In the collective view of a number of experienced optometric advisors, quite a lot of 
items are not recorded quite a lot of the time!  Whilst this is not desirable, it is accepted 
that we are all human (and busy) and do omit to record findings occasionally.  The aim 
should still be to record all applicable items 100% of the time.  If the record audit shows 
that some items are consistently not recorded this may indicate that the performer has 
some development needs.  It may be that the performer simply needs to be trained in 
how to use certain pieces of equipment, or needs more time to conduct all of the tests 
required during the sight test.  If there are development needs that would be facilitated 
by additional training, the LOC or the PCT’s optometric adviser (if they have one) may 
be able to signpost the contractor or performer as to how this training could be 
arranged.  The table below gives figures against the following headings: 
 
Minimum standard 
Recording levels below this are a cause for concern and need urgent attention. 
In the Excel 2007 spreadsheet these rows are marked with a cross and in the Excel 97-
2003 spreadsheet these rows are marked at the end in red 
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Above average levels 
These are the levels that should be easily achievable by most optometrists or OMPs.  
They are still below the ideal of 100%, so merely achieving these should not lead to 
complacency.  However, it does mean that the recording levels are higher than the 
estimated average. 
In the Excel 2007 spreadsheet these rows are marked with a tick and in the Excel 97-
2003 spreadsheet these rows are marked at the end in green. 
 
Typical levels observed 
These are the typical recording levels as derived from Shah et al [1, 2, 3, 4] and/or as 
seen by a group of experienced advisors. 
In the Excel 2007 spreadsheet levels between minimum and achievable are marked 
with an exclamation mark and in Excel 97-2003 the mark is amber. 
 


Interpreting the audit 


Audit Item Minimum
Above 


average 
Typical 


Symptoms or Reason for visit 60% 80% 70% 


General Health 60% 80% 70% 


Corrected visual acuity (D & N) 80% 90% 90% 


Internal examination of the eye 90% 100%  


Refraction result 90% 100%  


Advice given 40% 70% 60% 


Ocular history 40% 70% 50% 


Medications 40% 70% 60% 


Family Ocular History 40% 70% 50% 


Unaided vision or vision in previous Rx 40% 70% 70% 


Binocular vision assessment, distance 40% 70% 60% 


Binocular vision assessment, near 30% 60% 40% 


External examination 40% 70% 50% 


Visual Fields (where applicable) 40% 70% 50% 


Tonometry (where applicable) 60% 90% 80% 


Referral Letter copies 60% 90% 80% 


Full Dispensing details with GOS 80% 90% 90% 


Details of GOS voucher value 60% 80% 80% 


Accurate details of repair or replacement 70% 90% 80% 


Patient is identifiable 100% 100% ---- 


Record is legible 50% 70% 60% 


Name of usual GP 30% 70% 60% 


Name or initials of optometrist/OMP completing 
(where appropriate) 


20% 50% 30% 
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Standards 


Above average ( in Excel 2007 spreadsheet) – this is above average but, unless it is 
at 100% for most indicators, there is still room for improvement and there are still gaps 
when it comes to defence against complaints. 
 
Between the minimum and above average standards (! in Excel 2007 sheet) - 
attention is required to improve the consistency of recording/performing this part of the 
eye examination.  Monitor the records by regular audit and expect the PCT advisor to 
review the records at the normal compliance check interval (usually three yearly). 
 
Below the minimum standard (X in Excel 2007 sheet) - this is below the peer 
standard and requires urgent action to improve record keeping/performance and repeat 
audit at a suitable interval to confirm improvement.  Monitor the records by regular 
audit.  The PCT advisor may wish to review the records at a shorter than normal 
compliance check interval. 
 
It would be unwise to rely too heavily on the results of one audit of 10 random records.  
If poor record keeping is revealed by repeated audits then some support is indicated for 
that practitioner.  Future audits will demonstrate whether improvement is achieved and 
maintained. 
 
With anything less than the achievable standard, the contractor should consider what 
steps can be taken to improve the level of record keeping.  It would be helpful to 
arrange some peer review of the performers and to discuss with them why the record 
keeping is below standard. The LOC may be able to help and the approach should 
explain the concerns, the reason this is a problem and should develop a plan for 
improvement.  It may be worth assessing the record card layout to ensure that it 
facilitates compliance.  It will certainly be appropriate to continue to monitor by regular 
audit and to look for improvement. 
 
Remember that although the performer carries out the sight test, the contractor is 
responsible for the maintenance of adequate records.  Record keeping is a contractual 
requirement and is vital for good ongoing patient care and for contractor and 
practitioner defence in the event of complaints.  The items listed in the contract 
compliance pro-forma are only a selection (albeit a key selection) of the items that 
could be recorded.  Over time you may wish to broaden audits by including additional 
items or by targeting the record of specific patient groups. 
 


Quality of information contained within the records 
The aim of the audit is to help the contractor gauge whether the records completed by 
their performers meet the minimum standard required, and to help them work with the 
performer in addressing any shortcomings.  The audit will not help the contractor gauge 
whether the information contained in the record is clinically sound nor whether it 
supports the performer’s clinical decision making.  Such judgements will require an 
optometrist to examine the record and is outside the scope of this audit. 
 
The PCT’s optometric adviser may ask to see the clinical record of any GOS patient 
and may question the clinical decision making – for example if a weak prescription has 
been prescribed to the patient for no apparent reason.  Contractors are encouraged to 
discuss this with their performers (as for ‘occasional procedures discussed above’) and 
may find it helpful to agree how the College of Optometrists’ Guidelines are applied 
within the practice.  Remember that, for the example mentioned above, the contractor 
would be held to account for over-prescribing by one of their performers. 
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Clinical Record Data Audit  ‐  help for auditors 
Select 10 GOS records.  These could be consecutive GOS sight tests or at random, or 
if specifically required, from certain GOS eligibility groups such as patients with a close 
relative who has glaucoma.  Try to identify whether information is written against the 
various headings.  Mark 1 for present, 0 for absent and N for not applicable and then 
total the figures in the right hand column at the end of the audit. 
 
Although you can do this using the paper table at the end of this document, it will be 
much easier to use  one of the Excel spreadsheet that is available which will add the 
scores up and calculate percentages, making allowance for “not applicable”.  The 2007 
sheet graphs the percentages as well: 
 


 Excel 2007 spreadsheet:  
http://qio.otterwings.com/documents/Record%20Audit%20for%202007.xls 


 Excel 97-2003 spreadsheet: 
http://qio.otterwings.com/documents/Record%20Audit%20for%2097-2003.xls 


 
Patient Reference or Record ID – (Preferably Serial Number / Code) – This is so the 
record can be identified later if necessary using the minimum of personal information. 
 
Patient age / GOS eligibility – This is simply to help analyse the relevant tests.  Use 
your normal shorthand way of identifying eligibility groups such as:   


<16 (under 16) 
16-19 (student in full-time education)  
>60 (over 60)  
G (diagnosed glaucoma) 
D (diagnosed diabetic) 
FHG (over 40 and with close relative diagnosed glaucoma patient) 
G/risk (advised by ophthalmologist as at risk of glaucoma) 
S/I (severely sight impaired or sight impaired, previously blind/partially sighted) 
Comp (complex lenses) 
Benefit, where none of the above apply (income based benefit) 


 
 


The Records 
The auditor should ensure that they are clear about the shorthand and recording 
methods of the performers that they are auditing.  Clarify items with the optometrist or 
OMP if necessary.  It might be useful for your practice to have a list of abbreviations 
commonly used by the practitioners.  Such a list can be found in Appendix 1 of the 
Guidelines of the College of Optometrists (available to all at www.college-
optometrists.org).  Many pre-printed record cards have items that can be recorded by a 
tick or by circling a choice and this is perfectly acceptable.  The auditor should also be 
clear about the practice policy on items such as tonometry; is it carried out on 
everyone; only on those aged over 40 or somewhere in between?  In that particular 
case ‘N’ should be entered where it is not applicable (e.g. children). 
 
It will also be helpful at first to ask questions if you are unsure of the information you 
are faced with, however this may need to be reflected in the recording of the legibility of 
the record at the end if the problem is reading the writing. 
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Some recording systems will be manual (paper), others will be electronic and many 
may be a mix.  For instance, the name of the GP, a required entry on a GOS1 for 
certain categories of patient, may be recorded on a practice management system 
rather than the paper record.  This is OK, all information recorded in the practice should 
be regarded as forming the complete record. 
 
 


Key Indicators 
Symptoms / Reason for visit – The reason for the sight test should be clear.  Why did 
the patient attend?  The reason may be simply a tick against “routine”.  Any problems 
or concerns should be noted.   
 
General Health – list of medical conditions, or fit and well.  May simply say ‘GH-OK’, or 
‘GHG’ (general health good). 
 
Corrected Visual Acuity – best vision with the new prescription.  This will be recorded 
as either 6/x, where x is a number greater than 3, or as a decimal, such as 0.1, 0.2 etc.  
Near visual acuity will normally be recorded as N5, N4.5 or similar. 
 
Internal examination of the eye i.e. ophthalmoscopy.  There should be an indication 
that this has been carried out.  A tick, or ‘NAD’ is not really an acceptable level of 
recording for the internal examination, although it may indicate it was carried out.  
Minimum additional recording for audit purposes might be the C:D ratio, e.g. C:D 0.5 
(or CDR 0.5), though this alone would be less than good practice. 
 
Refraction result – the final prescription should be present within or as part of the 
record.  It should be clear whether the refraction result is for distance, near, or both.  
For patients over the age of 40 the reading refraction is commonly recorded as a 
reading addition to be added to the distance prescription.  This could be recorded as, 
say, ‘add +2.00’.  The prescription given could be on the practice management IT 
system. 
 
Advice given could include any or all of when to wear any spectacles prescribed, 
recall interval, advice about lighting, treatment advice e.g. lid hygiene, etc.  The 
minimum might be the recommended recall interval. 
 
 


Clinical Indicators 


Ocular history  - Any accidents, attendances at a hospital eye department, lazy eye, 
cataract surgery, laser surgery, iritis etc.  There may be reference here to notes on a 
previous record, which is OK.  It may be as simple as whether they have previous 
spectacles.  May be a tick box for none. 
 
Medications – either a list of medications or a list of conditions being treated or no 
meds. 
 
Family Ocular History – diabetes, glaucoma, AMD, squint, lazy eye, blind, etc.  The 
record may have an item such as “FOH?  Y / N” in which case a circle around, or tick 
against, ‘N’ would be OK.  In the case of ‘Yes’, further information should be recorded. 
 
Unaided vision or vision in previous spectacles – either or both.  Look for unaided 
VA or look for details of last spectacles(Rx) and detail such as VA – Dist(D) or Near(N) 
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Binocular vision assessment for distance and near – Cover test (CT) or other 
test such as Maddox Rod, Mallett,  or other fixation disparity test.  May be simply 
a circle with a cross through it.  Could say ortho (D / N), XOP, exo, SOP, eso.  Ask 
the optometrists how and where it is recorded on their records.  Should be entered on  
the audit forms on 2 separate lines, one  for distance and one for near.  A BV 
assessment for near is less commonly recorded than for distance. 
 
External examination – could be by slit lamp or magnifying loupe or naked eye or with 
an ophthalmoscope.  Simple recording of pupil reactions can be taken as evidence of 
an external examination. 
 
 


Occasional Procedures 
Visual Fields (Threshold or Suprathreshold) – where appropriate.  This is actually 
quite a difficult category to audit as the necessity for a visual field examination will 
require a subjective clinical assessment of the whole record.  The auditor will need to 
ask the advice of the optometrist or OMP as to which records are not applicable in this 
category.  Visual field tests may be carried out on automated machines (Henson, 
Humphrey, Dicon, FDT etc). 
 
Where a print out is present it should be noted on the record by the optometrist or OMP 
that VF were performed.  If no printout, details of the test strategy and threshold should 
be recorded. 
 
Tonometry - where appropriate.  Usually recorded against “IOP”, often with the time.  
Sometimes recorded as a large T with the pressure for each eye written under either 
arm of the T.  Enter ‘N’ against those records where tonometry would not be carried 
out.  Again, it may be necessary to ask the optometrist or OMP which records are not 
applicable.  An alternative approach for discussion with the practitioners and contractor 
would be to regard all patients under the age of 40 as ‘N’ and all those over as relevant 
and so 0 or 1. 
 
Referral Letter copies – This item is only applicable if there has been a referral to the 
GP or a hospital when there should be copies of all referral letters sent. 
 
 


Dispensing Procedures 


Full dispensing details (where a GOS Voucher is used) – If spectacles or contact 
lenses have been supplied with the involvement of a GOS Voucher, then details of the 
dispensing should be recorded. 
 
Details of GOS Voucher Value – In the case above, where spectacle have been 
supplied using a GOS Voucher, then the details of the voucher value should be 
recorded on the record.  Simply recording the voucher code would be adequate, 
although the monetary value might be better. 
 
Accurate details of repair or replacement – If repairs claimed for under GOS are not 
accurately recorded then the NHS can legitimately reclaim the money from you.  It is 
good practice to state the reason for the repair or replacement, but details of the repair 
would be adequate for the purposes of the audit. 
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Administrative Procedures  
Patient is identifiable – It should be clear to whom the record relates and so a 
minimum would be full name and date of birth although generally the record will include 
address, phone number, and possibly email address, name of GP etc. 
 
GOS eligibility clear – It should be possible to tell from the record why the patient is 
eligible for GOS. 
 
Record is legible – Give one mark for easy to read, no marks if totally illegible and half 
a mark if approx 50% is readable. 
 
Name of usual GP – may not be taken routinely but must be recorded in cases of 
referral and if patient suffers from diabetes or glaucoma.  It may be on the practice 
management system rather than on the record, which is OK. 
 
Name or initials of optometrist/OMP – it should be possible to identify the optometrist 
or OMP who performed the sight test.  In large practices it may be appropriate to 
identify the optometrist or OMP on the record.  In smaller practices, with a limited 
number of practitioners, this may be obvious from the handwriting and so this may 
never be recorded but is still OK. 
 







GOS Record Monitoring 


 
 


August 2009  Page 9 


Links 
The AOP sight test protocol lists the procedures involved in a standard sight test. 
http://www.aop.org.uk/uploaded_files/pdf/appendix1.pdf 
 
DOCET have a booklet available on record keeping: 
http://www.docet.info/docet/filemanager/root/site_assets/record_keeping_booklet.pdf 
 
The College of Optometrists provide advice on record keeping: 
http://www.college-optometrists.org/objects_store/Record%20Keeping.pdf 
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Record Audit

		Performer:				Date:																								Auditor:

		Patient  age or NHS eligibility group:  																								Max possible		Total

		Record ID:  																																Conditional ticks

		Audit Item																																tick till		exclamation till				Entry list 1		Entry list 2

		Symptoms or Reason for visit		Key Performance Indicators																						10		0		0%		0.00%		0.8		0.6				0		0

		General Health																								10		0		0%		0.00%		0.8		0.6				0.5		1

		Corrected visual acuity																								10		0		0%		0.00%		0.9		0.8				1		N

		Internal examination of the eye																								10		0		0%		0.00%		1		0.9

		Refraction result																								10		0		0%		0.00%		1		0.9

		Advice given																								10		0		0%		0.00%		0.7		0.4

		Sub-totals: 				0		0		0		0		0		0		0		0		0		0		10

		Quality Metric				Records with all KPIs completed:																						0		0%		0.00%		0.5		0.3

		Ocular history		Clinical Indicators																						10		0		0%		0.00%		0.7		0.4

		Medications																								10		0		0%		0.00%		0.7		0.4

		Family Ocular History																								10		0		0%		0.00%		0.7		0.4

		Unaided vision or vision in previous Rx																								10		0		0%		0.00%		0.7		0.4

		Binocular vision assessment - Distance																								10		0		0%		0.00%		0.7		0.4

		Binocular vision assessment - Near																								10		0		0%		0.00%		0.6		0.3

		External examination																								10		0		0%		0.00%		0.7		0.4

		Visual Fields 		Occasional Procedures																						10		0		0%		0.00%		0.7		0.4

		Tonometry																								10		0		0%		0.00%		0.9		0.6

		Referral Letter copies																								10		0		0%		0.00%		0.9		0.6

		Full Dispensing details (where a GOS voucher is used)		Dispensing Procedures																						10		0		0%		0.00%		0.9		0.8

		Details of GOS voucher value																								10		0		0%		0.00%		0.8		0.6

		Accurate details of repair or replacement																								10		0		0%		0.00%		0.9		0.7

		Patient is identifiable		Admin Procedures																						10		0		0%		0.00%		1		0.95

		Record is legible																								10		0		0%		0.00%		0.7		0.5

		Name of usual GP																								10		0		0%		0.00%		0.5		0.3

		Name or initials of optometrist/OMP completing 																								10		0		0%		0.00%		0.5		0.3
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Introduction

		Auditing Performer Records

		There is a contractual requirement for the maintenance of full, accurate and contemporaneous records and it is the responsibility of the contractor to ensure that this happens.  This means that the contractor must take steps to ensure that his or her performers are maintaining appropriate records.  A simple and effective way of achieving this is by auditing samples of records for each performer.  This requires a check that performers are entering data relating to particular items or procedures, but it should be noted that this is not a check on the quality of the clinical performance of those procedures.

		For further instructions and guidance you should refer to the accompanying Word document.
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9.%20Record%20Audit%20for%2097-2003.xls
Record Audit

		Performer:				Date:																Auditor:

		Patient  age or NHS eligibility group:																								Max possible		Total

		Record ID:																														Conditional ticks

		Audit Item																														tick till		exclamation till				Entry list 1		Entry list 2

		Symptoms or Reason for visit		Key Performance Indicators																						10		0		0%		0.8		0.6				0		0

		General Health																								10		0		0%		0.8		0.6				0.5		1

		Corrected visual acuity																								10		0		0%		0.9		0.8				1		N

		Internal examination of the eye																								10		0		0%		1		0.9

		Refraction result																								10		0		0%		1		0.9

		Advice given																								10		0		0%		0.7		0.4

		Sub-totals:				0		0		0		0		0		0		0		0		0		0		10

		Quality Metric				Records with all KPIs completed:																						0		0%		0.5		0.3

		Ocular history		Clinical Indicators																						10		0		0%		0.7		0.4

		Medications																								10		0		0%		0.7		0.4

		Family Ocular History																								10		0		0%		0.7		0.4

		Unaided vision or vision in previous Rx																								10		0		0%		0.7		0.4

		Binocular vision assessment - Distance																								10		0		0%		0.7		0.4

		Binocular vision assessment - Near																								10		0		0%		0.6		0.3

		External examination																								10		0		0%		0.7		0.4

		Visual Fields		Occasional Procedures																						10		0		0%		0.7		0.4

		Tonometry																								10		0		0%		0.9		0.6

		Referral Letter copies																								10		0		0%		0.9		0.6

		Full Dispensing details (where a GOS voucher is used)		Dispensing Procedures																						10		0		0%		0.9		0.8

		Details of GOS voucher value																								10		0		0%		0.8		0.6

		Accurate details of repair or replacement																								10		0		0%		0.9		0.7

		Patient is identifiable		Admin Procedures																						10		0		0%		1		0.95

		Record is legible																								10		0		0%		0.7		0.5

		Name of usual GP																								10		0		0%		0.5		0.3

		Name or initials of optometrist/OMP completing																								10		0		0%		0.5		0.3
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Introduction

		Auditing Performer Records

		There is a contractual requirement for the maintenance of full, accurate and contemporaneous records and it is the responsibility of the contractor to ensure that this happens.  This means that the contractor must take steps to ensure that his or her performers are maintaining appropriate records.  A simple and effective way of achieving this is by auditing samples of records for each performer.  This requires a check that performers are entering data relating to particular items or procedures, but it should be noted that this is not a check on the quality of the clinical performance of those procedures.

		For further instructions and guidance you should refer to the accompanying Word document.
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8b WGOS Record Audit for 2007.xlsx
WGOS3 audit

		Initials of practitioner audited :       Date of audit:               Auditor: 

		Record ID

		Audit Item List: Expected to be completed on record

				Audit entry, Use 1 for present, 0 for absent, N for not applicable

		Patient is identifiable

		Ethnicity

		Ocular history

		Registration status

		General Health

		Accessing the Service - How did they get there?

		Accessing the Service - Who referred them?

		Accessing the Service - How long did they wait?

		Social Situation - Living arrangements

		Social Situation - Occupation

		Reported difficulties

		Support and services received to date

		Risk identified

		Help most needed with

		Current visual status

		Best Binocular Vision/VA Distance

		Best Binocular Vision/VA Near

		Current LVAs

		Contrast Sensitivity

		Other relevant investigations

		LVAs tried today

		LVAs advised and ordered

		Advice/Information

		Spectacles/tints

		Report/Referral to other agencies

		Next appointment details

		Record is legible

		Total score: 		0		0		0		0		0		0		0		0		0		0









Introduction

		Auditing Performer Records

		There is a contractual requirement for the maintenance of full, accurate and contemporaneous records and it is the responsibility of the contractor to ensure that this happens.  This means that the contractor must take steps to ensure that his or her performers are maintaining appropriate records.  A simple and effective way of achieving this is by auditing samples of records for each performer.  This requires a check that performers are entering data relating to particular items or procedures, but it should be noted that this is not a check on the quality of the clinical performance of those procedures.

		For further instructions and guidance you should refer to the accompanying Word document.










